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AFTR2Z PR R Y R G R &4 #HE R B E K (Certificate
Policy for the Chunghwa Telecom ecommerce Public Key
Infrastructure) » 2% A& 2 % 21 % > ABHEICK L BATRAT LT
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id-cht-ePKI-certpolicy::= {id-cht-ePKI 0}

[ A P gE LA o 147G B

Bl3E % | id-cht-ePKI-certpolicy-testAssurance {id-cht-ePKI-certpolicy 0}

ey

1 % | id-cht-ePKI-certpolicy-class1Assurance | {id-cht-ePKI-certpolicy 1}

>
>

2 % | id-cht-ePKI-certpolicy-class2Assurance | {id-cht-ePKI-certpolicy 2}

% 3 % | id-cht-ePKI-certpolicy-class3Assurance | {id-cht-ePKI-certpolicy 3}

% 4 % | id-cht-ePKI-certpolicy- class4Assurance | {id-cht-ePKl-certpolicy 4}

ik E B H fcie p AR 103 £ 12 P oAb R ot b
BT s 230 ¢ (Internet Assigned Numbers Authority, IANA)ZZp
z_# A & ¥ #ic g (Private Enterprise Number, PEN)zZ# 52 id-pen-cht arc
il T IR A 1 s R
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52 isclij-rg?]r;écht-ePKl-certpolicy-classZAs {id-pen-cht-ePK -certpolicy 2}
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54 B id-pen-cht-ePKI-certpolicy-class4As {id-pen-cht-ePK -certpolicy 4}

FAREBERRSBEBELBHET A TEARLL SSL BEEY
£ Baseline Requirements L7 5x A 5 = @ 7 — R 35 0 i&-»ﬁ;i@‘}
75 Baseline Requirements =ik 3i

TG FEW¥EEIEE E# & Baseline Requirements i i
WebTrust Principles and Criteria for Certification Authorities - SSL
Baseline with Network Security (/2= i # WebTrust for CA—SSL
Baseline) *h #5125 - T G E BB 2 * © 2 SSL R T @& ¢
CA/Browser Forum 2_ ‘e % 2% (Organization Validation, OV)4] SSL /&
#ogc w4 @ ow] B ({joint - iso - itu - t(2) international -
organizations(23) ca- browser- forum(140) certificate- policies(1)
baseline- requirements(2) organization-validated(2)} (2.23.140.1.2.2)) ~
432 2 7 (Domain Validation, DV)3] SSL & & #c K 4~ © 38 %) 75 ({joint
- iso- itu- t(2) international - organizations(23) ca- browser -
forum(140) certificate- policies(1) baseline- requirements(2) domain-
validated(1)} (2.23.140.1.2.1))2 # * =%z (Individual Validation, 1V)#]

SSL & # sc K 4 & # w45 ({joint- iso- itu- t(2) international -
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organizations(23) ca- browser- forum(140) certificate- policies(1)
baseline- requirements(2) individual-validated(3)} (2.23.140.1.2.3)) -

TREEBEEFES BT PDRE Y 2R 2 2 RF(RE R
AR AZFEFEREIES 12 & 3 BEHE)T R PG
1.3.6.1.4.1.23459.100.0.9 » - 4~ i G % 4% 5 Adobe ¥ T #f i H
(Adobe Approved Trust List, AATL)*7 % #f °

FABAEITCR QAR GFT A TEALE L SIMIME &%
% %% 1 & SIMIME Baseline Requirements I {7 5= & 3 £ i@ 7 — R enfi
a5 %xﬁilﬁ a8 SIMIME Baseline Requirements &% 5

L ;}g‘ﬁ&ﬂ)&ﬁ T EEEHEEF H L& SIMIME Baseline
Requirements iﬂ” » @,‘f&gﬁﬁ&f#ﬁvf&g’ﬁi * 22 SIMIME & &+ i *

TR 2 g AR

F UL L

CA/Browser Forum S/IMIME Baseline | 2.23.140.1.5
Requirements

TG RRE

R 2.23.140.15.1.1
(Mailbox-validated Legacy)< > & +

T A

TIEEE 45 2.23.140.1.5.1.2

(Mailbox-validated Multipurpose)% 2

& b E 2
w <+ ERE G E

T ERE T B Al 2.23.140.1.5.1.3
(Mailbox-validated Strict)% > & & £«

25 E

R

i%‘« e il 2.23.140.1.5.2.1

(Organization-validated Legacy)% 2

T 3 74 >
m’*’égl'—f@@ﬁ

T4
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P ik g

B

55% 5% i)

(Organlzatlon -validated Multipurpose)
& PTFEREIGHE

2.23.140.1.5.2.2

S O i
(Organization-validated Strict) % > &
+ i IGE

2.23.140.1.5.2.3

EEpRAKRE

R B A SR B R
(Sponsor-validated Legacy)% > & +
Ay

2.23.140.1.5.3.1

é é,LqP\ ‘E; A 5&,;&? # 1,9)11]
(Sponsor -validated Multipurpose)% 2

T B

2.23.140.1.5.3.2

ok B A SR Bt 3

2.23.140.1.5.3.3

(Sponsor -validated Strict) = > 7 & #X
e
BARE
# A 2z @ L) (Individual-validated | 2.23.140.1.5.4.1

Legacy)% > T + #R it 5%

B ASKRE S * A
(Individual-validated Multipurpose
)X T FEEIGHE

2.23.140.1.5.4.2

i A 227 B s A (Individual-validated
Strict)% > % + #2215 &

2.23.140.1.5.4.3

T4
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Z T3 ERE
L i it
AT -~
T ERE B 7 A 4] 5 subject:email Address e/ &
4 5 78 ) subject:seriaINumber attributes
gy |BELMERT TR TR
K 1% 5 ETH“‘ LR A= ST AR ELe 0 B
R
(Sponsor)
BAgEa |BEIMFERS ZBA(p R

Ao G E A & B N d(Legacy) # * i (Multipurpose)
e B e (Strict) > & S/MIME Baseline Requirements ﬂF’K’ﬁ e e M
ARV TEX 2RI MEFEF D I HRMENFTIF - 4P T EEFF O
HBoNFLHAPROFTR e FEOERET .

Beie3(Strict) % 2% F M2 E/HEINE L F 2RI MLER J:‘?
g BP0 FEoL & 4T #4345 id-kp-emailProtection i 4+ %45 %
A RrE - u FRBE AR v BB o § % 2 A (Multipurpose)
2R FEMEGEAPE R S EFEL G LFNEX 2R
812 i+ ¥ % (Document Signing) 2 = & * g3+ - SIMIME @ 574 1§ %
#iERG £ 2 S/IMIME &% F 7% > = SIMIME Baseline
Requirements & 7 ¥ & f&+: csfifd > & 454 frk - W ZHB
extKeyUsage fo# i 3% "L iE 78 » v -k ¥ i 4 CA/Browser Forum ;4
Ro FRRAIE S AR 2T FEEGHEES < Y 5 825 % > B AL
A G FE R B~ sdp 5 1185 % o

1338 &R

131 REELA €

BB EGAHER ST R G L BAUE T R R
AAHZROPFF2 B EF e L ARAHZRA - AP HFu[H P
FL G BHEFREEZLE ¢ (Chunghwa Telecom Certificate Policy
Management Authority » " T B fFc K E L B ) E F AP HA

|
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#‘;&ﬁ)"m?;‘ﬂw IE"J{ﬁ\fgl‘ﬂi R g el n‘«x;}ﬂ(‘sizﬁ\? LI T
KEEZEd TS PR q.«—#ﬂ/’\t‘%’l RgRAipg ket
BALAT3R61 92 FFRELAD FTdrs 2ok
2R ik L E R GERE L Ad TS 2P

SE
wz

—

;}7%‘%@ ?\ L %!?J'J/zi@'k‘?l\li"FIﬁg"gI“’iﬁgm‘l (F1E FR3 P e

A

(D42 4 ePKI 2 &t 24k 1 -

(2) % % ePKI B#E TR °

(3) % & ePKI 4p B AT 4* -

(4)% & ePKI o i+ T £ A8 o

5% 4 ' ’&Fﬂﬁﬁﬁamv R

(6)% & 2 27 4v » ePKI & £ 27 ePKI 2 3 ;e B P OB E
FOR 2 Hp MR

(MEF I REBEB I B R DB R > 113
WG E T o

(8) % & ePKI R IR7+rc ik 2 ePKI PFRF i3 (T ¥ 2% o

1.32 % ﬁ#f#

A AHER AR R ITU-T X509 #8:2 ¥ «0f¢ & ;¢ (Hierarchy)
B 44z 0 & 35 & A #aE R 01 i A2k (Trust Anchor) — ¢ % F
iz Gz g ¢ (ePKI Root Certification Authority » 2 ™ f§ 4 eCA)
2o @Rz ehe B 5 % 5@ =P < (Public Certification
Authority » T i fi PublicCA) ~ ¥ &3 T FRIGHE ¢ 27 < (ePKI
Timestamping Certification Authority » 12 f§ £ eTSCA)%2 ¢ &7 7 %
>R FEEGHEF PP (CHT SMIME Certification Authority » 2 F
i # CHT SMIME CA) » & i3 B 304 32 i SFC T PR B G
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# p ¢ < (Government TLS Certification Authority » 17 & i 4
GTLSCA)® 4 BT & F’E‘.%}ﬁﬁ_ » AR HIER 2 ﬁ_.&r—r Bt

eCA

e e

PublicCA eTSCA CHT SMIME CA GTLSCA

1321° ETHBRERJAFEY

eCA & & A b & B HE(Root CA) » + Rk & &4
Az eha &G E s HE(Principal CA) » 3 & 1 ¥ P 40T
(1) § 7 eCA 2 p %53 ~ p % & (Self-Issued Certificate) & =
BEEWHEEL EF 2 gL o
@i xg A AHLEZXAFEPBEBREF DI RE
(Cross-Certification)2. % » & 45 § 3 2 ¢ 2 H & & A% ot
BEPBHA T RERE
Q) #-& & b 2 G ok 5 (Certification Authority
Revocation List, CARL) = # »* % % & (Repository) » i ¥ ¥ i%
RF R ¥ E T
eCA B> BHEF T E ALY 7T BIBEB 2L 52 5
A2 2 VBB R 3 ILE LS o
PEAMBEMRRIT UL A BT FTHMP L REERE TR
G~ bR L A g EP G T Y Mozilla &
Microsoft 2= Common CA Database (CCADB)z % ¢ 27 <« p & &%
T Bk B A L~ B SHA-L 344 % SHA-256 #+4p R £ & |

AT

10 vOEF R
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MF 180 £Fehapimd of 568
ePKI Root Certification Authority
BER
15 c8 bd 65 47 5c¢ af b8 97 00 5e e4 06 d2 bc 9d
& 4 ¥ (SHA-1) :
67 65 0d f1 7e 8e 7e 5b 82 40 a4 4 56 4b cf e2 3d 69 c6 f0
B w445 b (SHA-256) :
CO A6 F4 DC 63 A2 4B FD CF 54 EF 2A 6A 08 2A 0A 72 DE 35 80
3E2F F5 FF 52 7TA E5 D8 72 06 DF D5
ByErcdp 12004 & 12 7 20 p £ 2034 & 12 % 20 p

&4k FEEE/ £ 45 B RSA 4096 with SHA-1
Q% 287 ELGBEREFLY < §EE
ePKI Root Certification Authority - G2
BFEFR 5
00 d6 96 2e c1 0a 1593 12 af 8f 63 bc d4 44 c9 5b
& 7 #+4p ¥ (SHA-L) :
d9 9b 10 42 98 59 47 63 f0 b9 a9 27 b7 92 69 cb 47 dd 15 8b
B 745 s (SHA-256) :
1E 5194 2B 84 FD 46 7B F7 7D 1C 89 DA 24 1C 04 25 4D C8 F3 EF
4C 22 45 1F E7 A8 99 78 BD CD 4F
gy 12015 & 11 7 17 p 3 2037 & 12 * 31 p 1

£ 47A5F/ £ 4% R © RSA 4096 with SHA-256

()% 3R~ EFTL/HFLFLY v p FEH
ePKI Root Certification Authority - G3

B
62 37 €0 1b 9a ae 4e 4d f8 62 29 bb 44 49 7b 01
& #4235 = (SHA-D) :
cf 5f 43 17 b8 e5 55 3f 65 8e 18 02 ff 80 63 44 7a cl 76 15
& 74+ 45 X (SHA-256) :
55 8F AB 7F 4B 5D FF 16 B6 8B A4 E4 0D 1D 3E 94 OE FA 9B 01
335061 7D 6F 37 7C 17 24 D9 D4 21
B zEscdp 12019 # 04 * 30 p % 2037 & 12 * 31 p

11 PoET R R


http://eca.hinet.net/download/ROOTeCA_64.crt
http://eca.hinet.net/download/eCA2_64.crt
http://eca.hinet.net/download/eCA3-64.crt
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& 44855/ & 45 & RSA 4096 with SHA-256
A% 4rP ETRRBERFEY f FEE
ePKI Root Certification Authority - G4
BT
00 f6 70 f9 59 88 f4 52 05 8e 31 el 68 86 3e fa 7a
& 4 ¥ (SHA-1) :
85 a6 69 3e d1 2c 4a ad 8d b6 9c 88 60 b5 80 13 4e bf 2¢ 77
& w445 b (SHA-256) :
19 a2 fa 09 33 2c 6d 8e ac 1393 d5 f3 03 71 dd 8b 4d d6 87 b0 el e5

O0a 6b 48 ae 76 2c ab a2 b5
BzErcd) 12022 & 11 % 3p % 2047 # 11 % 3 p 4+

£ 4785/ £ 4% & © RSA 4096 with SHA-256

13227 Bg#E B

TREEB G FAAERY ST - RS 2R F B
2 EWEABHORE SRS T RSO G AAE R g
BoAd 3 IATREEBHEFEREY 24T HEEHE &
d 2T BB R BT 3 T DR Hn
S LB Sk PPKle R T RBBRBHET T T B A AAE R
m)& %*ﬁ—‘a f" ‘i 1; F:\.‘»\:'E_ °

TREEWE L EE RRREFECRAAM AL TR BEHEY
v f FEeCAZ LT BB TE 0T

P4 A A#E% s 5 PublicCA ~ eTSCA ~ CHT SMIME CA %
GTLSCA % 4 B Hig -7 HEEPFEEF MR & 3
BEPIHE S T ¥4 Mozilla £ Mlcrosoft 2. Common CA

Database (CCADB) - # ¢ » ¢ &3 R * G F LY w5 1 &% 2

]L‘ 2 )& bﬁ’ﬁ?‘)& ’ g *—5‘,]. %ﬁ 32 u? BALY BN E] # ?& T’ k)
)i Ek?fm:fgv;%"‘*f PR 2 g T B (4 AT ﬁiﬁ%fbﬁfafi’_‘
12 PET RGP


https://eca.hinet.net/download/eCA4-64.crt
https://eca.hinet.net/download/eCA4-64.crt
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BAAEEFTI 4T ST AT ST @ LR A EEK
R BHEWHEERE FLAFEY R ES R B
P2 s
L% 1id ETRAY BRHRFEY L BEPYEE
Public Certification Authority
BEE
0097 3cc9 4d 44 cfe9 a2 el 4f 52 €9 a5 94 al 5a
& 7 4+4p ¥ (SHA-L) :
d6 d5 c7 92 ad 6b 2e 3a b9 b4 23 01 4e 1b 40 e5 76 d8 ec bf
1§ 7 #+4p ® (SHA-256) :
4B D16F4955F3 F3C9C8EA48EF9995324D A512 17

24 F8 99 15 D5 F2 C9 1E BO BA EF 23 37
BEscdp 12007 # 57 16 p 3 2027 #5 % 16 p

E 45/ & #+ & - RSA 2048 with SHA-1
Q%27 ELRET BERFLY <L EHEPHEH

Al. Public Certification Authority - G2

GRS
14 3596 f2 44 1a 71 67 98 3f fc 95 97 41 9b 53

6 3 4, 2 (SHA1) :
78 62 ca ba b6 3a c7 a7 4e 07 56 a8 f8 6a 2c 02 1a 9f 69 b3

B % 4 2 (SHA-256) :
DA E343 4F 69 6F C9 FO F6 52 E1 B2 A6 F6 9B 5E 92 73 DO
9F 43 BD 3B DD 47 17 D6 14 1F 8C D2 C2

sy 12014 & 12 7 11 p % 2034 & 12 % 11 p

L4k EA/ £ 45 B © RSA 2048 with SHA-256

AZ2. Public Certification Authority - G2
BEEE
00ce 6097 fd 33 e1 2d a0 75 ce dc 96 5d c0 c4 a3
& %‘_%Hg X (SHA-L) :
dd bl 3c 36 50 3d ba d9 4a b0 b2 e3 89 e3 bb f4 91 31 3e 5f

13 VET NG s
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http://eca.hinet.net/download/PublicCA_64.crt
http://eca.hinet.net/download/PublicCA2_64.crt
http://eca.hinet.net/download/PublicCA2-new.crt
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16 3% 4, = (SHA-256) :
F5 FB 67 C8 45 3E DA 34 DB EC 8A 76 65 74 FO 7A 03 54
8C 08 4A F2 F5 E6 45 5E A7 69 60 8D 9A D5

ey 12014 & 12 7 11 p % 2034 # 12 % 11 p

£ 4B/ £ 4G £ B 1 RSA 2048 with SHA-256
@)#F 37 HTRUATEHEPILY w2 BEPBHEE

Public Certification Authority - G3

BE A
00 88 ¢1 80 7b a0 ab b6 2e 1f 49 a4 2a 02 8b e4 3e

& 74y ¥ (SHAL) ¢
74 tb 76 84 87 88 37 53 3d f7 d9 19 81 66 4b 3c 6d 67 ab 8d

1& 7 #+4p 2 (SHA-256) :
BO F1 F7 C7 DF 83 7B DF 88 82 5A 44 44 44 E4 81 5D A7 EO
8997 28 A0 7TA E8 76 7D 5F 65 B5 09 95

By 12019 # 04 % 30 p % 2037 £ 12 * 31 p

£43fa50/ & 4%+ & © RSA 2048 with SHA-256
A% 4% ELRATBEFEY w2 GEPBFER

Public Certification Authority — G4

& B
29 1c 0c 63 c0 17 2b b1 25 9f 5a 42 5a af 24 €3

& 4, 2 (SHAL) -
8d f351d1 17 26 64 b7 54 8e 58 2d 91 47 53 3f 74 3b 67 59

1& 7 #+4p 2 (SHA-256) :
8f af 35 aa 59 eb b9 71 fb 4f c6 13 1d d9 c2 da 41 c1 84 21 ¢c8
6f de c2 74 60 6e c3 1e be 54 36

GrErcdp 12022 # 11" 3 p 12042 & 11 3 p

& 4FA%E/ & s +% & RSA 4096 with SHA-256
(B)% 144 £ eHRERFEY <2 BEBEER

ePKI Timestamping Certification Authority - G1
BEEE
00 b2 14 37 d0 d6 7c 63 87 48 44 8 46 1c 5f 4b 54
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http://eca.hinet.net/download/PublicCA3-64.crt
http://eca.hinet.net/download/PublicCA4-64.crt
http://eca.hinet.net/download/PublicCA4-64.crt
https://eca.hinet.net/download/eTSCA.cer
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& +4p ¥ (SHA-1) :
29 7e 0d 74 47 74 35 6e ¢8 09 04 d6 57 7d 14 ¢5 40 e4 9c be

& 3 #%4p ¥ (SHA-256)
DA 3129 3D 659781 C6 9E 00 85 C7 32 A2 81 1D B5 OE 5C
C5 76 90 91 49 B8 0A 98 A9 B0 F9 3F D9

By 12019 & 10 * 18 p 3 2037 & 12 * 30 p

£ 4H 50/ & M5 & - RSA 4096 with SHA-256

€)% 1i? ELRA2TFHMEREFFEY 2 BEPEEE
CHT SMIME Certification Authority - G1

B
7239e9d9 01 bcdl 96 e3 65 8d 92 77 db 34 70

& 744 2 (SHA-L)
03 E1 DO 13 CA 25 6F 3D 1F DO F5 12 F6 B1 3F B1 F4 F7
D390

& %4, = (SHA-256) :
SEB6CC7D03C349B2DCC5BDD7B10141FC7ABS

AE 18 44 94 4F 69 50 BE 74 1D 3D 73 1C 95
BEErcdp 12021 # 01 % O7 p & 2037 & 12 % 30 p

£ 4785/ £ 4% R - RSA 4096 with SHA-256
()% 1o r PR B G RE 27 w2 BRPIEEHE
Government TLS Certification Authority - G1
SR B
00 99 6d 5f €9 ad el 6¢ dc 8e cd bf ed b1 4a 32 95
& 440 % (SHA-D) :
b2 d1 51 a7 68 d3 Oc 3b 99 d8 6b 8b 25 81 56 08 c2 8a b2 ch
& %ﬁ*#;} 2 (SHA-256) :
9d 1c da 1b 9e 3 95 af ce 7d €0 fe 74 de 6d 9f 5 e0 d2 a4 37

89 11 6¢ 00 c6 ba 5b f4 4b 98 23
BeEscdy 12019 # 07 7 19 p 2 2031 & 08 7 19 p

£ 4450/ & #k+ & - RSA 4096 with SHA-256

15 PoET R R


https://eca.hinet.net/download/eTSCA.cer
http://eca.hinet.net/download/GTLSCA1.cer
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1.3.2.3 2 3 ;2@ 18 & ¥ 1 (Cross-Certified CA)
2

P

> a2z
I EOFE °

AN .ﬂi BT ip ﬁi&@f"m IV S N E_ﬁ\g}‘f?

1.3.33 P ¢

P ¢ o (Registration Authority, RA)L & f # W & 2 sz * »
(Subscribers) s & ~ Bidfemig X 4p T LN EREBELE
FBEW AL CBEZEGBIH LB R ERF T ERIT
# °

eCAp fAitizsap ¥ whd X iR RL A ¢ 22 BHT
TR AR EEL P ow e 0F e
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B8 AE o E e M
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AR B B R A T A
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PO GRAEFRBEEFN LEEIN TR HEREEL2
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SR E4pR el DORHSHGEY G RREEP L BERE
T R&RTIIG g i o

BHEREF VR BRERBEEEE T L DR FLE
;m,gg;rsw/; Pl 2 FRRREIUEE o b GRS
4 W R REY ARl (BB AT A R BAR) 0 AR B i

136 Hw 4ph = R

BEBHET E/E © AR MR R T I R SRS P E (T
P blde R~ B IEIGE S 1 (Attribute Authority) ~ pF R PR
# 4 (Time Stamp Authority) ~ 7 ¥ 3% 3 JR 7% 1% 4 (Data Archiving
Service Authority) 2 + ¢ ¢ .= (Card Management Center) ¥ - # & /&
BRI TEARRY T Ap 3 F T4 2 Wt B2 RarM o R

BRSPS e} A T A

137 %33

BRABHANRFERY S 50T S AR
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(2 RH A AHEKBERETEFBFENF = F (O A0 4

HrEF F oo+ 2 ABEPH) -

148%™ i

AEHEITRERIFE 2T R E S RFREE S NFR LA
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TR FENERERE -
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14188237 §H

ABEITRE L ERE DGR PRI RS 7

UL E R E BT AR ERLG T R

F]’J _er"f

mELH ﬁﬁfm

BliRs | EpE(Test)* - $3t @ enFT R A §

v ;F:Zyél&fi—% —tﬁ?‘;&e‘ ;%—Aﬁgl?igg

(contentCommitment) e + < % o

fF R+ e
o i &Y ’“E“‘ TR LS P apEiiiy
ERERE RHEE R B N EREERRET R
P - Tl%%aan“éﬂfid"é%i AL E R &
.]{}_; [@.’# ERE zpf; y i gg)@gﬁ;lzp %ﬁd » ,_,.;&:;3\
T-%@E’?:%.E ifff‘}\‘$fﬁﬁl/lﬁ'—]‘,§1 v}}ﬁ%]ﬂ-,m]ibf@?
R R &R A2V F IR P

3

z

% BE

by e

s\
<

R

1;4

B(FAFT B 357

4-6

R TR BRG]
3)

z

(:rn\:\«

AL
3 ;E
/1/

i o

"l‘?
ok (o

)

K
£
( 4 bz *ggg;}grﬁgﬁn'ﬁ%a? i)é‘ﬁ%‘%‘f’f»”ﬂﬁ‘—"’l‘%ﬁﬁ

S
=

=~

|

e &)él%? s ]QFFE’J’JE

BARLh TR L T R S
-

% v LR F géﬁé%&?ﬂ~j@$2&
é? N

AT LS PAE L RIS FARE
Fam R AE o BEOTE 4 F AR 2
BIY 3 o

MEHFRHIT SSL B R * R P 4T

5 A §* F R

g T4 g Sz LI
g B2 sh2 AP BRe R )

o if £ 7 g.?%é]l]:

o BT B FE 2 b A REGL R 2 e B
=2 H TR

() s#2ELFAPIFRMTEERAAME S
18 ET MR NP



ePKI CP

i’ﬁ‘ :}i f" - _E)f'; ;:L;E.

— \rﬁh
~

%iE T

o il F%?lﬁ7 bo i 2L
o Fu| e r.;f]g_i’?g:" X 3 vR— B e ﬁ]%k/g 7R A

HE |0 8T AR

A FEFTR R 3 A 3o R ¥ s (Authenticator Assurance
Level, AAL) i 2 G 18 1 2 1B TS #F ;ﬁ FOTRRE N REE R

BN S

R e o
FELEH o
FREREL fLE AR ML SRR TR
FFHOHRY IV BEmkRFHREFTE 713 & T
A E RIS BT R R A T
* ’?ﬁ"?f’&qﬁ B E’F %% ‘\_\)Fﬂ_fé <% o
(1) esramaEfedfd) PR » TiEE- BEE o
m RO blde  RABE AR B A BN
n H ]S g ol
51 & m H )34 RA A

K
m TG ARy

m e qﬁ,;api%_%ﬁ SR SR et R HEN 0 ITHILE
ST BRI SR A AT B E DT
fo B (bl4es £ X E L) 0 BF R PR
>0 278

B RE R FUREERSERET X 2R




ePKI CP

B
T

¥

o

/Fw‘

FFET o ALY A .

R

-\

HLE R e isi?iﬁ FRER I CIRERER GRS
o H AN ARBRAABBE TR A ARETS K
ﬁﬁwﬁ’gmﬁwﬁﬁagﬁﬁam%%ﬁﬁ°
(1) iesFemra el RBETEREE S F- RELE
de]—*r%l\’f—'ﬁ.o
BB S ERERA VR LB R e g
> 5 F]F A il
P FEF AR A

%?%W*%ﬁﬁ’mﬁ%ﬁ—ﬁ*ﬁﬂ%%w
%' <z u&'fﬂ‘ xi—fé-—»kf“}#ﬁ:p mg@pﬂ.f“‘ :

d

Tk

(Q Ep B HRBEENT R

n e BRI SRR b BN RRER
feid iF FIPS 140 Level 1 323 > ifgznm fde v ¥
18R ’7“,‘#‘«)\%'«1—\@ E R H v s (B)4e
7% f‘.u ,Uﬁm?*") “’?iﬁaﬂi‘ s B R TR o
b 3SR - R R 0 BB K L
[ F.Elﬁ’lﬁz; 4 Bdods fy DS o

q.x

 RE R FUREF RS ERED bv % e
BAEAE TR o LY A ST H o
m OEEHREEARY R P AR 2 Sk F B Pl
\"/L:VE}%' mﬁ*ﬁ;"34 sb(l;l'li\_” :}F] ‘Q“"J""«\“\:l[ﬁ;k’—\‘\?_,lj,g%
HE)H T AL - fERE TS o

>
M

’«y:.,

ﬁﬁﬁﬁ?ﬁ%ﬁ{?ﬁ?@iﬁ5%%&&A#£§m
B LB E S R KRR ¢ iﬁmﬁy ¥

Ger TERE T AR RBRFELUE TR P}'#‘%}F‘E‘W
Wb | L P RERE(NY R Y FRFE ,,E WAk
B0 PN rRERIOBRE TR A AKBEFT LB

20 P ET



ePKI CP

e .
'/\pﬁ_%‘.&
WHE - HRFE NS P A BT
(1) e Befgd VR Y TiiE- B diemid
@’ o
m S F]F A RAG
IR RS T T SRy
(2 mE PR EROT K
m LR “*?EF BHRAEBRSERES X 240D
glgxaﬁ,i«a’ P ILEE G Y A ST o TG e RE A
WEPEREEERERY h L2 LT T R
4 o
B AP e e 5 i i FIPS 140 Level 2(z )t &3 &
Global Platform Trusted Execution Environment 7
B .
u ?‘5@‘;’3—“_@%&6 %’}'3[(\.” §f§~4xﬁm£ifﬁaﬂj %
KAE G Ry w%u@vWAé%A%w%
FTE)H VAR G - #ﬁ%&ﬂ** °
AGFEFOR 2R i R E s e AR AT s
’:‘»’B— {4 2y < i =3 L
‘IZ/E‘:B_—:E- PR A A R EE
% 1 % |id-cht-ePKI-tokenAssurance 1 1.3.6.1.4.1.23459.100.4.1
% 2 % | id-cht-ePKI-tokenAssurance 2 1.3.6.1.4.1.23459.100.4.2
% 3 id-cht-ePKI-tokenAssurance 3 | 1.3.6.1.4.1.23459.100.4.3
ORI AT PR % 27 R EE R & RE
Pt SRR R EGE BERE 2T LHOT R
BE B B LR AR T B Fla R o
RIREE Y LR ERY 617 & ALY P LRI
21 PET RGP



ePKI CP

i b4 TR 38 FEHEE (64 ITU-T X509 # % ¢ IETF RFC
5280 %)% & 2. !5 # 5% ¥ (Certificate Validation)= ;= %
szt (Validity) -

; = [P
%7 8

142852 &3 * #,,m
AAHER 2 BBEPHEFDRBELE LR T R
(L) % -
QELFEEPLEABES -
(3) P24 EHR K -
OEEE TR IR
(5) TLS ;=& ¢ ¥ 4 J## (man-in-the-middle TLS traffic

interception) -
I5FRER

151 K@ R2 qm—m#ﬁ
¢ E

1.5.2 B & F AL

1521 B REH

ﬁp}%j\)&vﬂ_ﬁiﬁ\ﬁ ERREES Fi‘ 1]?}]1"1\'?\—‘%&37]\ \’333?%

\

= - 0800-080-365

\
—‘é»
&3
T

#Rife pk 110048 S AV G AEL- B21 Bificdpid < M 4F
FLRERERFEY
+ #R it 5 45 ¢ caservice@cht.com.tw

» ¥ 1 https://eca.hinet.net ¢ https://epki.com.tw % 34 B 5 7L o

22 S ET


mailto:caservice@cht.com.tw
https://eca.hinet.net/
https://epki.com.tw/

ePKI CP

15.2.2 5 3@ 1 147 2

EWHEETEERLT A TEAE P GEN S L
(Certificate Problem Report) 2. B & % © o
153 8RB TERRE2 3T
& p&bﬁf?@i P b aEF i+t ARETERE
MR PERRIRAR GEFE AR P aP R BEBHE
TV el * AAHER DIGHEFTRK o

LB TEFT R AP

5@ﬁﬂ§%@§4§iéﬁau@iwﬁﬂa7@ R T
AM S FEA FBR B BN R  EE R
o

)§ FE_FR

iﬁ?%*ﬁﬁ%ﬁ%@%ﬁﬁﬁﬁﬁ’ﬁéﬁﬁﬁ%ﬂw%
2 RR) 0 EEBHS BRI P G P BRI ST
ﬁﬁﬁﬁ@%ﬁi&@ggﬁo

1,

Y

A A AT 2 IR T T
UEIEEES S R A S R VR R TR L R

121§ 2 3+ 4 (Root Certificate Program) » #-¢

% f‘t‘j_:“r_ KRS § @Eﬁzb"’@

9

ERLRBEREED w2
PREBFEAR ALIVEN L HHT L BEBEL G H (CA Trust
umo@%ﬁﬁﬁﬁéz%inﬁ@ﬁ% Ui
BRI R A AHE R GEP L

T T A b 2 i g o

FHB R ERAFH
A

% &F’E—F

154 8@ FARKE: BERBTEAFRIAR

BEPHLBERHTEAFL BN EER B AEE
PRI PR FLRE R RR2 L F B B Lo e
AEEFR BT AT BREBHELEET TR AR s BT
. f : 4

TER BV ST Y R

23 POED AL



ePKI CP

16 £3P e K2 HE

S0l R a2 o

24



ePKI CP

2 Aﬂ#ii‘ql Eti,%jﬁi

21 F R

R LG ER T G E ~ & E AL G (Certificate
Revocation List, CRL) # &34 fi ¥ Fiuchh 39 2 & 4R ¥ 2 F 0§
HIREBEFHTERAEZERER 2 g ITEAAB TN -
e ET d GERES ﬁ%&%@ 1 BREBET VLY G
1 BEE e 10 1kL8H P RBIEE L BEPB R
BB FERITERRY P REG RS TR GEZT
Wy F AR TR R ER - BEREL BET AT EAR TP

R R 2 AP T o

m

o

l‘

22 8B BHL TR

BEBHE LA TDR R F

(1) ek 2 G Far v E AL -

(2) @A FP o HRBEA L F
B ok PR o

(3) %+ & 7 # ik 5 2 (Online Certificate Status Protocol, OCSP) &

Pz BEEEREE 5

3 PRI

Q) BEPHE L2 BE TR FIZEENERLF T 4
T B 0T B I G b

(5) &2 rF BE(s FHEFHE B GHEPHELEHE) -

6) ¢ % 2 BEPHEA LT (WEEBF & FERSH L EE
BE) ©

(7) &4 sk e

25 vOEF R



ePKI CP

(8) Bif 1 = 2 #h FNAEF B % o
(9) 48 B B 373 4 o

=1L o

sl

x%__}jil ek G t&ﬁf@\# ECR bl éﬁilwgﬁ\
@”%ﬁ’@”ﬁﬁm;éiﬁﬂméﬁﬁﬁ@mﬁﬁﬁ ¢
Lo BREPBERBTEER TR ARPP o7 2 d w2 L E -

* FA A=K ¢ * pkihinet.net~eca.hinet.net 2 epki.com.tw i+ % 32
1#06 # 48 # & % & % ((Certification Authority Authorization, CAA)

Issuer Domain Name -

2.3 A Pk Y A &

RN P’ 2o HHR .1' TRy 497 &R T BEIIRLZ D
#F bti 19 g‘} T}%—r’\ﬂ:iﬁ\? _1 ﬁ gﬂ}»—r %’T_ A—%:_}i—r’\ eCA lpﬁréﬁ-é}% o
BEWHERI I FM L GET T EARPE S S igE#

BATHR A2 QBRI TE R B LA NREZE -

2.4 5 B34
(D) BHAL e BESELBET B TERAENTET T 554
3] o
(2) Bzd st p AT G R

(%ﬁﬁ%ﬁ%%é%%&ﬁ%a’uwﬁﬁﬁiﬁéﬁﬁ%é

G5 o MR B G T R R R

26 PET RN



ePKI CP

3 u 2 g
31 & &

311 f & Hasg

B LA S ITU-T X500 - 28w £ 4 (Distinguished
Name, DN) -

oY 2 Bk B E A W - (Subject Alternative Name)
FoRERELET AR A BELIET S FEEY R GEIWY
ERRIRTE S AR N F ek R A

1\“

3124 L3 R &

P BAZREIMEIFEL P EY FARAMEERZL
Wb L2 R X2 R DN LA o

Kk PRI GEA gr%ﬁ—"‘/?'»pxr/{'% B ORPR BT R 2. B
BEHLH PR aud ¥ L fL(Common Name) & 14 » *PBi j# & &
W’w%{ﬁﬁﬁéﬁﬁﬁ%éﬁﬁﬁﬁﬁio

PRREHEEL AN EHEEEL MY kR CABrowser

-ﬁ\

Forum 2 =7 # @& * p 3%z f(Internal Name) & % F IP = xt
(Reserved IP Addresses) -

313% »2 % & B
FPLETREHEPBET EFF LABREBBLLRY S ok

B G A R E T 2 Fe (Pl AL R E RN BRI

27 PoET R R



ePKI CP

314 % k& %3550

4
(\\.
i
3%
&

y 5\ 5 3
& r’ﬂ/;}\i}?

™
35
5
pru
patl)
S
N
Bl
o
s
o
|4
B
(ﬁd\
R0
F_&
@
[e
e
kv
L
\_:p
iy

315 & L2 i

BELM CfF LR AAELY SF LR AP [ FELE
wis it X500 ALz B (Name Space)tp b 24~ » 10 FE - L L6 £
b BB L ABET A ITERARY {1 hefe & * X500
LHE R R LB RAM AR L PG EL LA
S
316 B2y~ FW| 2 & 4

FBEAMLAET R SR RPEORE A L fR A EARED

HoAn B % R -

LAy ERY EARAPM 2 BRI 6 L ARRFEL(H]de s F

ot CRARTER) B iﬁ&%f#f@”f&ﬁ? E R AR T

T LERZfEAARS S RRIFFES RPRARE T i’bﬁ’fﬁﬂ =8
Ao R ARRAHIER G LA ROV B

324 4 b L B

FEFE 2T 50 G H O & BB SIMIME Baseline
Requirements 12 ® & &8 {74745 & & S 7E

& TIMETH | BB B A A
pa ]
T EE R 4 % 3.22 % *igF R
T
28 ¢ET LG LR



ePKI CP

e ¥ 322 & % 3.23 & 7 i
EEN B A% | %322 % 323 & ¥ 324 &
B A R ¥ 322 & F g H ¥ 3.24 &

3.2.1 apﬂa}i&*ﬁ A XA T
%T§4 2@ 2 ¢ ’%—E%a[‘%ﬁggﬁ FF ﬂﬁ’:}’ \f 4;4%&:;1_,_» ;\.
R B g

TREHANF S FHEY AR EAEP R PR AK G
BICRGRT LHP 2 E G T 2480 5
(D) d ¥ Rads = F(Glheg+ 7 )5 % 2 3 WGP
BEPH AN P S FREY 613 FRTFEL >
R ;qu,;slggxﬂy IESEAN N - S S SN A
Beh AR EZ PR A L fiEREY 3222 % 323 &4
THL Do FN > NI R A B TR T PR s
BERE 6.12 &R T BELT & o
()4 * = p FAHUEH/HFF
Tl kSRR EgAEY L BET TR ETRE
613 FRTIEHEEPH NI P ow o d BEPHN T
PR SN E RRREER 0 UEP Y ST
FR Ao BHEICK LFR Y B 2mAEPYF 7 2 (bl
RFC 2510 & RFC 2511 #735|chi 46> 2 )M # % & dhhin
ﬂ}; o

3.2.2 .3?..% L i g

$5¢ 1 8 (Organization) & 2 5] 7 % 2 3 & #c® ~ 0 FER AL A
29 FER RGN



ePKI CP

wHEE R B L FN2 A2 R
PR F R T o
(1) 7 2 RFEE 4t -
51 (Z)PE@’LiﬁEjg’xam FERE R TE VGG
' ooV AR (TENERILALS o
(3) # 7 TedhyHL -
(1) ¥ # HeE = 1‘*) e
(2) * & 2 '}»‘ » Bl e b /E%(%zra‘rﬂslﬁf > ﬁm
% 2 & F& L ﬁn%‘i) LS BEEFEBHEIRT 2
R 70 5 o
(3) 3 7 ThyEm -
f e FE] S ST 4 G TRiR PR 2R L
(1) AR yET 7 4% TH2 M- )R FY A LA g
B
(@ #F ot B2 FURB M GR) TR 2 AP M E
2L ERSERE VAR i‘
(b)d & & ehrx i F 4k & (Qualified Government
Informatlon Source, QGIS)4ri g/ L 5 & 5 7 4L
B & f s fpffn ook /}Ea (Quallfled
Government Tax Information Source, QTIS)4-p4 5z
i’K;{;‘f;fﬁ,Pﬁﬁ:ié WS BE2OT F‘ﬁﬁ"
, (@ﬂ%*“W% IR S AT
% 3 &

(2) #L9% \zﬁéq’f"'?}xj-%i\:(ﬁ—)@ﬁ\z'gﬁ—k o
:f;v;w I (EEAR AT EGLP s P RHIR ¢ F3

(@2@&&»@$%%&?&**%@?*%ﬁ%
2 WHEELT I EREEECETY
(b) 2 ikiz 2 F M = 2K = Fh o k(1) (a)
E\‘(b) ) j,gﬁ_rg%;mpﬁg?‘)vﬁpq > i T%—
(C) >z~ ~ EEF & € 3-FF (3l © 3 (Attestation
L etter)
(d)d B md w4 R A B T Bh iR

\:’:\.‘»

30 PET R

|



ePKI CP

FEE BRE LS FEH 2R

@¢° ET g rhesngs EY FEE

v

?Fkﬁzz}g_ajk LT 5,}@ ,5 :
(1) Rz B g

D TR R L TRR 2 NG
%;_3; il}’ﬂa | 2% zg‘?%\;i AL o gﬁﬁk‘e}#g\,a—‘_}u AR
GRBEY TR S A A SR SRR P
EEAYARE I AEETER PO MR T A
Eﬂ%/ﬁa— R R A S Sk S S
54 m wﬁ«ﬁg%ﬁ%fﬁk@w\ﬂﬂA@
“ LR N Ak

£
a\i

(2) ¥ Q@uwﬁqﬁﬂ_bg
PETRATHERG R N2 F R
ﬁ‘ﬁ#z\ R T ER 2 B A A S
TG pﬂﬁgfﬁ-i p v G ’@f’ﬁ’bﬁ’fﬁﬁ\'
PP RS Y B THRED
ZE R T k% 323 5P BRFEFXEE 4 B2
Lﬁ"”-" dq;\ Jﬁkﬁ#;&ﬁ 2 B A2 L

PR %aa |3+ Baseline Requireements 2 A & 414t iEm S 5y 1
SSL & # A
R E D if * Baseline Requireements 2 # & 441 %% % % % 3

SSL 4)& B .&L#ﬁaﬁ°

3.2.3 T X & 4 gu]
ot B 4 (Individual) £ A w2 2 2 5B~ FR e s 2 17

TITRAPHLE > REFRERIELIF G AR ZRT ) hoT A 0rA)

17?‘"?.?;%‘-& B A ‘E’A\gﬂv‘liﬁﬁ»
A L
51 % (1) ¥ * gz =%t o
@F&¢gHedpe oI BERaTT G
BF T AR T EN RS o

31 ¢OET L



ePKI CP

B
R
W

B A EL gL 2 2R

(3) # % i -

(1) ¥ 7% HE 2 ¥ -
52 & (2) * 2B AFH o GlheB A BEE e A E
FER)HELE S BEEBEBERTZTHRES
Ll -ln_J‘
(3) * 7 WARFHL -

(1) b ¥
hY HEERE . S D U AT 1 SEALI
TSR A(GArR R ‘éﬁpﬁ
S R) o BB EEAIY ¢ Y S L
LA
dot 2 (Bldek & A )E FiE2 R E
RN %’*dﬁff’?‘f7 E I ey
g;spgv' (];l-lir""‘f' r’h’)ﬁ’»lk"r’r} 1~z
St AN G Rmr o2 Lo

SE A2 B TR 2 Y]

(2) * =& 22 A Pﬁi A B A TR A (e £

N
w
yzh
c}
\_
?"%
%’E‘i
C
)
(\x
| =
ol
v§§
;}r
fu
ok
iy
"
a4
o
S5

%
T
&

N

-]

g”é

‘;?,2& =28 %}g 1}#_ xp = BERN _}3 L :sl_

B gy o B ’—".‘ﬁ'z—’mﬁlﬂ%ﬁﬁ R o1
L E ARG TRIEY 0 REEB RS LP
Fou o FRERTE AR L3 B (bldert 4 5o
b2h AR AR L E 2 fﬁ:—'wﬁﬁnr
RIS VAR A 2 D) Tk PR R
Fu R A2 Lo

B A4k E e FRG ngbﬁﬁé FEIR NN
B 2 RS B 4 (b4 E T
SRR SRS P EHEIEL LR )i
PR T AR EELRERE > T YT
ol g2 R TR (A R ) PR A

bo

32 t‘%?fé”;’if}v\’ﬁ [ AN



ePKI CP

B
i
W

BALLFEY2LARE

BRI p P
Y
(5)@' *"%tﬁ
ES k£
'qu\/\n

RATIVE  BRB S R

% 3 &@aﬁ#ﬁaﬂﬁ- rmm&ﬁa%ﬁ

o A %“A‘}—'— Hic i L“j‘_

xﬁ

o

PRI E R c EF 2 REE S

mﬁmﬁﬂa’@w%ﬁﬁﬁwﬂw
ﬁil“ﬁﬁr&?
FIREHIEEY GRS E AR
> WHEEEY 3HBABEEFTH
EX »T’ﬁi‘*’ B EP I Pk

Ao

G A
B
¥4 (2) * = %2

FAa
l,L +.J-
(3) FedFr 742

(1) 2 i i

ER RN R T

2 B A FH s Glhe B A arhn] i (4o
\%{3 B L2 b p X (dor B ) B

AR

M 2 S BT A 1A
Lt Z_ ’%‘ (|;|J-£1r'];§]3\£/5\ _E'.)J— N ﬁ— )@

?tﬁﬁegm %"’“}'(—ﬁf””'%%*'} )ﬂé“.f‘r

y H

&R ATRIE EPB R P

3.24 ?L\ff‘_,%}ﬁ_i ¥ =’P<-=‘:

BHEPHT 7 FRAFFES

FHrP1IHNPIRFEDRBAGEL W

Z #-(Common Name)&_F & /&% ¢ F%iﬂz i TLHE o

325 "E’ a’-‘n\.\
§ R BB B B 6

ER S AN RS T E

EEHEEAoREY e A R B ER AR ET T EA

B P B EWH S H I P ded

P iE 7 32 2 Fx 3 (Validation of

33 S ET R



ePKI CP

Authority) » FEeasz B A 7 R 2 B LY > blde !
(1) #5 J Baseline Requirements % 3.2.2.1& # #rif 2 ¥ % K #73%
B2 TR IR EmE S NN LA 2 fe R AT
PGB A T EROTIZEE M (F ER o 7)D F DR
mAZGEAN -
Q)5 d Tedlo o 4o 8 8 7 R ARl 2 SRR B
AR R e
FR %A (DV)2SSLIG# Y
PTEERRZ T VR R R R R e R %EI(OV)E B A R
#A(IV)2SSLs =" 3> f Tk PR REISSLIGEEEY T © &
Bert o pedlE > Y R RB Y B H323F R EEFT e %« [
hi g o TRIBHEWHE T B FSSLERER G ET I ITEAE
ta it ‘%ﬁﬁ%’l%ﬁﬁ*%ﬁiﬁéiﬁ e

» & JB T P Baseline Requirements

3.2.6 7 &2 #p|

3 i# 2_ % p](Criteria of Interoperation)® > & 2 & &4t~ &
WAEEFEREE TR R RAHEKEE K BERX - BET
IR R AR E FF R EMEN TR ER T B EWebTrust
for CA k74545 > 2 R SSLIBHE 2 2 3 BEW IR £ » A#HEK

# 8 2 § 37Self-assessment® > MAEILE B EICE 2 BE I A TEA

pag

3

B

| 3§ 5 4 Baseline Requirements#. z_ o

327 FH KA mEiE

AR EFFHRORELTATANRL D BEB LT
K™ Joft s A eft R & 3 iUl o GBI LR 8
AN S AR

34 PERRR



ePKI CP

(1) #r#e TR ey e
(2) T K e TR S
B) FH & EEfrFTA L& hp b
(4) FTAF * Pt ¥ B
(5) & i 2 % L TR ejp $ Fap
dEEWE - B F R A s TR OTRE > ok TR
BEehi & pend 5 0 % X Baseline Requirements % 3.2& sk z# & Fm

WESOTM R R ET AT KR

3.3 &4 3R By 2 &

331 Gl it £ 4 L 20 2 FY

&%zﬁﬁiﬁﬁﬁgﬁlﬁﬁgﬁﬁiﬁw%%&a&&i
BRTIRE 0 B ATOREE G AT F 2 B R R(HBATD S 7
e g BEM)E R EL > E sbﬁfl}»«‘fﬂ E_A Pf'm}a A Hp P o

FTRERBE L AR BE T RERBIEERDE RS
W By 32 B FH 2 gh 0 RHATOEREST BIEE
i -

TREEBHEY SRR LB EKE R 8T LTI N
F o

RS 5 CREE T AE T L SRS

Plaks | B R .

W N TR
B 328 A dp R 2 FRAR R AR (T ] o

35 - S 1Y

|



ePKI CP

L B} 2 BB EHNTVR R

A AT Y ILEPER SR TEY A REB

o | FO2EATIGLY L AL A LT EN] e A gL

' PR A IRATBISE P > PR R $3.28 R T E FTyE 4

hozrp o

PR ST R RTE R L METES SRR

gam | ¥ S2EATIIN L R AR T R Ao A s

‘ PR R RRACBOE P R R R BB % 3.28 A E AT A 4
P o

AT Y ILEPER SR FTEY A REB

Gam | FO2E ALY L N AR 7 HEN 0 Ao S A e

‘ PR IR ACE3E P PR R PR % 328 R TE ATVEE A~ 4o
R

FEEsd 1 apRRFEIDV) FEI LS 3 nlemkEmil
OV)z2 & %% 3 & A %FA(IV)2 SSL G & & Baseline
Requirements 2 ~ & #rc i % 6.3.2.2 &2 R &4 { 2 3 Fdo
Ao PR FEACHE 398 % 0 Rl R PR W 3.2 & ATPHIT 40 4iir
-}1' °
332 BEA L Sy L PN 2 FH

BTER S FTRFEOEFRGERY 3.2 SR T ST AR
A7 4ot AR o

34 B HA L R B2 g

BB A IR ¢ oo FEPTBRAL Y e 5 E BRI
iR E A9 SR T LB/ERHTLAEY 8P g2 boo w3
R R R A BRABEAL LY GF

—

At $EGETARB TR PR AR BT 2 AL 2
B REWEAEAL Y FH2L LA

36 dET R



ePKI CP

B2 FIXH Y
41B®Y

411%B@2 " K
REILY w2 BRY 44 eCA 2 A2 7
Pt Lo & A AR UG EBIE

73 e B ;‘Lf. Kzl ,% Iﬁ; A o

TRBEBHLBRY

Trk AAREUrEd Bap Vi (1T FEE) . PIREH

2= Y K=
L S

(4= Web Server & SSL Server) s #2588 » F] iz 2+ % &

SO EEA A R Y AN AR A RN ERY

=34
Fp°

4izawﬁﬁaﬁa

B TS A ﬂ-:gy b hiQ B RpEHEI
ﬁ\r}ai’& G TR AT E A BRI
ﬁgﬁm?aﬁﬁaﬁméﬁ¢@”%ﬁz

R NEF S EREE E T T T LTI

for0T &R
(DB~ %325 4F0LR

b

SRR R ERT PR AL (MRES BRER R F L
F R T) o

(4) % F % S4RMAIERE > 2 Tl B o (1 R R R
BAEFLBED WD)

37



ePKI CP

42 %ﬁ&%‘;’
WL R BRI TEAERY PP g My B EE
W2IGHE2Z EHLHE2ZY AR ¥ PRI R o
eCAT R A2 PR BEREY EFE U+ 5 MAHE
R ® LA T REERE By s d el g LA V2 o
AAHER T REBEEBES eCA Y T BRE
(Cross-Certificate)srfz B d e il # L B € ¥ 372 o

AAAEE T A KL T REEBE SR L R BEBE
7 B Gty o+ 5 2T B eERE -
eCA EH 13 BRG A AHEX LG PBHET  od e F 2
TR ELVEEPBERF VAT T R EEPHEEF L LG
BRI BHE -

421 R FBY 2 FuH i

EHBEPBHEC AR B L ER Y 2 s R
HIRBBEFTHTEAE 2 7 o4 dniip 25 R AGHEAR S
32 L MIMF  BEY FHRAAREL AT RFLTH Y
GEAMTFZ TR T ERETH N RERSIE Y 1
IE A g eSO REY oY i L Y2 J R G Y

FRERR R T A BEBEEIL P RBEKE BE

FAATERAF2Z RTUE 2L THREZ L LR o

73 SSL G ® > ¥30313e lG 2 subjectAltName # v 4§ i
% — B dNSName(7r = @ 'L—*za‘% GG ATe A - B

LR BTN BB ARG P LAk si(Domain Name

38 PoET R R



ePKI CP

System, DNS)# # f;zz:hg RFC 6844(5 s 35-2% 5065 i 37) #7144 2 321§

EWRHEFEERS L SRT Rk 8 (CAA DNS Resource
mw@’iﬁﬁﬁﬁ%fﬁoi%ﬂéfwﬂAA%ﬁﬁ ey
(Issuer Domain Names) ¢ = pki.hinet.net ~ publicca.hinet.net -
eca.hinet.net & epki.com.tw - &S H A>T IGEF 31T F A B 5 g
T53%1& %ﬁa&”(mA”b@ﬁﬂ%W'mewwamﬁgﬁ
SSL g ey % F e it LAEF 4 -

4228%"Y F2L AL ES
AR E RN AR
ﬁﬁﬁ’ﬁﬁ@%%ﬁ?U#ﬂ@£4@%

ot TG SRR A2 1

FERBREL L SDLIFR IS A BEPHEEFESTEEL
e R FY G L B anl g g2 R F Y BRI R R
F 7 R H‘]}B’)&Fﬂo)&\ﬂﬂ;g]?wfﬁ‘? e F] 5 ¢ ’j‘ji"ﬁ’ FHIESEE

CHATEEF T GG UF R QPR LB -

423 pILBAEY FL R
B GERIOTHEL P EREARE GERALTRAR
@Qﬁf’ﬁﬁ%ﬁaawﬂu@*@ﬂ%ﬁm%ﬁﬁﬁdﬁiﬁ
o fJLIRHY SR T e PO BER T AR 2 N LR
HBEY FELE Y

43 BHEEH

431 B R EF BB L T
EEBHEEFEREER Y 52 8% BETY

dig g AR RGFEEEF AN 50 8%

SRS AEE Sl =

FEF AR R T
é&ﬁ%ﬁﬁﬁ#ﬂ

39 PoET R R



ePKI CP

eCA B B &4 4P &% 1 5% p & & # (Self-Signed
Cmﬁw@u@iﬁﬁfﬁﬁ%:j@ﬁ%&%é%ﬁﬁﬁw%ww
Certficate) » M FIR & £ £ 4% %2 B HEICR L 3 - eCA Fp 5%
PREEBREEF VLD R ERLR ERREPN T ATEF T RE
FHERY 6.14 AT BELE ;F,)ax_«i DR BEEEOE AR
SHEEE T -

eCA % % 2 3 B %P » &t basicConstraints # "L =7 P rr il

g

7 B F S £ B P24 (Path Length Constraint) » 14 7 16 38 3 @ B js 5

B PRI IS R R U] ek e o RIARAR LFniR T E RS

=
&
X
\3\

A2 * 2 BREFUL

BEBHEEBET B TEARY FPEREF LY
R ;\] o

BEPHA LN P oded L EEEE B Sl
E"%—.%z,vﬂq 2w b R OE O aEd oﬂﬁ:tfﬂﬁgﬁ——%iﬁ//}gg;glﬁg—?
W2 RF O BEBHEEFNLAL AT FLEFRE  BEBE R

4/\)&‘1_&? Fx 1 ‘t‘-/%ftkiﬁl\:‘ i\lp’i v P‘_:.T‘és“y.})&z;s, G ;\-‘ .

4 4 )&ﬁ# <z
441 S REBRL T

EFEEELY 2 %32 5482 BHEBH BLERY
FAFALFRBEFLEEDN 7 Qi #BRELFAREAED
BN ABEEFORELE TR EF L BEOF ISR
FREY FEQOFRFEFLEBEN FH > EFRLTEENER

ZFAREES T B AQFAR LEFLBENFL SR

40 4



ePKI CP

TR B E S B EBERAL BRI FRERE 20 ¥ 3
2 % 4 BiE lfif&;ﬁ%“f? RN TR IAITEA RS ;\‘.pa TR IE
(1) &Y srFminG @i fdeg 2 55 -
(2) 2& 2ze ;%_:ﬁ EREN- P & fﬁﬁ%ﬁm’& }‘Nfﬁg > o
() @Y FHEF LG EL AL S -

_.1' ﬁf&?ﬁ“‘ }?_';‘]J 7‘+7‘ a['-%-)s )& iall)@ﬁ‘%ﬁ,mi&: ’H;E fhadie) j‘_ L )@é’
R B AR

HRELM LA BEY Gy X SSL PR EGE
CEER R rﬁwoﬂ?é%kﬁﬁzﬁﬁﬁ%é$iiéﬂﬁz%

A E BT A E L 0 0 FRFAREELMY L

Ex]

@ﬁ@%%ﬁﬁﬁﬁﬁﬁiaﬂiﬁ’%%ﬁﬁﬁﬁﬁﬁﬁﬁ
P i B R R R 2T RAlT

142 BRBEHES BRLFF
i@gﬁﬁﬁ*ﬁld”%ﬁ T"} EFR%Z‘);@; iﬁﬂ '4}—# ’—""i'g% );?Lfﬁg/%‘ogi_‘m v o %E*’-,Fﬁt—\’
(& Pﬂ%%‘f”"vﬁ’%‘)& FRE Rt e NN B S

443 BEBHEHE ¢ BHLEREF L

s
45 L2 BE2 T b

451% *f % 4% 52 * 8
C R ABBT L ABERRY 611 §2 s o s

FHet P Edz i HF R A B N EFERE

?éﬁ%ﬁﬁﬁﬁﬁlﬁﬁwkﬁ\w&%ﬂéﬁ@,gﬁ@f
DA RBFES O AT AT AR Y o 2 UF ik AIBTICK
SREWH BRI TEARL R BE -

41 v



ePKI CP

452 ZBRY IM EMHZ BHLT @
GIEEE T BE ER O ARG B0 T R AGHEARKES
AP BETHTEAERLR T CRBEFRE P LA R
2 & E_ITU-T X.509 - IETF RFCs  Baseline Requirements % [ % &
B g2 gt
GHEEF AR GED REGEZ HigwE?r 487 75 &FE
Bl Bl ) FIAEE R T REERREL R
Y BRRETAT SEERAE L P (M BRI AL PSS

QML TAAIRIEEE c FRERFE RS AT R F GEY AT

(1)%}\:&&:" v 2

CHEREF T REFREFEEPBEE T T RELEERIH
%&5 fi ’ J‘j Ei‘g,\_;,& pﬁy\ /R“?g_ff' @‘ °
46 878 &

BRBHNEES T EY > T Y S PBRATREY - Y
P2 GwAPED  BEE G EHI N 632
&

SR g UL L 0 LA BT 2 o

4.6.1 7B H 2 i

PR TATIY O A B AL T BENTHFRTEERY
(Dig#Ewefz R &4y AETF 6322 §orz 2 ¥
g o

(2)* =2 2 ¥ nEH TR IT idE - 3R o

42 PER LK



ePKI CP

P e ~R KR HEL T R EHM ARG 20 A
&l BLfR o
4625£§$L@%*

BEAIIHY S RAZBHEY T2 IMAGREL AL AL o

463 8B 2 2R

el GRERYE R AP EHHEEY G T
B S T A xRS R S S S A £

Y > Sy 8 AE D o2 L 1 N\
%.\:7;)& 222 %‘%mﬁi'i—ﬁ-ﬁ- s J/‘?ﬁ\,w} 2 7 B o

AGA ¥ » BB EY2 EFiH

4ok 4.3.2 ATk o

465> L BH 2 BT d

oy 441 & ik o
4.6.6 6B E W 2 5P
g 442 59k o

467 BERBHHE ¢ PHIEREF L

7L T

47 % »gE2L S ¥

471 8B EHLFH 2T
() #2F % bhge /fRBY 632 0T TW {# -
(2) 445 T # & F2 1 2 L30T hER
(a) ‘&% 71 & 48 FIRLIE S AL
(b)&#ETIH » & H &4y~ W

43 PoET R R



ePKI CP

FpRFEEay 22532 5 452% 2o B AL
THREBERE L H I P TR SR AR DRI 2
B?RAREHE {HEHFTY GATDER Y GATEREL AR R
4.2 &3 3 yEE o

EREREILN 2 %325 48 BHEOBERE > EERE
P AR R ST ORISR R AR Y YT L
B2 Bef Iy (&40 Y FATHREBEEE Y TR ER T
B2 AR R 4.2 HR L
472 LHEE LK FF

BEPHET R {HREFEEGL G IR AP L EKEEES
GEHFRY JFRFZEEMIHELF R EKIRAY SR F T
PR AL HEEEGITRIELBEF A E e FATHOR

EX R

4T3 BEEMHLFH 2R

BEBE AL EHIHFETE REEY FHRER L TR
REERHREY 22 Lo AN HEEL LA T BER G D
PR L RS T L s E o MRS S B Y 31 % 32 %
33 %412 % 42 &2 R EyeE@ o
ATAH* » BB EHE{IHFLEFIL T

dog 4.3.2 & ik o
4J5ﬁ$%§£ﬁ{#ﬁﬁiié

Yo% 441 &g o

ATOBEBHHFEK/LHRLBRDEF

4ok 4.4.2 47t o

44 PED K

|



ePKI CP

47T BEBEHE S BRLBBEFL

PR e

48 8E%

481 BEB L2 HFR
B b HE - BELMRE LR DGR E P T

BB L3 b o ATniB @ ABE AL L ATE R BB

B AR BEINDDAAFE -

482BERL 2" i H

B ¢ 2 AR SR R A A o

483 @RI 2R
Yo% 42 F it o

ABA* " RER( L EFHLw
4o 432 &t o

4.8.5 T#dv BXB{28#E9%d
do¥ 441 F it o

486 BRBHHR L 2 BRFEF
g 442 59k o

4.8.7 .’&ﬁ#ﬁ-i’*‘}-ﬂ b RHzZEBHEEFEL
EIEE R

49 BHRAELE B

R S BRI TR G B R B Bt

45 ¢ oEF f':;’i;’ifjv\”ﬁ LA

7



ePKI CP

B A O PR RIS R B R AR (TR AR AP B EA L R
2RHEFAFL 2L LTI v o g T REERT PR RS
LA FREGERY IS

e P2 8% BEPHT I LB FEL LS B Y
o E R B A B TR EEAEL G (S EE
Wk )Y o R EPNEH AL B 2 B BE R
Hph &% Tz r BEA S TP (REEBEALFL) 251
Fo FIREACH I AR R T A
491 Fx it BHE2L R
49.11 'k * » BRZHFR

ST SAEHE 2 P BRI 24 L B A0 B
(D*éu%aﬁaﬁﬁ&ﬁw@@ﬁﬁﬁ

(@7 =2 wBEBER T L BEF A LR
(&@ﬁ%*ﬁ?wéif%ﬁ%ﬁaﬁ’fﬁfﬁﬁﬁf%é

FASRARTE SEMN ¥ T oy

N

(4)%& Fﬂwﬁfm Bd el de SR LER IP
BRELALFIEIRE A7V LG
T SRR A BB AR RN (R 24
PR o BB D XN ) B G RE

(D* &7 % 6152 5 6.16 &4 k2 £ B2 ZFHKRl2
R

(QE#EWBFEAET * © 2 BREL IR

@)* #EF* P UEFRRT

M) Bwe e = 2eh S LHLA P pc BEY (TR
Jo Fldoield CHE O PN AR AP FL T

v

46 P ER

o

~=\

>



ePKI CP

A £ 5TDE)

G)H * FBIGHEAT L IEH N h b B

(6) B 7% @ er)a«ﬂr*\y Foe L (Mdri g o8] ~ LWEEY
R R P T T A

(MEEA EEEBFLERARLERET HTERF L AR
F &% P

(8) &+ @ #ree§t 2 T3 © i P (inaccurate)

Q) &2 EFBEES < P AL S L ¥ 3
FAEEGEE S 2T BB FP ARER BRERES T
% 3 PRI

(10) BzErc K G 7 A v E L B0 T R x ok 38 P

(11) &4k A W erifiet Bk > 7 BRT © £kl fz

4912 BT BEEBHERL
TSN 2 BRI T AP AL T REEB L
&

(D7 BlE@p 6L BEY 3§

Q)T REEBEL TERERER T 2B RA SR

R EEBHEET T HEEREL P H &KL EF ¥ 615
256165 EKZLERE SR RAZAT I T R4
e T RBEBHEE el 2B Ak M G

(4) W HEET T BEEREEEE TR

C)eE+RBEWH 2 BHEAKLBET HTEAR2 R4
B % % B

(6) &% ¥ Tz 2 T3 ° W pF(inaccurate) & © %

(MEwEPHE L FE - 2 AP H L BREPEREBEIREERE

47 PERRRPG LA



ePKI CP

Bk 1k PR AR

(B) W2 B HFEFEAES = @ ~ ALY L 237
LaBRnl ~ 2T REA LGN A RER T BERERD T
% 4 IRAR

OFEALS ERCE-F R4 EE S E AL Y JE
R R BEL R FITEAET ST
B A L T BB 6 -

492 BHA L 2 K

SRt PR A BRI RGN e BE R B
F

Z BB Y R NEEE LR S RRRES R
FHRF 2L S22V o GEPHERNEENEHR L L v iR
SRR Jl A

493 5 @RI 2 F2F
BACTBEA LY G BEP A R E 49 2

[ER
EEF TR RAFRT HY &7 &2 Fu 5003w

REN A MR REA L AIEd 3 blde7 TR G E R G E R

dole LG FEA A Y et A ST R IR R ’”1‘%31‘#3, Iy
SRERY S.2FEBEFHTLRAFRET D Fy A A RTEEE
F 2 ARRBEE AR BT A 150G %T#E FE LN SV e s S Rl TR
B BTEEE T EAEY P EEAL

FJ/’J—;’ ;\4 o

Frt

__,\\

L o V- SR AR R4 SR = R LR PR Sl S U

S PR R L AL G GERE AR ET HITEAL

48 ¢ oEF o



ePKI CP

NN ST SR

4.9.4 15 7R 0k R B

PoAatEE A Ed ¢ SRR R ERNGEALY o E
@”%ﬁ#@#dm7f%$%ﬁwﬂﬂ%’¢?ﬁlJﬁmﬁﬁﬁ
TR EFEBEDEFERE - BER RN
b2 FRE e

W Rt B G TR

4355%&#&&5%&&%ﬁ&&£#@
BEWHE I BREEN IR L 24 PR > A ETF M
TFEER TR E- AR AREL L _H';r_;q;‘;%zo

f@?’é‘_ﬁﬁfﬁf@-*ﬂ BRI ITE LB AP ARG ERY 7
Y f&;ﬁﬂa {Eﬁ?% By F,\_\.Fx)& F_B.}%},IE F%—‘}\ﬂ-\? ™~ \_g-ﬂ |% 2 5 » H
PR HP P ik % 4.9.1 & 2 £ T pE R )k PRI

496 REBEFIRAGER L

B FEERS 25(Z)M Y BEZL G ’&ﬁ"ﬁ » AN F G E
ﬁ%ﬁ@ﬁ%ﬁ%@@@ﬁ%ﬁ%i%ﬁﬁaﬁiﬁﬁ%@ﬁi
BANMDBAHREHEL AL - RREEF AT EREL R G FTEXR
FoopFATHEREAEALTALER -

AP RET I TERAE AP CHERETREEEY

ﬁ%i%#ﬁ@ﬁ%i%#iﬂﬁo
497 BERB L GFP 2 FEHRF

eCA Jb & #F BE WAL TP T BEEP X LI RBEHEY
RS BEBEAR L TP LEBERL G - RFEEB AL G
PABEAEFY D RRAEEPN F o ART AL LA o blde o R

|



ePKI CP

?@%M?W@,%#%%_¢ )&i%i IR - N S -
1o BB HEA L TR AR AL P BRI E T T REER LR

R - U - SV i) ;}L»@Lj"mm%fﬁr} °
BB EFTRL L AT - FBEREFTRLATFLS ot

B BN R ITE e kAL RREER  TEE T R AT
P~(Local Cache) - &l 4e 56 21 R8s B 2 fie & > " M UB R
f?ﬂﬁ4ﬂz?*%ﬁﬁwﬁﬁ’@”?ﬁﬁiiﬁ%%a””—

BREFTREZL > MY 2V NP ERGTERFTFEITOEEL LT

FERRETR AP BFOBERET AR BHLY H

T AP EBERL Y 2 BERLE G 2 EEE TR
T o
RIS  BERBERLGFY BERF BERLGFP BEHF
Blidlee | A AR
5 la | 23 TR T
2% | A 33350 1=%
$ 3% |&Fx 30 1=x #3x 30 1%
$ 4% | & X 30 1=x X 30 1x%

498 BEBHERLGFN 2 BEALFP EFLEAEBP
&

BEW G B FEB R P S BERL P et

T = { A7PEF (the nextUpdate) % #-05 2 48 4 A b P & B B A T
B

50 PETRKR



ePKI CP

499 BRI REARLT P L

BB BB EAL P (R EEBEAL FP) AR
AR B BEP R GET A TEARY AP LT RER EH
AR R AR FHRER O RIH R BB A IR P
£ RFC 6960 # RFC 5019 2 4L -

4910 M B EAL BRI R

@&%ﬁﬁ”ﬁﬁﬁﬁﬁiﬁﬁﬂﬁW'@@ % B
E A%k B FRERER R EER LR LSRG
o R AR GERER T Y RFIREL S RELHE P & RFC 6960 &
RFC 5019 &2 R g “7if 2. HTTP-based GET = ;2
4911 Bt 4 2 B w g F a5

B 4r@ BN E R SSL BEZHRE O MRS TEEEHKL

FE TR MAAER AT BEBE T L ER D G L UK
(OCSP Stapling):& i+ o

BEBHFET R B FF VN EFRFERLE L TR 2L]
R T

(1) &= @hﬁ“@@%ﬁ a2 B AT L AR

QF A2 RFEERELIEGHEZ FREI PG ZFYWEZE

B PRI
(B) &~ > ik L% 497 2 5 498 & ¥ BEA LGP 2 &
BTy

4912 & M BLFRRFL B § HARRE

R A B E LSRR e S T
% 491~ % 4922 % 493 &2 jpM AR T AN R FEGLM G F R
bR Fl G &4 ALR) 0 TR AR L L R IR

51 Y ET

v
%)
~=\

|



ePKI CP

BEAERGE e

EX EANSES ¥ ¥R PSR NE A R E R
FEA AT FAE T S SR ;P;El;s;}zo%«—f;%ﬁgﬁﬁ“#f%
S RLIEN NE D BE Y EHE EB R AP B
Bt MR SR BREEY

A
£l

|

$3iﬁif%§%£ﬂﬂﬁﬁ%?ﬁ£ﬁ A

(1) o GHBHERETPELN 2 2> 0 ¥ =2 03 d % a4GHE
BEA CHREET > SHT MRy S ET AR F
% &4

) #&2u8 B

4913 #i2® 2 [F®
iz Pe. Baseline Requirements % 4.9.13 &2 .z > 7 ¥ & SSL /&
AR R BEBERETEET I ITEAR Y AP LT R

BB 2R 2RI -

49.14 B #* 2 ¢ 3%
B4t SSLIEHA T -

4915 8% ®* 2 25
L4+ SSL BT A G o

49.16 B#&E i * I F 2 4]

B4 SSLIERA G -

4917 tx4p# * BE2Z 25
F A iR G E IR ERERTRET TR AR
PPRAR i B AR o

52 P ER hp ] o



ePKI CP

i% P& Baseline Requirements % 4.9.13 &2 . %_» 7 ¥ # & SSL /&

B2 YeAp i % PRIE
4.10 15 # 4 1 PRFE

4.10.1 ¥ T3+

%}ﬁﬁ_}'@ﬁ G 78k ok /)ai'}l’ (& P_a_vb‘fiﬁ_)%\ i+ {11 R A
R R BRAIRTE B S F IR G RREIRI e 2L 2GR
TGS F A iR 2 o R F A BT DI A e G EAMR
MR B F Mﬁpvﬁ%% o
4.10.2 FRF32¥ * |+

f@éﬁ%}ﬁ?)@ﬁi—,’é 7T X X242 U2 Gk PRFE: o ERY

AT AED B L BATRE

BEBHFERBRET X X 24 P F2w 4] UGS BAEL
BRI L T FVARIEFRSREF AR BRI R F A
R REZ G o
4103 ¥

TS

4.11 37 R 0

TR R MR BRI B RS L
G R BES BRI G RLATA L S REHL L

Mok N IR R PR A2 TR o

53 T ER %



ePKI CP

412 4 B k7o E 2 T4

4121 £+ EF 2 P R2ZKRZ TR
BEBHEET T 27 % 24573 7 483~ ¢ (Escrowed) -

4122 ¢ hEMHES PR KR T
BEBHF T L E G R £ 4 (Session Key) it X 2 v 5
(Encapsulation and Recovery) g H &% 9 7+ T £ R B R H 9 53

E

54 PERGRPG L

T4



ePKI CP

6 H #HH1
5.1 % M4 ¥

5Ll i} 2 B

RS SRR RN SR T S SR TR

i
I
Wi
¥
s
%

R BT R R YIS R A
£

EARSEEFHE 24D P L A SRR EEBE

SRR RS BPRERZ LB R BEPHE S R &
PR ERE 2 50 B T2 REsE 0 bt R Fr BB RS
SORHE PR A B E R M > MDA R AL B
R E RS AR T R E B M R e 7

R SLEE R E N Y € S2r) B SO

TS RS SRR RN IR T TR P PR

(QFicf e §FCEALR ¥ FAL T S G Ao # LS

G REE S 32 K 4G T BEB L R M A
D223 FAIXTFAEHRE > AP AGREEL BN

(2) =3 Aotk Al 5 Bose ipy, o
@)Lt Afr BB WITEF > LI P8 Al X

55 PoET R R



ePKI CP

gy 7 e
eCA PG = FEH T3 WEXBEHE FII K E RE % 24814
RPRFEE SR 4 B TR M R T F T R R IRE R R

Fir2 g E—’b‘g*ﬁ—m i ? Bl s e B3R v Ay
S o
EHBREBER S REFYTERE NG L BEBER SR
FEFEV AR BT
(DR geFr® 2o
(2)F M=% 2 i S(blhom ey ~ I P E)EFE 'R Y o

513% 42 2#

R R R Rl R B L B T2 BB R
RSy 28 @R BEBFE -T2 IAXELREHF L
RENF RS 0 R A BEEBE M L TR AR P
P PR ETAMS e P SRR EAET KA 36 P
o EREHERRTR( A BERREREE L

r2 g

=H

)

5.1.4 -k % B
BB R E S B F LN LIRS

515 Y k2 R

"F i PR HEBRREEZ F L E T BB AR T
BiFREE RS 2 B P F T GEPBHEP S S E G p B Rl
2 d 28 uPIIEE IS B 11 AOE-E

2
TR EILHE-A RN B? Ll 26 N (T o

56 vOET L



ePKI CP

5.1.6 $-H ek 5
‘% PR RTE S BRIEA S B L BB T BB R i
PR S 5 s 2 B P E T g @B R L,
TR R eIl T (Aok o s DRSS .

& XuAp i 2Rl F

5.1.7 Bk rdZ

AL

5.18 A+ &
BEBHFETBET T L ATAP G £ 23 A8 &8 B
BREPH SR 2 RRSED -

5.2 42 B 3

52.1 539 & ¢
BEWHECFERCH LS FREMY T L FLBEPE

% ¥F AL A do T E, v 8

BEWHEDOID M BREPHETHY T A F R F 2P
DiFgEzE i HA B BIFFIRET LA IR -
Qi F PRIEFAET > - ERARE L A > U ]

BAFBRAELFE -

;Ltn%m%\ﬂb1 J iﬂ*gr—’ﬂ'l?;;"%fﬂ

WR2 AR A S 4o

DFZE %% RUREEEBEAM L5 24 F
fold i % SHRELE XA fdcfr A 4 i b4k o

(2 &% B - kb /im B3 E /B PRAE o

QYR - Ak i gy ph s AP NEP -

(4)@F R 4T kR B otk o

57 v 3_-:‘? f?; e



ePKI CP

G)wtax 2 p i - WL 227 o
C) s 2B @ EREPERIFLL2PE -
MNMFAPpZER " REPIPTE P ELHEE S P2 s

;}—)F—’]%jgo
Bk F5% 4 R 0 f FERERY Al 2 (B ALY

RS VY SEN R

5.2.2 % 447G 2 A #k

A7 E,.{ 2‘Hl—]—lﬁm/{ Et))% f& }$?Z$‘Fiﬁg‘$a \:FUF‘[’; o

523 3N 2 Ful& - B & d
Gk RS R AR F LS FL BRI AR
BOREE s 2 Bt LB BRBEEAM AR AR RS AR

EAEE > & R Eufeg N L E L AL o
524 % Q%?‘ L2 &4

DREBRIB R A 2 T % 2B BRI &
R RBF A AR T

FELR £ ¢ LR R

R S O S TR

Fla |3 R

¥ 2 BEWHE2ZAPM AR R S5218 R T4y 2k
A G o R A TR

DF2E %8 PR frept2d 2 @45

iz

QF=E ~E% R HPE7 LT8R

BFHE 2R 2L EEER - 358 -0
fra@ R oo

58 PET R

|



ePKI CP

[
e
¥

& d LR R

)it FHR AR EFHLZERE - PR 2 BER
(G)EPlp & ¢ $97% iF (7 p A fEPF A o

53 fe 5% 2% 2 2 F_o

$45 | 52Bz RF o

53 4 f ¥

BEWHC FAT EETT RABEBE S P v iv2 4p
BAR > AR Eddpiieh® 2 E e f R E T RE

1) F w350 },;1 PR AT o

Qi RAE QRINFER2LIEE o

(B)F= Ttz PR R o

A REFGRTI T BAAR L BEBHEAR LT 2TAZ

O)ipin1 T e flzm#ERA -
53LFH ~EHE Fo RT

BEBHELFEFA R aiu T L T RIE -2 P fod &
TRRALBEGH LS A B iR L R TR BE ER
Fefritip M yE2 R BHET I TERAREY RP o
532F¥ AAELALR

ERFBLABRA REBET R TERES AP o

533 KT VREZT
BEWHT RSN LR YT 2R
(1) 2 B & 4 A A58 Ak A ot

59 vOET L



ePKI CP

(2) GRS BETFTEALEY NP 2 02 FHRALS

(B) B FFnkEEEF LS ¢ FHAAT BRI
fe< ik

(4) CHRREEBFEY 2 RA

(5) B2 1P ¢ w2 & RN

(6) Baseline Requirements (& 444 % 4 TLS/SSL & % 2 B & 15 1)

EWH L Rp Foe 4 A BB BT -7 ¥ Baseline
Requirements ¥ T Sk 2R T 2 B2k > T F T & B 00RE RIG L
FohARAF L BN TN I BRI R 28
P oA R L& R E597F 2 Hoae o

53.4 4 f £ TP RLALE HF

BERighid 2 Ap A R FREGEW ML FRA 2 2
Borre o iz X FHEF 50 @ﬁf#m@%ﬁ‘hﬂ%@—l Br
(TARR LR 2 XA L HE > RPEEIRKTVRI X IET; o

/‘,—}'5—3’5‘.& ﬁ’l" ﬁlﬁ’ ’ 7& ﬂbﬁﬁp‘;tu; / 3@?:"*&%‘?{*#9 Fﬁg A ﬁ
2oL VA o

5351 (v 2 X2 M B

TS

536 AT 5 239

BRI TR E PE IR > U LA R AEEREEEF
o FRAPM AT T ABE I TR AR ¢ F BT A
B CE AN AN B BRI R o 2
o

60 PET R



ePKI CP

2T eCA 2 R R A Wil A | > oz F GRS E
FFIATEARNE L eCA 2F 2 2R » QPRI § hp ZIofl
o

5.3.7 A MSLA R 2 RE7

Bef i 573 EEREY 53 aﬁ#&fx;;iﬁsf’rﬁ;i%ﬁﬁiﬁiﬁ
1Pk f?‘liu%;ﬁﬁ?M ¥ 541 a3 _o
5.3.8 & 2 ¥ i R

@ﬁ%ﬁwﬁﬁ%f SRR BT A TEAR B R AT K

5.4 F24% & & A B

VR R BRIRRE TR BT A L A fptes o B
His RELXABELBERE - H X 2MT P RE &R § DD
& &(Audit Log)# e o FEPE L R G
GEp B AL AV RY I IFeskAh s KENHE B P o 1 X

d ksip @At > degizd

PEPEETHIATFIAAT I T BIRLLET T AREFES
T 2 WL RERE o X 2P e B ML REY 552 & FAEY
U R FEIL o

5.4.1 ¥ # fAlE
BRWHL X 2P e BRI AR B
1T % % 2i(Operating System) % }_,fiwfr o & i%ﬁ 248

A

T %2, Lz
K3
2= 4%

i

I e EUTIHP (PmAp et £
(1) ¥ =45 -
(2) 31 A=F & nip Aok iT5 2 & 4 o

61 PER R



ePKI CP

RF #4442 gz §

(@iﬁ%ii%@ﬁﬂﬂo

O)EEBHERTEERE 2 BLARS Z 55287 th~ 7 2 4

RT) ©

FPEEFI S EET f&?ﬁ#ﬁ#é FATuRF R
N TARP R EFREREFLRBERERESOERE R
it R E AR £ I8 153‘1‘#4‘1” et be 1L W R IR e T
R AH G F &1 E 2 (Auditable Event) -

TFREFE/FREIE $1l% | %25 | 5%3% | %4%
1 % 2+
All iziw & & f& S H8c2 ix
o AR~ A1
v v v
AR AT S8
rEE
’J"é’ v
Al2 T 7 EEp ér‘ DA v Y L,
¥ & B

2 |5 g

A21 ¥ 2304 ¢ d% 27
o~ 74 gV 4 P

A2.2 E 2 FW B RNE R B
'\»"\ﬁi;’t%\

A23 i "%]z O = A
Fou) R A prt Biez v v v
e

A2.4 e T Moo g e
£ F 5 5 A peehi i

el B

A25 F LK ki & v v v

62 PER BB T



ePKI CP

FRPE SRR $15 |25 | $35% 545

L] GeiE i
FEiT a4 P e

A3 &4k 24

A3L 4 B A T & P
(7, Kflﬁt] 1_.—%{ ororg v v v v
- X g mf%é_i)

Ad % a2 o
\ 2 ] % 25U

A4l %:f % b AT . . . .
1=

Ad2 53 58T &4V
e . L .
R F R £ 4
Or e g Be

A5 # (> N fﬁ’ ﬁfrig {Hljﬁz& .FE] e
# R S B 42

ASL1 43 ¥ R R £4k2 v % v v
PR o FEATRIZ P f

A6 % & 2

AB.L ¥ % & 42 B 11 (7
FER i AH =t v v v v
- X * 2 £ 4R)

AT B2 P

ATL#tF Bzl ¥ s | y y .
g

A8 Bk 2 1B

A8 B2 A ¥ B A VR
g

A9 BM R 117

A914f1?i&{§:3§ A T . . .
T2 5

63 ELRRFG AN



ePKI CP

FRERPEEE/RELR ¥l | %$2% | ¥3% | %4%
A0 BB EHER T
A10.1 = laf?&;fﬁ#&fﬁ%’ > v v ,
G AR T
All teE2 §32
ALLL 4e » S & & foid L, L, L L,
B X
i
7 & Y 7
A.l11.2 x§ * F,*E%,fuz b d 2 v v v v
ER o RS A2
Al2 BEENIE2FR
Al21 %5 BERIE X v v v v
R
Al BEBHEAELGFP 2 BEFP RAJFLEE
AlL3.1 #73 GEB AL G
P2 BRG] v v v
FURig 2
Ald H i
A4l % Eiv¥ v v v
Al42 % KBFEBE L v v v
Al43 % R BB e v v
Al4.4 %55 A LRy Rl v v
AL45 B I R8RS e v v v
A.14.6 fxds kb v v v
s TR
A14.8 71 %8 % H k8 2 F T v v
A14.9 ¥ 7l 745 v v v
64 ET R AP



ePKI CP

FRERPEEE/RELR ¥l | $2% | %¥3% | %¥4%
A.14.10 & xi3 eaid (775 v v v
Al41l BB N IE v v v

BE
A14.12 & fé’é%fﬁ#i pIRE v v v
B 1R
A.14.13 # = 17 (bl4c A
A NERXTHR LEHBF v 4
%)
Al414 Bz iz e FADEEF
B # v Y
A.14.15 .’i P EB L P I v v
A.14.16 Tf G AL R ¥ Y Y L,
-
AL41T B~ e v v
A.14.18 #ze 2 B vEiE AR v v
A14.19 frze2 % Bt v v
A14.20 BE B2 &4 3% v’ v v
Al5 BEWH2 FIRER TP
A.15.1 A %8 v v v
A.15.2 #c %8 v v v
A.15.3 (T & K 5 v v v
A.15.4 i3 4 4% ;¢ (Patches) v v v
A155 & >3 % v v
Al FHEHZ FH2 % >
AL6L % Rt dig s ifs Y ,
65 FLRRFF AP



ePKI CP

TREREE SRR

25

A.16.2 5 PR R P PR

S

Al7 B ¥

ALT7.1 gt 4 3x

ALT.2 B8tk B % B 4 e

AL7.3 £ L4

AL7.4 2 p F fed 22 8

AL7.5 e it o 5 (L & FE 7))

Al7.6%K % 4 %

AlTT 74 2 %

D N N N I N N I N RN

NI NN NI

Al7.8 % ¥73 % 5%
(Uninterrupted Power
System, UPS) % pz

AL7.9 AT A & % IR
T T B2 P

Al17.10 GEFTR2EF

AL711 Bz 3 v ¥ A2

=X
E K

Al7.12 €3 % suprds

5.4.2 % ik IR HE ¥

e kkpT 28R T AEPHRLY HE AT 24

R e AR (F ¢ 4

AT R SR B AR R AR TG Pk b

HPEAAETET AR YR FURAPHRALL % TR T §or

}j{&]‘j > % ;af;‘," °

66

T4



ePKI CP

FER B & Beih 2 RIRAE ¥
BlEEm | A AL

¥ 1% Z S T

¥ 2% F R T o

IoEA R Lo

¥ 3 ’%%%é E%F WG Er 4 hE
fatn e gl be U RAR f_@?"
@'ﬁ#ﬁo

i’l)—ﬁ:fﬂig 1:’;’\‘0

¥ 4 BEBHR F TP RAR G E A i A %
B EEh KR TP HERT R ERLE
- ARG o

5.4.3 #51% & & 7 2 2

MRS R § L RIGRE TG BB P S
BT PR R

MEREEEY 2% 32 5 4BRETOERERE > HP s
Pl bGP Tl P T A B 0 T iEB Y 544 5% 545
% 5.4.6 2 § 55 &iedr iRy ¥ PBH] E 40 MR P

¥R R BT P VR R W BT L R

AAprg > 3 wd £ 4o

5.4.4 #&4% k& A2

VR R BpRR R R L BB ReB R APk Sk iR
TR

NEREESEY 2% 32 5 45 ETHRERE > TP R
4 ¥ (Electronic Audit Log System)« /f & 7 iR 0 £ dcnfipr F

o

WA e ) B AR €8 RSP B

=5

67 4



ePKI CP

5.4.5 4% & Sk & AR

IR et isbcth2 & PALR
BT B 3 .
ENN N
ks ‘2,;‘ 2 y ,
% 2 ?_,,Fféab_#% o PRE L o
¥ 3%
Byt 5 R Pl 2R
B g EAPMARR B

b (off-site) & 421

54k
AEFIFTERRED R o
546 AR F 4 &b
FEPO LT U R T S IR PR PR R R A IG
;g;_ﬂ‘r‘lg CLERE PEETE \:'g‘ﬁ % f&;ﬁ’g B RRMPREA B o
547%%&1&%1&%
LR A R

BAH 73 lgF e e SgAL K Muer e b o

i e
5.4.8 33 BE3T R
R E e 32 B AnECLGEBI BRI b7 hi g
BiF T2 2& )3#;}##_5 7‘ B

T URFEZEPRE ST 12 5 25GHFIT2

=3

/Lo
%3 SSL &% 2 G #1415 kg P WebTrust for CA - SSL Baseline

% CA/Browser Forum Network and Certificate System Security
Requirements 2R & 2. = 3% 247 5 8 7 33 BRoT 1 22 0% 34 R

68




ePKI CP

55&&%@%1*2&

5.5.1 §f % 2

& iR

FHhk 2 F R KL

BORIE BT (TR BB IR B AR o

e TR R

BT H T ® ¥l | $2% | $3% | $4x
EWHER L BB INE

(Accreditation) 7% AL (3K 3 v v v v

")

DA TE AR v v v v

TEIY v v v v

IJ‘E “‘j—bl—?l? ’\:)r{ l% ‘2'9—‘ :‘&’\:}{ i / / / /

= fk o BB E (AT | y . .

mF

B FROE v v v v

Bk ¥ A Y Y Y

2.3 37 gent B by ke

Eﬁfmpkm A v v v

R

v BE it BEOERR v v v

ﬁ%ﬁ%ﬁﬁ v v v

P:"—i-”ﬁ C BB AL g v v v v

i@éﬁ%}ﬁ#ﬁ&%i ek g v v v v

52 7 1/

Lr;i %}tf Gl mi‘i %%H# v v v
'Jll 'f‘?f& Fﬂ_%‘i /

b'urjg %’}’%’Qgﬁ,:’: v v 4 4

TORRGEA G TR Y L, L,

TP FOR T A2

Fetn A Ao feane & v v v

69 ERRMR AP



ePKI CP

552 R TR Ry B
AT B Mg B U T

® £ LA
PRI F AR E
5 1% 2 &
% 2% 2 &
% 3% 2 &
¥ 4% 20 &

R AR TR B DI AT R R 2 B F%*k&ﬂﬁ%?%ﬁ

Je* A2t s k- T E(FR LB 2B BB F M

A7) o

5.5.3 &ﬁ:‘:}%?‘#«'i -2
NRTE R BPIREE S ] KT (T wEE ﬁﬁ;}%? L2 %K A

1“‘"‘

WAL -
MR E R 2§ 35 B 4 nE T B TR T
W AIB R e S BRI iR R s T 08
SRS Y RN X A
5.5.4 TR & > ALA
FCAR
555 B &2 PRI

AR

70 vED R



ePKI CP

556 AT £ ¥ 4

7ML E

5.5.7 31 2 RBFHTH LA

BRBHE D P B E S BEE R T R
Bo i@ @y it AR fp o

5.6 16 % # .2 & 4 1 3

B % e TR Y 632 &L [0 i

BEGTCEF R EGEFER D BEPHERZERPBEEED

“rp B 2 o

eCA BB B> 1 % &4 5 H B henie » P rATW# > L 4
Pk ERBEARGY D EF LENp BBREE R FNEP R4
WART B LA BIEE S 3EABHEPE LS BB Y 43 H4

=3

/LO

TREEBEPHEEIRE PR EKEFEEY R DT P LT
B (T R EH BRI TR EEB L EHHE R
R AL ER A K IGEBY FATHEE K BEPEL R
N A BEBHERID D 0 FEL 0L TR GRS HRTER -

Y1 eCA L3 @ AAAHER ORGP B AT HPF
aﬁ@ﬁ%ﬁéﬁ@ﬂ%ﬁﬁifﬁﬁﬁ%ﬁ:%ﬁﬁ%ﬁiﬁﬁ

it LT FRede eCA Y F3 B3 MRZEHEBHEL + 2
2R AT 8 R F 5 ”%ﬁi#$%@£%$®60\@ii
A3 FREyHL > TR KR E g mL |

2 eCA AL 2 T3 Y b AR eCA it 5 Ain BRI 2 2

i

71 PELT

|



ePKI CP
TREEH T 0 FHF T 2L FEEPELATI GE
FEFRAEGTAETEERL TP (FEEBERL TP
RPGEk LT oo AR RESEF R EKRI N EF B 4

v
ﬁ.'l-o

et v S G|
5.7 8pLf22 X R2ZHBR

511$%iﬁa}ﬁﬁaﬂaaﬂﬁﬁ
BT R

T%i ek Sl B {S 2 W AR AT AR 0
PR SR {7 R R e

572 £ % T ik ~ IS T A%

& ”-“%}Hﬁw FUARFEY S P RBpBEIKEZ BEFIHTE
AR A LR B GV BT

TR R R T
BBz LA R AN T

BIRARG 2 B R LT o

NiEREEEYS 3 4.?&@1%1@;%_%&#}&; LEEREFLLD
L /}57 ﬁ}i'ﬁﬁﬁ F“f ﬁlz’iﬂ&7 ?ﬁéﬁo

573 BEBHF B sspl AR KITRRE
MRS 2 $ 32§ 45F FL GRS BABED
EERES RApM e B RGBS B R AR AR
RATR - B B FIIEEL A -
UIREE RS 32 % 4 BE

FREWEL OV E E RiEE LG
FERET R 2GR TR -

BEBIE T 2R R R 2

r'f’zﬁ J‘r’}ﬁé‘.'ﬂ’ ﬁ;\rgﬁ )ﬁgjr‘g ~ #
50 97 0 v

72



ePKI CP

574 $ BB EBBFYEN 4

i I;ri'—‘:g_ji- ‘:5»%: 2 )

£ AP R

’

% 3% % 4 BiFiT2 )

I B
%,XH# ntm%bﬁ

MEEEEE 3 R A4BE T BEPHI CF & pRF LR L

%é/;ﬁ '\;J'é: 7. R o

5.8 BEWH 2 sLP ¥ o 2 Mk JRFF

183 I 1

S
o

BRIZAPM R TE T E PR o

73 PET R



ePKI CP

6 it 240 F
6.1 42 ARz X X

6.1.1 £4k¥2 29
FWHEFEETR Y PRB/E D P ET P 2
TrEEpEORARE LRI US4

A A BLEATY SHHR Y 2 SE4R 5 Bk B NIST FIPS 140-2 4
ZFEZECAERRZPRTREEDOTAcR G - E Ak
hipt #c R 7] 2% 7 (7 sh(Computationally Infeasible) -

BT ERBEN 2 F R A4 B Ed B RS M o g
FREGLDBIEN AR EGR- EFGF G RAREY b
BEEFAWY P R AGLRAE L AU ALK AT B
GHARUOBET R RAKEY CHBBEFRERLG ALY @
FE O RAAMPIOFA TR AN R AL F TR LR

CRBWLL RS T EagA WPk B

@”%ﬁ@%%ﬁémﬁ*“ FEEY S B A IR
L 2P bR A AT R L

EiRALT T BRI RP e  F R P BT LT -
WPl SAEHTCHE A4 AW o 1 STRE S A B2 AP AR T

T 2 Az

FEL 5 &4 A ABH
PR P0RE 2 AT RE
5 1 b R i
2% R N AT A

74 PETRRPG IS



ePKI CP

FEER &2 WS H
¥ 35 k8 B A RY

5 4% POV B

6.12 % £4flhix &
dof B AR S ORBIEP AL P RF BEHE &
4od B (H]4eiGE* 2 & IC + 8+ ¢ )ity chie s (Token)
ERANEH D V- B ﬁi%é_?i%é@ﬁi%?é L B EHHTIE
BA s o Pl B é_f‘a%éw%fii ERERLR ARG T
FHEMKeLF L ENBRTF ZR/FEY ot P E o R E 22
VAT 2 BEF R EKET 7 NR PR EKDBE o
A0 G R E s Ao AR R BN S pE s orr Rk
(Activation Data) & ix i % = o [G #8427
WELPAERT 20 L emid Y ZRe FRTEE (4
P52 PIN #8) e 4] > BISZ8 4% A ifr 5 @ F—‘F‘Tﬁ eCA & 7
BB LT e RGN -
it E4d BEPH SN P AT RSN F RS A
2

TR RAEL FE 2BEIH S SRR PR AR

\_.

e
DR e R B TR

o]

e BB Ea gt 2 R 2 R AL L g0 30

II* PR AR S O o

75 PoET R R



ePKI CP

6.13 2 £pBELEEPBIH
BIRE T ¢ ML S R S L OB AR DY
4{}%4{# » HBiEas e P A
(L)d 2P P s B EENEEY Fert Il
Q) F=HFAWEHF > BERBPHEL LN P L FEET P
2% 2 BEY F 2O b
() B v % 2ehTF Pk

()% 2en2bT F 12 Nk 8 o doled PEiEn P i R

n

6.L4BRBHEIP S HVELEFERE
eCAz B 4;&%,\, /F' Kli,;;-—:g&ﬁ o T %f@;ﬁﬁl@fﬁ.& 3E.“1? ffi iﬁrﬁ
G- eCA fREES B AKOELCHEREY - T R L6

1_§1$1—\ }Jiu—r z\fjfé

(1) E# B 3es s

FBEIREG ;);3—“‘—‘}!:]2

o

(2) & B #H7R% 2 g i (out-of-band) iz eCA 2 p &GS =
R £ 4 e

(3)i5 B 7A% > ey if (out-of-band) @ % eCA 2 p § B 2
B Az sk EAdp o R X BE- AL bR 2
# (in-band)sipeis B4 v 0 A AAR G A E T 2 F ) -

AR ERLREHT 2350 .

TR 2 R E > F s eCAIEE R TR AR R

P eCARH T BRI EEEA ST AERBEOUHLY

76 P ET R



ePKI CP

6.1.5 &4+ B
FHEIT R XY
(1) % ®102£12% 31p (5)= % » & > /i ¢ * RSA
PR s 1024 = rchbige B & 2 RADY 2 B4 -

$1m  |(QARI0BEL? 1p (7)4e: A WI19E127 319 (7)
l 2% > 25 F @ RSA 2048 = A4k H B T >
25 R AR K 2 &4 o

35 1 (3) 2 ®1204£17 15 (5)4= 0 fuié * RSA3072 i+~ 4
A E BT 2RABRG 2 &

W Gf 6 RSA 4096 =~ ek s H 5 % 235 A 4P
2 &g e

Ty
7o

san}- fon

616 2R &4k 82 AWZ: STHR%

RSAFE 22 0B sk 58cp 52 &(Null) > 7 & 87 28 &
Fies A7 TR BEPBHEREET HTLAEY R
PP Aol 34 (740 B RIER o

i@ H oW E R B AL A0 B RE AR (4oNIST SP
800-89)it {7 = B £ 4 S W2 K T S B & Tk o

6.17 £4g2 % P ¢h

BREPH AL BEL EGT BB LW I SRR BLAHKHY
i# =7 » & %] 5 cCRLSign#: keyCertSign °

BEBEEF LT "EFLEGT B W RE 2KHA
Bt * 2722 B R RITT L E{Y A AT e ]

CRLSign keyCertSign -

6.2 % &4k : R/ EL 21 Y

BEB LR ol R \giﬁ_x-ﬁ'—éjd- Moo YR O R SR G R R

v

77 ERT

L



ePKI CP

Jﬁ, o 2&«&,}}3*}:&_ f —%

I T
B BRBRLRE Y LT

,:;,.ﬁ

p-

R Yy

6.2.1 BB EEREZ

S{FF T RABRC e o R Rt F
A
[

33- > FE ﬁgu 2& ’B‘&ﬂf?—‘fé B1] 4}%3 é%
#?ﬁﬁ%mﬁxﬁﬂ¢*¢ﬁ Bk

7 F

FeR R R ¢ R A AAHEK
F 4 £ FIPS 140-2 & 71 &

$0 R ARER DL BB

BRI RT LML BB e B X

TrRRAPE R

o %
oo pt A Y rrl2 & s (Level) Tk SR8

KT P B EL X > F

AR -
AR AIA /E%?);‘;ﬁpﬁv]\’ﬁ
B LA f@’#g;gy‘ LN

0: % i} =
eCA *® &’f#—ﬁ# PP *
[ 8
Bl 7 i T AR 7 AR 7R E
¥ 1l i | eS| F AR T
(R %22 gcR) | (A 422 90 i)
2% 3T 5 % 2(H 1Y) E3CN % %1
() | (HFHSHn)
¥ 3 7 i % w3 ) | %52 1) % ]
(FT B8 2 40 48)
¥ 4 £ 3 M) | B3 H) | EE2MH) | 252 H)
6.22 F+ % £ 2 % Lirg
ERFELLFILFALRBEEDREB R LT PR ALK
B L $5F % A AR o

78 SET LG



ePKI CP

623+ % & 43
BEWHEF Y 27 % £47 7 43~ (Escrowed) -

614%%£%%@
AT R AR BB ’

6.25 1% & il 1k
%7 ¢ % &47 T U fFAR(Archived) -

626+ % 4sgTr I BBEE
FREMKETEGR P AT RE L HBHBEER LV R

p o T R

oA ARNER Y SRS RE6.225 2L R f R £

R AR B T R AR B T QP B Hp ¢ o e

PR R EGAF AR E N RE R EF R AL P EE
o TR PR A W2 AR Sl 2 4

RirEr 2 e "R BT 2 Bie® s I RABH

5
e
.ﬂ7.
&

FIABEBEFERT THEBERBE LR EB/DHELARRE
Re2 BT BBt waniia) F A BEPBHRME 2T
R Pl R S

6.2.7 % £4&HE T RBEE

PR H6.118E 56215 T o

A

6.2.8 # B & 42 e > 3N
3 ERABRCE Y R £ AR R PR SR R

Bl o ¥ X Ggn B N e 7 (e A )i (7 39 2 (Pass-Phrase) ~ B 4 {3

79 ET LR R

AN
)

|



ePKI CP

2z~ 0B A wl g (Personal Identification Number, PIN) & # 47 3% w] » e
@1 » e ds TAL S R LA B (7 AT k) o

F- LU RV LY VRS R S S L
6.29 % £ g2 1B F 3 30

BB A ZERBYPFELPRIPFFFEFEL DT IEE A
SE- BERRFEFS(BFOER ABRET A TELARD 37 7)
poeiRt F T ol R LR LA RS BT RS

6.2.10 § % £4f2 L S

FERTFREMGLEIER AL TE CBEIYSMAELFE R
BEMG PR R TR A S T AR TR
ROER T F % E s s A B AL o B AT A B A e

» &R 7R BT (Zeroize)ds T o e A T GO BB o

6.3 £4FHER2LE B RF
6.3.1 2 F &4 H
B EFESFRUFHE TR EE R EH{Z M -
6.3.2 B (TE & 4f¥t2 sy
6321 BHEWH T S442 F B £ 42 22l
AAHEEP 2 BEBEDEEE BT EHEE T AT

80 dET R



ePKI CP

wi 8 & 4l & s ot

5% p EEwE 16
EEPFRE R
EHRITBE P RART
% T HBEWBIEER 15+ 304
5 ]? )ﬁ %}K*%{—% /?"41' N %ﬁ_f
GEA LT BFIREGT
ARG
4, 1 30#

1906 % 45

B OEH R BWEsR 108
T%f@;ﬁﬁﬁf#_ / [ “7?)@ ﬁ%f#}%‘.—‘/)ﬁ . ;9:;{;
T3 NEREW WM T B PIRE G E 20#
# £ R AR B
4, 1 20F

()
@
tﬂw
\.
H
St
‘=
N
T
F

REFEBHEF 2T HEERRERES
WIVEEWHED BEFEL Y -
REEBHATELMGT 2 #EFE2 D BINEEBEE
EAMEEF2Z P RRERDIN S L o
6.3.22% = 2 S4gE 7% &2 el
oAbk UL 5 A10E 0 HBw(F FEDER)R
) 2 FACEH A GRS Bl o
F* 2B BTLS/SSLE#HPF > HigHE L & * HURP & T i

R

BEEF P 18 Iy

105£6" 307 (%) # T RB S T
PR T 0 B
FEALE T WS T &
TR BF S BE R @

’#;[px?\lo

81 vOET L



ePKI CP

10577 1p (5)1107#27 28p | 397 ¥

1074#3% 1p (3)2 10987 31p  |825%

109#9% 15 (%) i 398 =

B S RBEHE

LR T HERE

3 #0i% (SIMIME) B %P5 » H B HEE & ¥

R AR R & 7 2l
Bett 3qe 7 7 2 4 825 %
9 507 1185=

6.3.2.3 SHA-1 fek 8w & /é 3 2P

R RER RBE 2%
Requirements v.1.2.1%2 2 > 105# 17 1p A= H 7 v £ # *

>3 % &2 CA/Browser Forum #_Baseline

SHA-1f2 % sl B2 B8 T dTen® = B T B éﬁﬁ%&i&
#o B P106217 1p - GEWH T @ * SHA- LR S8y 82
PHER T BERER LY RN LPEECT T % SHA- LS 5
i 52 R #OCSP RIRE2 B#) - BEWHET e Ly
2 SHA-LI G 181G 3 & % T su B - SHA-2SSLIG# 7
d SHA-LT BEEBHEREHRNETF R 2455 - 7104217 16
PAz BEPHET Bz @ * SHA- LR S8 2 2 g #GEII P AL
#§106# 1% 1p 2 SSL s Code Signing!& #% -

RLAE RN 2B B I Y SHAZSE { 3 % 25k e
ASBOFE G EER S BERAR Y RAL o
AAAERP P ET R Y GEHEF R < ik B Baseline

Requirements*f.# = P42 pr i 7~ 75 SHA-1 SSLig & - @ & 23 #

g2 CEL

L



ePKI CP

BEEEY G P ESHA-LY C B EACE S T HBEOLY 5 1#)
W AR ISHA256% 2 d ¢ ET U BRF LY v 2
B AR BRERYTIREY L hom gk SHA-25606 3% 0 &
e 0 R EEEE R T M F R Y SHA-LGRE % R

S RHER G > T REBER SR B FWI07TEL2Y 1p Rk B
SHA-1#* = g3 °

6.4 Kc i F AL

6.41 kT2 A2 2 XK
% AR FRR TR B E W AR B B ]
Fo ¥ EHEEERL 522 N3nE T GEWH > L AH T
Hd Bz R dd A B p FEHFFES N H§W NIRRT 54
Fir2 Pl AEETRE AT G ELEHES PR
o R AP ERT RS BN & 2T RE ok
B TRl F g BB 2 R AR TSR e R

E

\:

6.4.2 fx#s T2 R

PR R B AR FE TR R T B L R P
CAARERGE SRR IS L RS i R O LS SN
TPy ORBIERFE
MAEFRE X 2o FE > A PR BAREEREFT A TEARRL T2 &~ 7

TOEPF > R A WRRG Gt HR LA B T AR5 o

ETGT e LR BETEE >

6.4.3 3 ¢ fds TR 2 B # R

A

83 ¢ET R



ePKI CP

6.5 % % #eA W% £odh %

6.5.1 F 2 7wt 2HIIFE £

B RN 3R B ABE L BB A M ks
Fo g T HET RN LS AT A FE A AL PR
B MR R E G R

(1) & & & » gw g »

(2) kTt iz & & T & FIEET

(3)#& =% 251

(4) 12 7B P jFE -+ =033 'f""ﬁﬁ BEZ > o

G)L AR A2 % 28 B

B R A LT AR 2R T ET £ 2 B
HARBE & SL(RT AR ~ f0hE S (TE kM) ASER 2ER L T8
T o 1§ ?ﬁﬁﬁ’fﬁ—@ifﬁ‘b AR EFIGE2 B % 5 T I o
6.5.2 '?_‘ FE&:Q“ i.:y_%

3 R o
6.6 2 & W A E

6.6.1 % 3uFTE ix P
B e s ST I B 4T

RS B AR

L ST g

Sl |7 R E o

s0m (DBHEWHFRFRY 2 HW G Rgl1EFE > 2/
o oo ded * i 4 2 BOE B4 & £ (Capability Maturity
35 Model Integration, CMMI) = ;% -

84 PER BB T



ePKI CP

mELH AREEEE S
$4m |(QAWEHWMEL Y ¥ EERE 2 FX EEFTaM

oAl k8 o

B)VAP & ERHME Z N BHBEKA -

(A)zzp ¢ ooz RS HME Y N FTR AT
%@?%%ﬁﬁ%’iiﬁﬁﬁiiﬁﬁﬁﬁio

(B) A R FHRBEPIRERBEBE P REE G TR

O) & ipifs fma Bt 2 AF FRF £ 5oy
%‘&i‘f}/ﬁlﬁ-‘fﬁﬂrlﬂ—ﬂwﬁ*ﬁ AR 0 Tk RS
AAM A E S RREERE FEEP

6.6.2 % 2 ¥ iz ¥
BB NE 2 I TR b

wEE

F2ERELFHS

DezEsrr Fxhedirabl 26 Y ki A
REZEE ~ R4 ~ 2 el o

W$&»(awf*?ﬁﬁﬁﬁﬁ%ﬁww3&1£@~gwg
51 LA g s 3L E BRIASHFY BB ERE
-iﬁ%*“mrwﬁ
¥ 2 . iy
(3) g =« % K %‘iﬁ“#ﬁﬂ“’ﬁ IR RRL ALY BB
3% BEY A BE2 TR A o
(4) & vaWebTrust for CAZ R 2 7% 2 ¢ L4 § 4
3% o
DE#EBHE? #Fx KEFiral ot g 25 A
MEE é%ﬁ%@i%z‘ SRS
(2) & Jf 3545 Bt’#;";%:‘f EWHADY f sehe i~ TR0
LA g s I ELEBRIAGHFYT BB ERE
545 Lﬁxﬁﬁé fe g s o

() g % KBEWHFHHFE > & JrR
FEE A TEZ TR A o

(4) 5 FE B R I D= I & R T
FRERRE

flm
I
a@
==

-

AR

—~

85 PET G



ePKI CP

(5) % i WebTrust for CAZ RT3 7% 2 ¢ &3 45

35 o

6.6.3 2 @i FX 247 F
BRWHETRF R T2 AP L L 2 EH I NEE

FariE AR R

67%&@&&@?#&@

BB A7 B Em bt n g R R
ﬁﬂ&%&&WMm@i’uﬁﬁwﬂ§WHH%&$iﬁ%§%%
) BEWHEZ AP EF DR ELEER AL TS E
PR e F IR R E R AP BETREFE D
Ty TACEEE R EB AL G )R R e R RS
Wk LA AN ] AT BB ~ BB AN VR s BRE

d % (Filtering Router) 3 4v 3 » 10 B §6 FR 35 JRAM{r » 2 % 72 & o

6.8 pF %

B2 AT ER IR REE RS Ak
B FEM > T REE TR AR

DeHEEFPEFR -

(Q)EF#EAFPFR o

Q) awEA LG (M EEPBEAL TN )L EFFTE -

(4) s F 22 54 R o

B L SRR TR RE (5 %5415 -

86 L2 e 1



ePKI CP

7182 BN E

BEWHEFEERBE L 2 F§ s = F (Cryptographically
Secure Pseudorandom Number Generator, CSPRNG) & # + »* % ~ 295

B~230te 304 ~ap R2ZBHEREH

711 R %

B3R B 5 ITU-T X500 V35 4 2 1§ % -

112 B@EH LW

& B ﬁﬁﬁ 5 ITU-T X.509 - Baseline Requirements 2 RFC
5280 AP BEF A o EAT TR ZF AP B
BHEFHTELES L@ s 3P onat 0 B 4 an(Critical) 3% o
[

113 FE i H Eaum

BRI E S 2BET @ LWL T

g3 | wE:R P B

sha256WithRSAENcryption pkes(1) pkes-1(1)
sha256WithRSAEnNcryption(11)}

{iso(1) member-body(2) us(840) rsadsi(113549)

{iso(1) member-body(2) us(840) rsadsi(113549)

%% | sha384WithRSAEnNcryption pkes(1) pkes-1(1)
sha384WithRSAENcryption(12)}
{iso(1) member-body(2) us(840) rsadsi(113549)
sha512WithRSAENcryption pkes(1) pkes-1(1)
sha512WithRSAEnNcryption(13)}
& 4% : {iso(1) member-body(2) us(840) rsadsi(113549)
A% rsaEncryption pkes(1) pkes-1(1) rsaEncryption(1)}

87 PET G

T4




ePKI CP

714 & 23558
BB R R 2 B E
ITU-T X500 émr— sl &4 > 2 o & gen/Bid 3 ¢ 4% 9 ITU-T

SEFEEA B LR

X.509 -~ Baseline Requirements 2 RFC 5280 z_ 4 =_-

i% J5 Baseline Requirements % 7.1.4.1 5 3 11 F W & & =
FEEPFEE TRBEPHREEL LIBELEF SN
HGpmp 3 FSZRBREPBHED FEE2 L P %hBAN 2 2

ks T RBEBEEF L S BEES W LR TR
TREEWHEREL LM LB 2k o
7.15 & &4

P AR

7.1.6 G#EFE P 2B Y5E
BB EE R
AR R %G e ARG EITR S F BB L R TR

EHFH P

% 12 &9 A7 2 BB ITR A E 3y

TA17 RS F A e @2

3 R o
718 R U A2 EEZ2HR

A R o
T1OMEBEARPLHF L F I

BHEPHEEF B ETR T L MERFR L TP AW 22 F L
[ ENA /Eﬁr i ITU-T X.509 ~ Baseline Requirements 2 RFC 5280 2

88 dET R



ePKI CP

T2 @B FP 2 HINE

T21R*A%
BHBEP R g 2 6@ A b p (BRI HA L )P
£ ITU-T X509 v2 5= & 2 R2_o

1228BRLFP 2 BEBRLEFY FPZHAHFE

R EHEBHEETLEHEAL TP G EREBHERLFY) 2B
BALGEP PR R ED AR AR ITUT
X.509 -~ Baseline Requirements 2 RFC 5280 z_ 4 7_-
T3 BRA BT B NG

BEBHEFRER T BFEMNR B LA B EBET 31T
¥R R B AR TR A BB PR A o 2 R0 H
B39 PRI e R T IR SR IR S HE T 3 i3 B~ (Authority  Information
Access, AIA)# L =¥ B8 o
1315 % K5

BB S EEMK L LRI £ RFC5019 &2 RFC
6960 & = o
7132RFBERGIHEIH L

BRPHERELRT BERER LHHF AL HF ITUT
X.509 ~ Baseline Requirements ~ RFC 5019 2 RFC 6960 z_ . z_-

89 PET R



ePKI CP

8 2422 H i 3=

EF FEELY 2% 3 2% 4 nBELEHEBE LR
WebTrust for CA $4 7 = I 2 +% (Compliance Audit)» 1 7 i H 8 i34
BEEFHTEABABEIR L AT §F o8RRI e %R
3% B A S#EA SSL @ BB Y AL E WebTrust for CA -

SSL Baseline ¢t #% -
FRAEWEARGFE F2 T- AR/ RZEERE ATH
SSL & 7 w0 /R i 8 & & R #£+% (point-in-time readiness assessment) o
EREX 2T S IMEGHE LGP Y A B WebTrust for CA-
SIMIME % WebTrust for CA - Network Security *F # -

8.1 FEHOHE I £ 32 P 48

BEBHEEERL DB RREES S 32 5 4587215
BRI FE LS 2 EPYRATREL B - RREEE S
PR2HBIT BEPHI OIS E LS RRERTLPREEE S ]
BAE T2 G EBHER A AR

GEWBHEEHE T REREB L Ir P T2 3 T

P FERT B R REET TR ARET

B2 A R 2L LA FTH

A R b 2 AR e S o Vo T B E
LDx=22 % F -

(2) Bl At BRAEP ARFEBHT TR WY - b2 B

By AR RRESLE B anER o A2 PA LR AER BT

90 PETRRRG AD

7



ePKI CP

T3 WebTrust for CA k7R d § BE v > 9 TEARHAF
WebTrust for CA = WebTrust for CA— SSL Baseline 2 f5+” %  » #& &
SR ERBEDOREPIRIE T A RS FRRIEL TR BT R
(Certified Information System Auditor)s & I % T > * & i 23 4
AR k2 gt WebTrust for CA i 7R3 51 e 2 8-t £ 3+ 8
AABEBET AL 2 EEAPAAMER P REEEBEEY B
LRl A B e A AR S KOS ok R K RS G L I

B3 FH 4 K X AR S L M 1

R E 8.2 HAT At A R B2 TR DR B

8.4 #&£+52 7 F

PR B e ot

D) eEBHELE Lﬁ PRl 7T A+ 1v £ L BEF T -

QEHEBHELBERHTEAF LT P& BETNL AL

@)t A Re B2 M § FE oz ¥ w24y
e

e e 2 1B EBIEE LT R nk$ (Cross
Certification Agreement, CCA)pF » #5172 38 P ik %G &

WHEALT AT RNERRT LR

85 HT AP B 2 Fp R

FRPARTREEPHLEE 2 AE 2 B LBEERKARS
R T AT R PHEEUT (TH L

(D FE+2 4 R Rreser #6107

QAT Rl w27 B EHA G wggmE -

91 TER R A

7



ePKI CP

deh P AN R RES L A R R ERAR

F23 B EHLBEB B ERATARS E R AR

RERET AT HERD -

8.6 k2 2B

%? S RS ERHCKEE K EN RN -
THEEEBEL CHEEY T M LR AP S
Prig b d BEBERRE G DR ERHE WebTrust for CA #3 &
WebTrust for CA — SSL Baseline %3 & 3T G st e b 7 0 BbE
BRUVREFIARLEIRER S BT Lt L B p B
PErRRNAPRFLEAEIBY N OF NEEPB LR 3 7]
DF BT LA BEW R RATES B S

pull'® -txn\y

GK

E»‘C

ER IS
78 AP

% SSL B2 BEWHEY R X MR 35 Baseline
Requirements 2 WebTrust for CA — SSL Baseline » g # 1 =t} $:{s 3
CEE O REEE 3% & 1% 15 SSL IR T IS o

#% SIMIME B#zZ BEBHEY A X4 A &4 SIMIME
Baseline Requirements 2 WebTrust for CA — S/IMIME Baseline » p # 1
TSI CE EoREHERE 3% &3 0 15 SIMIME B34 7 p 20
b -

92 TEL R



ePKI CP

OH© ¥722 2%
0.1% %

0.1168&% ~B¥Pp*

R E e
9.12%B# 23 *
F R E_o
0.13%#A ~FELHT
F R E_o
914%%%&%??
F R E e
0.15 339 % 2 2B
F R T o
902 Mirf &=

9.2.1 %*g ik E #

PR

023 $ 4 A BW2 FE & FHE

T 0

T4

PET RN L
93



ePKI CP

03 ¥BFTHLKF

9.3.1 ¥ % T2 §
?ﬁﬁﬁfﬁéi SRR R 2 TR B f BB R

F
2 AR B LA A R R TN BRt TR T AL e

Dizfe el e BAateRmFarsppia - £
Fr PR RFEERLTES

)" S EEBHF EDF T 24K

NE o

(3)%#— KA f"l‘//_]? t}: 8.6 g‘f"%i’ﬁf‘ﬂj’f} s A %EIZ'J{?DE‘—Q\EE .
B Gy T EAEY REP B2 Fm
032 AW HFTH 2L # 7
(1))&}3‘)&\25-}%} ‘F'}‘)’?i‘l" ¢ B ?\)%7%ﬁaﬂ’}§§gd,\)%o?§
BR R AT TR AR BTN R OB
@@ FREEPHB/BRENT A GHEHLA > RSB
FREEfTR e
)@Pﬂ—%*ﬁ‘ii&pﬁ.? %é}%i\pg 'Pﬁﬁiiﬁé‘ﬁto
9.3.3 fﬁ:éiﬁﬁ%?ﬂ_t% =
f@;ﬁﬁgfﬁ-)ﬁ;? "«'é?-}f‘j";jﬂﬁ R

=
=
=
fe
N
I
bo
&
=

04 B A FTHRLES

0.4.1 & HiE &
BEWHEET L BA TR EESEFRED BB BT
FHEFEF LT BRI E “#%&u TERES RETE

94 =

o

v

~=\

>



ePKI CP

942 #2 F#

T e g Y FpE U§\7 BAFTH ARG 2R RZERT

N

T3

2

)
o

—,ﬁ/ip‘ﬁﬁ)&pﬁ_‘zﬁ E_}%*._/FP b’“ré?s""' ?%E\‘,& P4 PR
ARATBCE 0 2 AR EPRE LR & § BE 2 T iR 4 ?ﬁ:iar
WL R "’t’:}ﬁ R TR TNTZ 20

55
:le'}—l‘4t 1V IR_FE’ ?& wvﬁf_}{ :r.PJ ¢ oo }@-’ﬁ e E';;IH—
A

7k R 2
T ASEEARE - ARSI -
9.4.3 2’2 T
FUFTRA TR NTRLEGE G EFHG L ARG

X dn‘:‘ by JA’:\ o
R E T

53

R a2 BEFRE N BLRESRRY T2 G

95 L



ePKI CP

o BEPE BB EFTREER R 22 c BEPHELBET
TR AR MHEEP «Aﬁ%9A2$%f?ﬂiw%%io

.‘_

N

E.g

9.4.7 ;Li 1‘5‘ ?\(F ﬁ ﬂ{_tﬁ-z],
EARM G ER I IPL BB R LB ET T ERA R R M
BB 25 931 E B RFTMAPM AR

A S

05 ER A

AERICR S A 2P LAEHA T R F (TR d M LA

J}i}/{# ’ jigi_— ’} :E%. /F’}’E =S j\ '\ —j "’T:}Zgﬁ o Z,ﬁ %’H\li B{‘# d\)& F)’Sﬂ::t” _—Fllz s 7
/igré’ f*; A "r{E‘?’ ¢ -}»_J—‘f/\% g I% H E‘f{‘# ﬂ\)& F.B-jf’t ﬁ\"» I);}i:;j;’ ’ j\ 2} é‘]

0.6 B 2 3 iR

061 BHBHFELEF 2R

BB FEP 2 FEFENT i

(DB BB d # DGR » 31 * BFEFR R AT hiE e R
S BB TEATZEREBE L TEF B L
RE R ﬁff R 2d A e “’T‘?E ’@?ﬁ%#ﬁﬁ?%i 5
FIIRZRE > BRI E A EFEEY I GBI AT
TENE R RE R B2 BEICR S E RN o

Q) FREY s ulEFENRSE -

@) E#H2 F g -

(4) Be 2k 1B 3 -

() &% 2 ~# GEAEL FP o

96 vOET L



ePKI CP

6) &2 HEMR I BAEIELEABTFRAL -

(M) i @&%ﬁ‘ﬁ’?@*ﬁlﬁﬁo

@)% 22 WEHEBHZ F %

(9) Wik IB B2 £ % 4 46

(10) % F #B LM 1 (FE 03P ¢ pr s Bt G B AT E A

Wi @ w2 2R RRY Uy ¢ FiEo

9.6.23Lp ¢ w2 B2 BIR

PP SRR R E

(DR EEEY FIR -

Q#E#EY FiEFTan 2 &5 -

(3) & A & M ATIGHE S ~ L P SR IRF E

(A)FFer 2P @R BEPBHITEFLEE B TEHE
FoR 2 B AT E A g MR

O)RFEFAN T AR 2 BBEFNERE -

(6) g 3Zerf ¥ w2 % £ 44

() PR 7o 1 feersl g 2 a2f iz o

-\

9.6.3 % =2 ¥p 2 ik
O REER R IT 2
ERS S5 T SR LD
(Q)#% HEBP L LL P S EEREDTA
QB = %32 5 4F RIS -
(4)>+ i@ * BETFEREBE T AL L FEN
(5)< & &= IR"? 2R Ay e (N RES BPREEF 2
F R E) o

97 POER G



ePKI CP

(6) % + % & AL BLIBRF » o T GBI o (1 R E i
FHEFLB/ES R -

Mg+ Bt BRI wBEBH - ¢ @ISR ELE
AP T RS ey TR LRLT T REE
(b)F = F Pt g re 2 2GR RHEIF R 4

Q)L s ¢ * B3 > P ¥ B ARBEFHTLELA Ry 51
REFEFH SRR Peno ¢ 7 R &ESSLEEY
BT iIie L R 2R ERE LORIRE A * 4251

ERBEPHEL PR EGEFEL M-

Q) BHEINPELrr B BREELHR2 7% 44

0.6.4 4 B3 F 2 B 2 HF

R ERBHEFERNEFERY REREEERLT 2 F

MRl BT FRE FEE -

(2) &Gz 2 i %%},gw@)ﬁo

ORFrATES Sl

M) EFEAHKEEWBHA L TP CBERLFP AR GEERE
B e L RS R AT § ok o (M R R Rl e
2 BEF AR T)

(&@Eﬁﬁﬁ%%?iﬁ%*%o

B)BAEE % 2ePT %R E 2 7 I hRY 45 woF T NEE
Rt kAP FEERCFEESEE SR RA K
FEfEe

(7) & st tdr Flec i it o ¥ B EpF > B BRES Rdd F 3

98 PET R



ePKI CP

BREREEE AR LBERS 7 BRI A
’#’@f%?f?%%f s A2 FEd o

@)X * EEPHEEFLEEMF > Y27 THEFLTHE
’é“‘_ﬁﬁfﬁ;‘z fi'ﬁ‘ F2 052 RRGEF FITE LB wﬁﬁ

¢ B3
9655 # R H2Z BP 2 R
Z =

0.7 &% #m

5 ;s;f}\g;ﬁ_p GG AT E LR ;\:p@ o 2 H o g 2
(Disclaimers and Limitations) » »/ % 7 BIG # B T Z 2 4535 - 21§
BB FRFIR [Ta LTI AR SRS R

BT LB AR RS B F )

;7-*\
e
=H
4y
ﬁvf
s
W
#
.
=
I
-
@
k
=
i
&
EJ
+ Z
*“)‘
%
-5 \
A
[N
w3

o I E )ﬁctgﬁé)l.})@ oo R %%:];qu
wiiﬁ%’né%@ﬁ@oo@”%ﬁa@»ﬁﬁ%#iﬁ%f
LS S A 4 iga’ﬁf&‘,g_iﬁ RS E T E 0 B
(D37 = 9 Rk e &0 2 FPrERY
o S FEEBEES T A LB I A R i
(VARRRES V4 ”—ﬁ HERE RTIREE ‘Zviiﬁ R BERLT

FE A

%

99 dET R



ePKI CP

FHRAGBERL TALGARGHEREEREL R R &>
BB A E AR R iR

0.10 &2 = i 2_4 »gpr & |}

—

9.10.1 # »%
ABwFCR > eCARE G B O (54 s o
0.10.2 % 4+
ABHEITRATEAGIRERL R ¢S 0F R mRATE

N L

N -

9.10.3 % &t &R F 2 %4
MERITR LA MBI B AGEIARITEF LB - KB

IR A G o
01131 & # f 2 o 4r2 il

ACPERIENTHEBHEALZAALNE 2T I AL 5 4

so(notice) S B AEEFAR S 152 &2 BEFRT Bt L L3

i@;ﬁ*}ﬁf#? e .&;ﬁ? ii»f’f?#ggzgd KP4 B ﬁ ER A

0.12 & 3=

0.12.1 B3 25
FeREEAR 61 0F E iR A BRI R 15 BEEL

FERBALEREI A TEAR L X LA RER o

100 vOED R



ePKI CP

WY 2T R ALEARPI LD BEBERL LT
ARy - R STE S E VL T SR SPNE R g

0.12.3 ¥ & 3% 78 & JF

N

& TEFT R g T

o4

BRPFF > Gz 2 B8uB 3 713 GHEICR 2P 2 3u 5%
{ B HEFTHITEAERITAAHRZFL -

0.13 £ B, fzi-if ik

BHEHESAPN FLER LR IRLETRGED FEE
PR EF TP A I T k2P VARl BEPHEE LS
= s

A AAHETTERLBHEAE LR P EVR N

915 * 2 &

BB AR TR T2 ] BRI L R Y FAR
APREE 2R R o
0.16 338 i% ¥

9.16.1 % &3k
ABHEFCRATORE > AR AR (U0 13 F ot B R R Y 2

2

s 4% 298 - AR ’ » 2 25 2. [ 7 o
PGB ATED DGR P ol 3R
3

101 POER G



ePKI CP

BB EREE L DL BRI 2P 7 o B ERBEARFT G
* mi?‘%ﬂl—gr—}a#ﬁ%l o?& wjﬁ-ﬁ%—ﬁﬁf‘ﬁpi-@ e S ;P &;’E‘_’%
Pk M B R A SR RIS o

9.16.2 #&3k
MBEICR AT AE e B AR 2 BB IIA G E0 2 i A A

j‘/\j)]‘}u'ila \ﬁ’g‘/\ﬁ]‘é%o

0.16.3 7 A 2

WABHEIRDE- FEHF LS E R BB F ARG s

~ G T a\g i Baseline Requirements ¥t 842 & £ » {2

Baseline Requirements 2_ 4p b R T & A 15 78 FT K 97 % 2~ R AP B

2 EAERA L PR MBI EF N AP (T s s A
R B A DRRGLAFLIL L TRAER L AT ERL  F AR

FEAZER LG S EEBHEEFT BHAE S Baseline
Requirement z_4p R % @ H R 2 7 49 5 30 A Rz &2pF > P 25 FEIT
RAPIRE B RASABLRN G o L EEJ O AP A

9.16.4 & X f i

FFFEr AL REEF LA B TS ARERKAR
BT R F LY X J AT P R IR g B apd e i
o X BT ﬁ%f—%viﬁxdmﬁghii ® 2
B CAwiEE AEHE BFCR AR MR AE L
ot H ey A A kEF AR TE  FRAEIILRZ R

RN 2 f,_EFFQF!'f * oo
1

EEER-F:1

F3 Tl AR AT FENEREBHELEY R ARG

102 PET

o
D=3
~=h

>



ePKI CP

/4

WELTHT
2P BEBES T
1@‘.6 q*_\:};la_jg!p; u//Tj?}

71 )\#,E",/Tf iEiEe o

A /J_\ €8t 3
7 F]R ARG T

P

sE

1=
I_-

7 v
T -
IR A

9.17 H # %3k

3 AR E

i

7o

i G A A

o

103



ePKI CP

. ﬁﬁﬁg

Fe 4 RS AR
AAL Authenticator Assurance Level WE R EELS R
AATL Adobe Approved Trust List Adobe o7 g i H
. . BRBHET R 50
AlA Authority Infomation Access a2 o
CA Certification Authority BEWBE - SR “?f]‘ﬁ’é’:‘ 2 o
CAA Certification Authority FREEPBEE
Authorization ECALIE SURLE ¥ >
A__’Z.L)ﬁ‘v‘v %/Q,ELK/.
CCA Cross Certification Agreement o ' AR g
CARL Certification Authority AEWHEAEL G > SR
Revocation List .ﬁr 2 °
CMMI Capability Maturity Model ot R RAERT SR
Integration 2o
CP Certificate Policy BFEFTR 0 F L2 o
e Z» T ’ Kﬂ_,
CPS Certification Practice Statement GHEF AL AN
"Ffﬁ»‘r 20
. . R " -}1] ) Kﬂ_‘x é‘j—
CRL Certificate Revocation List 2 . AL g
CT Certificate Transparency BFEEP D SR KR 20
DN Distinguished Name FE— B E] LA
DNS Domain Name System SR
DV Domain Validation TR L “ﬁﬁ’ﬁ:‘ 2 o
P : ETREBEREE
eCA ePKI Root Certification Authority | 50 5k 2 o
EE End Entities BB FRHE 2
ePK] Chunghwa Telecom ecommerce | * &% & = F £ 455 #_
Public Key Infrastructure X FRHER2

104

=4

ot SN %
PER KRG AL

7



ePKI CP

#25ER w2 P LR Tk

FIPS (US Government) Federal (% B)E =1 33 ad2
Information Processing Standard | # » - 2 %45 2 -

IANA Internet Assigned Numbers PR A LN Y
Authority o A 2 o

IETF Internet Engineering Task Force jt_xz% ;E;gﬁi ﬂj

\Y Individual Validation B ARz FLHE2 -

NIST | Insitts of Stncrdeand | (F PR B foskior
Technology L F ARG 2

OCSP Online Certificate Status Protocol | 4t} & 78 4% fi 5 2_o

OID Object Identifier oot SR n AR > R L MR 20

oV Organization Validation @%%ﬁ’$RWﬁQO

PIN Personal Identification Number B AW o

PKCS Public Key Cryptography SR EGTAERE &
Standards NS 2 e

RA Registration Authority PP L R HER2 o

RFC Request for Comments i{?; BRAGFAH

SSL Secure Sockets Layer X IR S L 20

TLS Transport Layer Security @ﬁ%]/é] E Do SRR 20

UPS Uninterrupted Power System FOETR koo R R 20

105 PET RGN



ePKI CP

A A 2 %
i P~ (Access) AT IRAIL R i 4 o
LAl BB Y ARG
(Access Control) BTk ST R PR UL R AR
,f’vﬁf\#’l‘ é__—-} ?E%,}.E_IE.EQ:(M_&F;} j\PBE—I‘f‘ ‘ IV
(Activation Data) LT RFAIER) G EMTE ER ’F‘*“?‘

B HEE A A AN EEE S

;ﬁ—iﬁ (Applicant) (e g7 i b 2 o

FHI(ZLEFTHEe RN RDEYTH
§ A (Archive) %%ﬁ FOH Ok A R AEPIRGE T ¥ IR
R IRIEE Y i o

%uﬁﬁﬁ%wé%b%**iﬂﬁi%

-7 (Assurance) @ (B s £ AR RPP EAENS 1
T % 2% 18]
wawhiﬁﬁaﬁzsrl&ﬁw[ﬁﬁﬁj}
-2 & & (Assurance lf%z&?ﬁi\ MEFERE LEE 2 5 2
Level) IE]/
Gl ot 3 R LK o AR A e A i
. : FCRE FERSE ~ THEHRF A d] s s 2
* (Audit i’ : +
fatu( ) AARERGE gL A EFTHIKEZ D
% o
Py RPRE A RERER 2 G REE e T 1
nl T Bgd TR R BE Y o
(Audit Data) %@ipyﬁzl?* ' FRERTE
#-w| (Authenticate) PR BRI LA I a2 B o
(zz =& * ’“Lﬂ‘ TIFI A L IR ARR AR
) B o [NIST.SP.800-63-2 Electronic
FH| AR

- Authentication Guideline]
(Authentication)

(Q* zzpRdE L s RiRFL % 2
Hw o A EKREDR 4«%%1{43‘I‘ﬁé¢?"”‘?%*§

106 PET R



ePKI CP

VIR R T
K(\I—i—' = °
Q)& w F L oz A - [A Guide to

Understanding Identification and

Authentication in Trusted Systems]

A AT3) e #-w| (Mutual Authentication) £_
a‘g’;‘”‘& f;; S ARl B U A
\?_,]J o
%‘é%x%@%%ﬁxﬂ%%iﬁﬁ’ﬁ
BT Ve 7 I MPEBENRLEEHE 3;(OCSP)H’J

(Authority Infomation
Access, AlA)

JRAr iy > 2 BRBEBELERE
fzeT g imo&ﬁ~ﬁmﬁi»%ﬂv
Bt LR RE BT -

% > (Backup)

AN ERET R R .

~ ¥ 2 (Binding)

e AR DT I R Rl (R )i Ae o

2 4 #x i (Biometric)

LR L i

& 1B E (CA
Certificate)

B BB I -

R 4 3R B
(Capability Maturity
Model Integration,
CMMI)

d £ W+ A E % < & (Carnegie Mellon
University) = &t 48 1 42 # 7 1 (Software
Engineering Institute) p CMM 2_ (& #% ! enig 37
A o CMMI 23] 50 5 B A8 ez * 2 =
- BRESOE E P ROE Rk ERE 2P
e B4 g 2 .H_Fk e AL o

1& 7 (Certificate)

P%——E\‘}l o IJEE_F?_“‘

\
A«
2 I';k 6

QFM2BFRPF e
& B EBE -

A.
B.
C.
D. !

|



ePKI CP

&

E 836 BHEL 8T -

AAGEIR? TR E D R ﬁﬂuﬁ~
L5 X509 V3o P Al “BmrcR” B
PR 3 RIGE TR 2 P i n g g

=%
FE °

R RV S R %E‘ = UGN

")El}z B Fﬁ

F’\“Lrﬂ%—lfi\ﬁl’ft\i”ﬁ%%iﬁz\ﬂ‘ F A BT
eR RV & /”‘f}f BLEATZREAEA(N)ETEE Jﬁfi- —"szr
(Certificate Approver) FREL 1%z 3 EEREN 1\* (||)++

AR B EEG TR L2 SSL @ Fl;igfif

Vo

i

D EFEFE2ZIBHE 2L [RFEF2F 2
& v 4 w5l
(Certification Authority, | (2) 5 @& * Foerf T S # E G §
CA) #F & F I ITU-T X509 542 2> B £4%18

}S 2 )a Fg‘t}%fﬁ}%} Ls /3L+1| ‘\‘ )& P-E’-%(\ 'L ‘}’U °

BB R EF B R

(Certification Authority
Authorization, CAA)

CAA i Lf 5 S F IRk 4-(DNS Resource
Record) /o 37 e gt &4 i se2 it LG H 4p
TRAPH(- BB E B eR
ExEE - FF CAAFT hesiiFaKip i
LB HEF S LALA] 0 S 2
& FE b '& o [RFC 6844]

B A A i
(Certification Authority
Revocation List, CARL)

SR ERPLGE AL
LIRS B & AIE (7 T BB I
&FE.E j )\E‘%&u

& F T K
(Certificate Policy, CP)

D)% 1EETE* 28 & FRars#2 1
BARR] RS ST LR LAk
P& 27 RZBT [BEFIFTERA
ER{fmEAENS 1FF 2ES 354

Y

QE#EFK G EBEREFERFIT TR
% ”T’TL\F%F”%é;\m? 9 iR o BT
R ¢ Sl GENM 22+~ 3
W BE YRR R A

108 vOET B

L

"1

AN
)

|



ePKI CP

&

PRI LHRA - BHEFTR T B i
FIEH G2 X > A EREE RN R
%@ﬁm&¥°ﬁﬂfﬁﬁﬁm@ S
i o G2 BAp MBS ik
T 77 % 2PRIE o

R IATERE
(Certification Practice
Statement, CPS)

() BRBHE S 22 > v RE BRI
rIiT aﬁamﬂsawiiﬁ«»r%
P o %F’,'ﬂ‘g_q-/z 2 1% % 7 3]

(22 R BRBEHERL FEEA (¢ 4
@%‘@?‘%ﬁ‘@ﬂﬁ$%iﬁiﬁi
ERETG R P TRERRSH U RIS
=R )x o

B AL

(Certificate Revocation
List, CRL)

W BB fr e 2R L L6
%11 o[7§i$¢§jz\l%;pﬂl}_?:}’@i\p9:i]:§_gg
:)f’l ”)’21';1:!}18:@:]

(2)d G g FH o FE fd 2
BB TES 2 & ‘ﬂﬁﬂﬂ 2 AR AL 2
& i

& 7% P i (Certificate
Transparency, CT)

GESM A5 - B aFE SRR
RRL Y O B E OB *xk*?’-ﬁ#(fm Bora SSL
ﬁﬁ;%iﬁﬁwmﬁ RBFEDEFE
_igéﬁéﬁﬁ&ﬁ-ﬁ~CAﬁﬁﬂ%%‘”i
feif i@ * 5 o RH MR E AT AR K
LET T2 HP KR E- BE ¥
3 TLS/SSL G141 % % 4F T_TLS/SSL
@iméwffﬁAm“Wmﬁﬁ’u%ﬁ
& 7 #Wﬁ*%o%i AP AR d G
ECA U .E;;#D;'z"ja &pﬁ.fﬁ"ﬁ;‘z“:
BEZITE A o

L%
(Compromise)

A%*%+ﬁ% AL AR T
VA ﬁﬁ§i~%§%ﬁ
%\n;&\giaﬁ_gﬂo

s 5 12
(Confidentiality)

A PN 77 ,
109 PER R



ePKI CP

VB L e
) UL A TR 2 T R
g.fsf]%%‘—g(Contract oL ﬁ,}q X f 2
?F ﬁ-f”,&;mz\’?‘—’»i}k’% ;E"_ > B P’}E

Signer)

Ak R ERET BReA R

L3RR
(Cross-Certificate)

o B E =Y < (Root CA)z fFaz =
MGl BEE B 1 REEBIEGE

2 3 REER S (Cross
Certification Agreement,
CCA)

(CA Certificate) » @ 2t% = 5 z& -

ﬂ R l”t’ T3 Pl\iFﬁ-@Fﬁ-%‘x‘*‘?‘ﬁ} R )@
%ﬁ@¢“”*\W£%E@¢ ey
T2 R BEF EERBFRORR -

5& o

AR B
(Cryptographic Module)

18~ ~wpRlaade s * U
FM%*M*%&)—%(’ R IF B E) T ¥

we g p»“ﬁ‘ﬂm?%§ﬁ7 poe

7k % &4 (Data
Integrity)

R ARl e e

R TR

¥ ¢4 (Domain
Name)

et LAk SA fe ¥ - B & Eh(node) ik
#(label) o 7~ TrgEde IP =u 5 A 8% % R
275 L

fe32 A% st(Domain
Name System, DNS)

Reeds AR L IP nk R EIRTE o

SSL /& 2 7% » g—wr G AR 5
=% 2& (Domain AFHH 22 mHA R AL /w\ r&cé Fx o
Validation, DV) PR EFEASSL EF 2 frk > VI ETLS 4
R e i i E ﬁ:f A o
BRI ENEEFE AR 2 NEY S
B EF - TR RZHETAHR “‘%‘Lf‘”’%éﬁﬁ%
(Digital Signature) HHELR V27355 TR 45
Bk o[RS ERE P 2159 3K]
BEWH = ood T ol VAR
15 & » 4P (Duration) (notBefore) 2 “ 4 »c #p L o BT
(notAfter)= B =+ #f 91 = o
TP A i e B LB (4 W) AL B)UERER §
(E-commerce) b 47 2 4p B PRA% o
110 PETRRPG IS



ePKI CP

e MR
(End Entity)

TH
BARHEXY s T S MR
OF SRS EN AR m%%f%%p

(2), FARHERBHEPRTEFER
(%mfmﬁﬁﬁﬁirkﬂaﬁﬁw
T#)’ﬁ?r’fe;zzﬁméé SRR
2364 R~ sk~ & 2 (Account) ’“f*i,%_ 2
£k 5 (Site) ©

PER G OR SGAH

F‘%?ﬂﬁp’?}il)}’ﬁﬁi;} LT F LR
+ 2
& # (Chunghwa ErT S EAAAAIEE &R ITU-T X500
Telecom ecommerce S Y PP PY IC T aR L
Public Key NEIFREDI J{f;l_mﬁz FERH o
Infrastructure, ePKI) ’ o
vOEDT B S . "

@cﬁ,‘pa&\:ﬁ_ﬂ:{ﬁ\?ﬂ 1§E‘§%,;ﬂ—‘:}:\- BG o Eﬂ;ﬁﬁi’l\?{zi) )&;

% R ¢ (Chunghwa
Telecom Certificate
Policy Management
Authority - f§ fLrc i ?
mEtE¢)

FERETFIREM ’5‘:’}# PTG ;sﬁg
T#-"E I ERBEGE "“1‘}3}’}#:—1’1‘5 e %—; H
WFREEF I TEARESR EL'*’&@B‘? mE
I8 o

PELLDEREREEY
= (ePKI Root CA, eCA)

PELIL AR EHGAAE RN TIREEP
(Root Certification Authority, Root CA) » .yt
R P ) AR S
B EWMHE B o 2455 TIEL AR -

Bij 20 3 ST AR 2
(Federal Information
Processing Standard,
FIPS)

R R U R
FrEs R SRR e B30 2 F AT R
BoH ¢ BAH Y >F RAEE L FIPS % 140
g HLIE ({47 FIPS 140) » FIPS 140-2 #- 7% #iC
ERAFILEE 22T R &+ Bx 27 R4
WA SR A BE>E R

RS BETH(FR)F AR ek TR
(Firewall) PG| e i B o

s L oge iR LA ﬁ”*&#ﬂ TR R IE A P o o
= - 4 o = AL ek 24 F 54
(Fully Qualified Domain WAL ¢ AR ﬁ-" e e fj?‘\ ? a'%%ﬁ
Name, FQDN) ERHORAE DAL B R LA A o bl

ourserver.ourdomain.com.tw o ourserver £_3 %

111 PoET R R

3

K

AN
A

|



ePKI CP

&
# # > ourdomain.com.tw E_% k% &L
ourdomain #_% 3 k& 38 4L > . com EJ

43¢ L #(Second-Level Domain) > .tw B {

B 78 s e i i (Country Code Top-Level
Domain, ccTLD). = 2 v~ & i & FrR B -

(SEREY

# A 7% (Individual
Validation, 1V)

SSL & # #%ﬁﬁﬁﬂf“ﬂwﬁ%lé%4
BT Dk RIGEDRE
"s&\%&\iﬁ]b&ifﬁ' J’if =2 B A E s o F{@ 4:':_12 %‘-‘:
B A %73 SSL G2 k> ¥ £ & TLS 4
R TIRY] afrl‘g?‘ e rh 2 ﬁ‘—ﬁ FIR—- B AT
Fr R i@ R F—"}IL’Dj{IH 0

’1}»—'71

=
(Integrity)

HTRORIE > R AT LA LR h
FLH o TSR R A @lf@ 5 BE S RE G T
BB AR 2 Rl Y g 2 L

T

R E I A7 E IR R
(Internet Engineering

Task Force, IETF)

é —%,'— e oz e *ﬁl_gmpa ”}P fr;}&ﬁj 7_ 4 ‘?75' y &
PEREIAER S E 0 @ W
g gy o F 2 e xk T https://wwwietf.org/ o

£ R
(Key Escrow)

Bk 2 R R AR Ry H\ijgﬁjmﬁ‘
PR R g) R e i e
Fr MR RROERE R L BS LB
IV Fﬁqf&ﬂﬁﬁ#ﬁ;%-}«# _;,_’:';/\qf = é:.' X5
- G ET o R RRR L P * 2
& A o

% 4 ¥t (Key Pair)

AR EF AN A &G TR

(ngalisiﬁ#x@ﬂaﬁ%,a&ﬁ%
WALEF P XM GOT 1L 247 1R
B oo

QAP 13 4gda ¥ 13 240838
Ak RA )T T

R B RURS 4 P iR
(Internet Assigned
Numbers Authority,

F R EREREE R R P g s
4
X

i
B LA S H U Sz wg o

112 4


https://www.ietf.org/

ePKI CP

VIR L3 TR
IANA)
&% BB H(ssuing | 20 1 REHES T o 58 G G E B
CA) E'P%“-F* ZIREE Fﬁ-ﬁﬁ*ﬁ‘
) B an‘%]?;jn: gkﬂjﬁ.yfﬁ_ FE iF-= l[a;vsr-— =
f"% ?’%}‘\&*?—(Namlng A > X v A H 2F Y, 3
PN HAg s 5 ovE — T ¥
Authority) i f‘ LRI RRAEPN s E- T

ERN S i F
% F(National Institute
of Standards and
Technology, NIST)

F o 4 b fhttp://lwww.nist.gov/ - # i B i
xmﬂwiﬁiﬁﬁ » Bt b il E R
OpFT{eA F S 4 Jad R B R
Pl e g GAE 2T el 4 FEF o B
P2 AW RAREARTE R RE - 2K D
TRARL NGOl ok e YA
FARER A ST S5 o

[ e
(Non-Repudlation)

1EN

i*?’“”*“i* ifhf—)“%@iégﬁﬂg & ﬁpﬂﬁi’]zx

%R AR 7 i g
413 R Wﬁiﬁﬁx@@”i R
LB ALY KPR BHREER R
ﬁﬁ%ﬂﬁ&*qﬁ¢ﬂﬁﬁwﬁﬁ £ 477 &
%og;é S X pﬁi%a

J7 12 3 %] 75 (Object
Identifier, OID)

(1)1 FEr F A N e 2 vE— BB > 3
| R TR R ’]@—,E w t“ K Ar2T g 2 rp
M A TP > TF AR H J!"’—k%ljvg[— ¥
W2 BHEICE BB B
U LA B 1 - [ERT TR
AERPPEFERNS L5 2% 457]

(2) & F'E 7 2 AR E4 H (1SO) 31y ¥ 5
NS FHRE RS AP 2
B> T 051 h e — RS AR o 4o
BB EMAHIEEY T o BB Ry

B r B ICE R 6 RSB

REPBHEMLE AT
(Online Certificate Status

& ki A 3 % (Online Certificate
Status Protocol) ¥~ fa4 t G L1 20 &

v

113 JE

o

~=\

>


http://www.nist.gov/

ePKI CP

Kl
vlER L3

Protocol, OCSP)

FRE 2
(Out-of-Band)

&
CHGEEF BT Y AT REBEL

(B4 e )%\,IE ~FoARE) e
RIS PR BlAeR R
WHREE CREEA - P - 3 ATARS -

‘e % % 7 (Organization
Valldatlon, ov)

SSL G # %% 4P ,uf—i S 2

PRI AEN T ¥ RRGHEDFRE S KB
Brgnt f 2 BRARA S o milgE R
e BE ] SSL G s o ¥ R TLS 4
M o ArE e By F AT
TR 2 % A

% o
¥ % & s(Private Key) | (2) Bie R 24437 - % RS R TR
Gk M o
hipS AEBEY o L AT IERDR o
DedF &Y o * UEHRFREZEF T 2
ik o
. (Q it fa®m bdgi? » F UHPE T TR

CEACE L X

hips fiER Y o
;%_57373;\1)2} FJ!E —‘?’1 lf” o

SR EGTHATRE
(Public Key

Cryptography Standards,

PKCS)

RSA % » 2 7T HRSA ¥ 5% 3 5 it
SR EdgE R Y > I EE - iAo B

EHBARIFEE RS FREY o

DB g AR IE R
(Public Key

diEE K R AR R E R
A~ AR s P eRIA B & 0 R LR

)i | IA }1_% l”'_';.? k% Iﬁ‘«ljk—'u <\ @ i z 2} ‘ ’)
Infrastructure, PKI) I % F HHS Ay 4 &
R °
114 ET LR LD



ePKI CP

&

(Registration Authority,
RA)

3 A A E R @R 2 A G E S -

% 4 1 # (Re-key (a
certificate))

ARV P AR H 2 B2
>p
T

x
o F I AT B 4§ AT

= ﬁ-P )& Jic;lz
(Relying Party)

#%l f‘—? d’? »:'T’]:‘C’;i Ea f&;fﬁﬁ-
}%i\;p’; TR ERE 1

%°[&ﬁ?£w%%%$
% 21%% 6]

15 7 & £F (Renew (a
certificate)

Fd REATORE > NER SR £ EST

BTG oA

=
(Repository)

D gz GR@M T
z_ ¥ g % ku(Trustworthy System) o [f& i
FHEEAREFPIAENS 1 3% 2
% 78]

Q)¢ 7z AEHEITKL BHEPY
B oo

T anf

i IP =t (Reserved
IP Addresses)

IANA % 2 5 %7 1 IPv4 &8 IPV6 =4t » 28
http://www.iana.org/assignments/ipv4-address-s
pace/ipv4-address-space.xmi ey

http://www.iana.org/assignments/ipv6-address-s
pace/ipv6-address-space.xmi

15 7 B¢ 1k (Revoke a

e/ m”ﬁ*xﬁﬁF’“p\’a‘%awﬂH@ % niE (T oo

Certificate)

d R R R AL E ] BUHH%hm—}
e £ 2 g 4
Eﬁe‘f;&iifg} L3 7| ,’i,ﬁ':l‘ & 7R S UNIX fripes e

Comments,RFC)

ﬁﬁﬁ%%‘ﬁiﬁﬁﬁiﬁ%ﬁﬁﬁ,u
S Lo

1218 & #% H-(Root
Certification Authority,
Root CA)

- BB LA AAERY BT %m@ﬁﬁ
%1 RET B CABRR P KB o
'“@ Bl Bt BHRE LT o P v
p?ﬁv’—;’@pﬂ“"giﬂ"‘w‘\ﬁsgéﬂ B

% >4 A & (Secure
Sockets Layer, SSL)

% F = @ (Netscape)d 11 Web i §f % F5 97 4% )
m%{i *ﬁﬁ%ﬁﬁﬁﬁﬁéﬁﬂ%’
Xy i 1B i ‘;ﬂ—'a XML R T PR B

***W

115 4

\m‘-

«“/
=4



ePKI CP

&

B 2 e (T R o

RN B i Sl S LR
Wz m bl o Bk BT K2 (blde t HTTP
FTP ~ Telnet % )it %38 # 2= = »% SSL 2 % 2
+ oSSL pA T At A AL fiiﬁfrﬁé =z
FARIFEE UG BT LR RIRE
e o gt T2 iz A TLS(Transport
Layer Security) = Z_

e 22 g

Y \:E_ —_

AR 11

B 3% & 7 (Self-1ssued
Certificate)

PABE NEEPEL# £40 BHERR
RERTEFZEBE I A APNEERER
H PR BT RE Y N2 ATE A4
R G@Es T BEG IR Y o

B % 1§ %% (Self-Signed
Certificate)

PRBEARBEDEE Y AT BRL Y
A T LE:
AP R AR HE S RN GO B 4
e H B TR ORE -

Y N Y IC T TR
SRR 2 A A
IW‘:J :UﬂKF'/ ’ P\ Al“u’gﬂﬂ ;\‘.;r"f’l’;\ﬁ't? $%
2B ?%i?ﬁ*@@'@éﬁwk
[E=N ﬁ’P?&/“’i‘.ﬁ’i}ﬂs F r},uﬁ)’}},7g
SR T BEEB B 3 A
B A L P A

itEEBHE
(Subject CA)

$ 1 3EIG % ﬁ‘ﬁ#’& 7 (CA Certificate) @
2515 % m?& % 3 4 (Subject) #74p el ’31%“#
”’mﬁe—p R E G E.’F)ﬁf#

TREERE
(Subordinate CA)

ﬁm BAMGAARERS
fllﬁ@ﬁﬁﬁﬁﬁﬁ%’fﬁagﬁﬁ
T LB G R -

* o

(Subscriber)

LT AH B f4E(R 3 PR B A
B AR R RREE

(8) & % B3 L TP 2 A RY -
(D)fet Bt 7| 2B R E2 + % 4

116 PoET R R

3

K

AN
A

|



ePKI CP

&

% °

)+ & 7 LHE S .

FHEE

R
(Threat)

R enav g 2T (e EEE - HE -
ERB T HAEFRE) DT PR RSE
%o % & 5 P 3% f(Internal Threat)£2 #F 38 2
¥ (External Threat) b #8 = § & 45 1% 22 2
B TS BT AR PG K
%%%ﬁﬁiﬁéﬁﬁﬁm%%aﬁfo?
«Kﬂ‘%"’njg kp IR RGEAE T HF R
BB BB (¢ BET f'm.ﬂﬂ& e
BTN B o B g S JRETIRAN) DB A o

EEREy
(Time-stamp)

5 i m*ﬁ’*tﬁfﬁ”ﬁil“” ’“2;%‘ A
+%£I\ﬁtli«f” R ] R 2

i 33%] & % 2 (Transport
Layer Security, TLS)

d IETF #-SSL 3.0 % % 437 = RFC 2246 >
#-H AL TLS 1.0 £ 2> 2 4t RFC 5246 %
RFC 6176 § #75%< A > 7= % TLS 1.2 % T_- 2018
# |IETF =2 & 375%< &~ RFC 8446 » = TLS 1.3
e

LHE
(Trust List)

i G 2 i

=28
P °

=4 2 ¥ &Fg‘ﬂ’i’f "G

BREEI R
(Trusted Certificate)

5B T
4«%Hm@%o

Fd & >rV F2 BiF
1L fk\ﬁ)&’}i‘ v ’""‘i’é’ g T Fm

b o T BT 2 AR X fLE IR AR o
rw ﬂ#(‘&f"’%ﬂ, ~FHR T )T
- 7R RS KA F TR I
(Uninterrupted Power 4o P PR asa iﬁt\g:—grﬁg@g&% Ao B &R
System, UPS) —,tFr&L*@’,g,F;,Lk_ﬁg;:;}f;j% TR 8 23
v B gl iq #’;%!J o

% 7¢ (Validation)

R B AR o SR FE AL W
(identification) e+ & & » EdpE 2 BFY 3
Xl o # F 2 3w o [RFC 3647]

F] “~ g8

)& }3\3‘ «3_-'5

WebTrust

‘v £ 5 ¢ 37 o ¢ (Chartered Professional

117 PET LR

3

K

AN
A

|



ePKI CP

ClES e 2

Accountants Canada, CPA Canada) 44} 7 #%
He e WebTrust Program 78 P 4] 224 o
de £ % g 3HfF o g4 £ WebTrust for CA i 71
EF2 FmE o

_ ches B 3 N pk L ol 5 3 ok, B g Tkl
it (Zeroize) PR A = 2P

Bl AR R

T

E

I

118 oD



