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1 & #%
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Public Key Infrastructure, ePKI» 1 ™ i i A KA ZR) R &7 T 5
Wird NP (T AP EB TS R 2T I AAA

50 3k

~
-\

-

o

FR R OT FINERIR S K e

& i& 7 7o i (Certificate Policy, CP)fx iz 437 + & £ 2 T2 1
e R M2 AR B R 28 4o e 2 R 2 1 F2 iF 73] %2 (Internet Engineering Task
Force, IETF) #c 42 r % 2 2 (Request for Comments, RFC) 3647 ~
ITU-T X.509-RFC 5280 % & & % #- £ /F| T & 4 3 (CA/Browser Forum,
http://www.cabforum.org) Baseline Requirements for the Issuance and
Management of Publicly-Trusted Certificates( "+ = #§ £ Baseline
Requirements) 737 22 s ik * & » 11 s ePKIl & &S TE &
¥ % 17 % 7k % (Certification Practice Statement, CPS)2_ iz 7§ -

ABHEFCR E TE 5 A A Bu F% 5 & (Identity Assurance
Level » mT BfFEEER) i 5 1% % 2% % 3%~ %4
BfriplFe FaBF AR F o FEMRARF o &R ITU-T X509 #
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§F 1B EEAC K NS AT BB

EHEPERERA PR UBL FEILNERELH R B

(2 B M S EHF - FREE D f 3 & s(Private
Key)z_ 4p i it £ 425 o
(3) @H#FHL P et = (Subscribers)# 2 %8 (Subject) #_F sc 7 iy
FRBREY e P B AR HEL TR &4 bl 2
R pHAANET AP R A TR REREY L FRER
B¢ “Tie L enig A R (Subject) & 2 B £ 4 (Public Key)z
i 2R %(Binding) o
AAHERZBEPB LS A & R EFC S A et
A A LR PN BB I 7 i 7 3 E (Interoperability) » ¥ ¥ ¥
- HERP R EGAHERGEEFIAR
TEZOBPRBFE R AAFEED m-g,-;{ TiFH U O
EMFAAIZRALE T 7 ALY 7 L OH 2 (Equivalent)pF s o u3F
A ik 7 5T L P 35 o (policyMappings extension) i i+ i@ * & R #FiE%
2 G FT K A g o
i%@¢-7&@%ﬁﬁ“%@ £ E R R R
FERLAET LERORERABF Y CRECGFEEY T BB
BT P BB R NBARZEEIE Y PR CIHER
VA FH R R F RN R F B E PR (Issuing CA)
-5’ i R85 7 4 - (Subject CA)2 7 sl 2 wc i ¥ ph B 14 -
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;Ln
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(Cross-Certification) o 4o & A A % ¢h ahd s 1f 7 1% f;_rﬂ%l * NG
Foikm sl e BPAL MR ZIB WD FEF o

1.1 =&

1.1.1 B &5 K
& FR AL fE e B T # (Information Technology) 54,
¥ & Pl (Guideline) - & ngz‘ainjp A - BT 2 R B R T
FIEZ 1 2R ZHEHEAFRT AFIZAFLAELRFL 2] 2
T o~ AHEX
EREAEE F- ALY R RERET REA BERET LK
C LM B EFCR Y BRI R REE T A EREI S

BRHE RS ERBE G LLE DA

o]

NS B EREE LD E RS EENE BE

eCA g # LA & (Self-Signed)s i » + L Aot i aniz i 4z
o AR B K I E 4 eCA B 3 - ik B BIE 1R 2 17 6] > eCA
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12 & L2 39

AFTRZ LRGP RGO F &4 #HE R G % 5K (Certificate
Policy for the Chunghwa Telecom ecommerce Public Key
Infrastructure) » A%< & 5 % 195" > =2 p ¥ 5 110 £ 04 » 22 p >
AEBHEICL Z BFTR AT A T e | B 1 https://eca.hinet.net
https://ePKIl.com.tw - &1 & # PG (F 7 p R EE)C F GE
FoR Rty e BB E R o T & & & id-cht arc 3ip g
FOR A 12 2 A

id-cht ::= {2 16 886 1}

id-cht-ePKI ::= {2 16 886 1 100}

id-cht-ePKI-certpolicy::= {id-cht-ePKI 0}

w ¥ A LA FEpumE

Bl3E % | id-cht-ePKI-certpolicy-testAssurance {id-cht-ePKI-certpolicy 0}

>

A

1 % | id-cht-ePKI-certpolicy-class1Assurance | {id-cht-ePKI-certpolicy 1}

% 2 % | id-cht-ePKI-certpolicy-class2Assurance | {id-cht-ePKI-certpolicy 2}
% 3 % | id-cht-ePKI-certpolicy-class3Assurance | {id-cht-ePKl-certpolicy 3}
% 4 % | id-cht-ePKI-certpolicy- class4Assurance | {id-cht-ePKI-certpolicy 4}

Fakd datumH Beim p A 103 £ 12 7 e e g ¢ b
e il s 2 ¢ ow (Internet Assigned Numbers Authority, IANA):
P 2§ A ¢ % #ig (Private Enterprise Number, PEN)3Z# 7 id-pen-cht
arc e T 1 A ) A

id-pen-cht ::= {136 14123459}

id-pen-cht-ePKI ::= {136 14 123459 100}

id-pen-cht-ePKI-certpolicy::= { id-pen-cht-ePKI 0}
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FEle P EBum A FEBLBE
P2k ;(:]-Cpeen-cht-ePKl-certpol|cy-testAssur {id-pen-cht-ePKI-certpolicy 0}
P id-pen-cht-ePKI-certpolicy-class1As | . .
¥ 1% surance {id-pen-cht-ePKI-certpolicy 1}
PR id-pen-cht-ePKI-certpolicy-class2As | . .
¥ 2 5 surance {id-pen-cht-ePKI-certpolicy 2}
5 3 ;?J}gir;écht-ePKl-certpol|cy-class3As {id-pen-cht-ePK I-certpolicy 3}

54 % id-pen-cht-ePKI-certpolicy-class4As

surance {lid-pen-cht-ePKl-certpolicy 4}

FABEFRNSBEPRLBET HTEARL SSL BEEH
1 22 Baseline Requirements {7 5x & 3 iE i@ % — RT3 l%.-i.\%

75 Baseline Requirements % 3x

TG #isHE &% &% ¢+ £ Baseline Requirements i i i
WebTrust Principles and Criteria for Certification Authorities - SSL
Baseline with Network Security (1 ™ f§ # WebTrust for CA—SSL
Baseline) *h f 45 F & - ~ %f&?ﬁ%ﬁﬁﬁﬁﬂfi‘iéﬁﬁ * 2 SSLIGHT 6 *
CA/Browser Forum 2. ‘= % 5% 3 (Organization Validation, OV)3] SSL /&
ore R P2 o@ow] B ({joint - iso - itu - t(2) international -
organizations(23) ca- browser- forum(140) certificate- policies(1)
baseline- requirements(2) organization-validated(2)} (2.23.140.1.2.2)) ~

% v# (Domain Validation, DV)Z] SSL & & s< % i z8%) £ ({joint
- iso- itu- t(2) international - organizations(23) ca- browser -
forum(140) certificate- policies(1) baseline- requirements(2) domain-
validated(1)} (2.23.140.1.2.1))¢# i# A %% (Individual Validation, 1V)3]
SSL & #% sr ¥ 4 2 3 %) 45 ({joint- iso- itu- t(2) international -

organizations(23) ca- browser- forum(140) certificate- policies(1)
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baseline- requirements(2) individual-validated(3)} (2.23.140.1.2.3)) -

TREBEPEEEE BT PDF B2 S RR(EF Y
BHABAZERERELS 12 & 3 BEE)TRY P EBUE
1.3.6.1.4.1.23459.100.0.9 » y* 4~ i G %25 5 Adobe ¥ 13 #f i H
(Adobe Approved Trust List, AATL)*7 % #f °

133 &4 f

131k RERLE €
FBOREHAHERTFT LG L B F IR R
AAZRAEFE I FF T UAAHERA T > AP E YL
ET G @#FRKE 2L B ¢ (Chunghwa Telecom Certificate Policy
Management Authority » ™ T R ERE ) F AP HA
AR end B> N TRP R ERL R € chied 2 1 Pz
PEARERZEA LA P ERRABRGUGA P RBERS Y
Bl ARG 1A SR 2P Tk K
ZHR63294 0P ETCHBUEUCSSPEEE P FH AT
B Tl $RPRAL AL 2 R0k L (T2
T iE 33 pl 4o o
()#4E2 £ F ePKI & BB £mA -
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REF R 2 ¥ T o
eCA B> IBEF I ITE AR 37T BB FB 2 858 5
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& # 4% 37 % (SHA-256) :
CO A6 F4 DC 63 A2 4B FD CF 54 EF 2A 6A 08 2A 0OA 72 DE 35 80
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By 2004 £ 12 % 20 p 1 2034 & 12 % 20 p

£ 4x7E%E/ £ 4% B © RSA 4096 with SHA-1
()% 2 %% FREBRLFDY < f FBRE
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] 43#%] « (SHA-256) :
1E51942B 84 FD 46 7B F7 7D 1C 89 DA 24 1C 04 25 4D C8 F3 EF
A4C 2245 1F E7 A8 99 78 BD CD 4F

G e 12015 & 11 % 17 p % 2037 & 12 * 31 p i+

£ 4785/ £ 4% & ° RSA 4096 with SHA-256

(3% 3% ETLEEAF RS < f EEE
ePKI Root Certification Authority - G3
2 /JS};‘«, %;{ :

62 37 e0 1b 9a ae 4e 4d 8 62 29 bb 44 49 7b 01
& 4 ¥ (SHA-) -

cf 5f 43 17 b8 e5 55 3f 65 8e 18 02 ff 80 63 44 7a cl 76 15
& 3# 4% 47 % (SHA-256) :

55 8F AB 7F 4B 5D FF 16 B6 8B A4 E4 OD 1D 3E 94 OE FA 9B 01
335061 7D 6F 37 7C 1724 D9 D4 21

sy 12019 £ 04 7 30 p 1 2037 &£ 12 % 31 p it
& 4758/ & 45 R RSA 4096 with SHA-256
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BERFBEET A O

2

gl

h# r-grzrbu—ﬁ % e ‘/L;fg‘l%'}’\j‘)@pﬁ‘f{
K2 BHBEEE FLRFRY i B AR L Z L
A E =

D% 1&ke #Fdrg 73?/_\:1 = 210G ”ﬁk‘fﬁ’&‘z

Public Certification Authority
BEE S

0097 3cc9 4d 44 cfe9 a2 el 4f 52 e9 a5 94 al 5a
& #+4p ¥ (SHA-L) :

d6 d5 c¢7 92 ad 6b 2e 3a b9 b4 23 01 4e 1b 40 e5 76 d8 ec bf
& 3 4%47 = (SHA-256) :

4BD16F4955F3F3C9C8EA48EF9995324D A512 17
24 F8 99 15 D5 F2 C9 1E BO BA EF 23 37

BEscdp 12007 # 57 16 p 3 2027 #5 % 16 p
£ 457/ & #5 & © RSA 2048 with SHA-1

Al. Public Certification Authority - G2
BEE S

14 3596 f2 44 1a 71 67 98 3f fc 95 97 41 9b 53
& #447 = (SHA)

78 62 ca ba b6 3a c7 a7 4e 07 56 a8 f8 6a 2c 02 1a 9f 69 b3
& % 45 ' (SHA-256) :

DA E3 43 4F 69 6F C9 FO F6 52 E1 B2 A6 F6 9B 5E 92 73 DO
9F 43 BD 3B DD 47 17 D6 14 1F 8C D2 C2

Bz 12014 & 127 11p 3 2034 & 12 7 11 p

L 4kEA/ £ 45 B © RSA 2048 with SHA-256
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A2. Public Certification Authority - G2
GER R
00 ce 60 97 fd 33 el 2d a0 75 ce dc 96 5d c0 c4 a3
& 7 +4p 2 (SHA-L) :
dd b1 3c 36 50 3d ba d9 4a b0 b2 e3 89 e3 bb f4 91 31 3e 5f
1G4 2 (SHA-256) :
F5 FB 67 C8 45 3E DA 34 DB EC 8A 76 65 74 FO 7A 03 54
8C 08 4A F2 F5 E6 45 5E A7 69 60 8D 9A D5
ByEscdp 12014 & 127 11 p 3 2034 & 12 7 11 p

£ 4755/ & #kx+% & - RSA 2048 with SHA-256
@)% 3ikd ELRA* BRERFELY w2 BREBHER
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BEE S
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& ?ﬁ%’*a‘fq 2 (SHA-256) :
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8997 28 A0 7TA E8 76 7D 5F 65 B5 09 95
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DA 3129 3D 6597 81 C6 9E 00 85 C7 32 A2 81 1D B5 OE 5C
C576 9091 49 B8 0A 98 A9 BO F9 3F D9
gy 2019 # 10 ® 18 p 1 2037 £ 12 % 30 p
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89 11 6¢ 00 c6 ba 5b f4 4b 98 23
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£ 4785/ £ 4% R - RSA 4096 with SHA-256
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(1) BT E BETHTLAE
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B ok PERF o

(3) 4+ 1§z f # T (Online Certificate Status Protocol, OCSP) &

Pz BEEREE s 5%

9 RIS
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Telecom Certificate
Policy Management
Authority » #§ firc i
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PELDEREREEY
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PERL SR ERAAERNOREER
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520 30 A AR O
(Federal Information
Processing Standard,
FIPS)

HRBASCRYI R L B
Frid# % sk e RS
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SEP S
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g &@°?ﬂklﬁéﬂw’“@@\%ﬁﬂ

(Integrity) B B AR 2 el B gRRE T A i
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Task Force, IETF)
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(Key Escrow) AR IR AT F N 2 s B R Y
- MR T o Ry iROR T g 2
NE i o
AR BE G AR B T AR
(HE -~ 1#0 &%? K d4e o> @ 4@
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of Standards and
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Identifier, OID)
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Protocol, OCSP)
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% 4 1 # (Re-key (a
certificate))
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certificate)
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Certificate)
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