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6 Bt % 2ir B

6.1 242 A2 %%

6.1.1 &4tz 2 ®

AFIEY LR F 621 BRITLX>PEE A UL FETH K
feo B £454 -

AEEY S RBY 621 SR AMBANE, AU EHH
%%%NETHHH%2LM%wﬁmzﬁmﬁ G RS T
BEBY 62225 % 6.2.6 &R LI o

AT w2 £GEARNY R P RAA 2L A2 ERATES
(Qualified Auditor) L 2 % 4-8°F 5 o

6.1.1.1 * = b g%tz A%
A

SIS B E S

=
[
&
pRisy
14
A‘i\
e
B
73
ud
=
&g
f
&

6.12 % % &gz =

AEEY e BEY G AU ERY P B AR St R
YT T
6.3 2 W & M0 E 8§ EBRIH

*op FAR AW XL PKCSH 10 82 Y At 0B &
Bl p P s P Y iRy 321 SR TRHERY AT G AP
}%}@mf?$%,g D e ﬁ’g@#&—’# P EAEBETREY O o

%WHLF’JIF]'Q}_‘FLER%?'Qﬁ%]%*if""iiﬁw*p}b 15%‘7
PGz

6.1.4 BRWHP KB E LT FERY

AP s kb2 4l d HIPKIRCA & % o # & HIPKIRCA
BAEEY CHEHE R P2 RRBRFERRT R AK
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By bt AFIL o gl T L kB HIPKI RCA &3 7 %
ur%é}%g’ﬂ—zzifggﬁwaHfKIRCA 2EE Y T ECE A
f?&%é%ﬁ,%ﬁ\%l‘l“‘:u)éﬁ’& mﬁ_g_,ur,g_\iﬁ)&)&ay \Fgﬁiﬁ'«‘i

- > 5 2
CRES R i

6.1.5 2445 B

AFILP R ARE R 4096 A H 2 b S RSA £4k% SHA-
256 peik o Biw Bk B A I

FIRRE L9 # 127 31 p s » % = &5 % RSA-2048 =~ £ 4k
AF 2R ARARE H 8 AN A

LEI20& 19 1 prats s * = g * RSA-3072 =~ &4 % >
5 Fe 40§ P 8 fANE & 4% o

FAE I SR PFRY SR A G & 2 (Elliptic Curve Cryptography,
ECC)% % G &-i * & & NIST P-256 2« P-384 e14 4%+

$17 ECDSA &4 & B39 it * 2T R-fed v 2 -
P-256 with SHA-256 + P-384 with SHA-384 -

6.1.6 2F 4582 AW &%
RSA /ﬁ—rr = % 9}& - ;;_ m(NUH)

AEILD LB R T & 4&YHHR " NISTFIPS 186-4 2 %4 & 4 RSA if
Bz P oer g enlic ¥ FE R ks % #i(Strong Prime) -

2 LAV TR B EA Y RSA FEE Y T E
7 P{Eﬁ—gj ?ﬁ‘gt.; 3&1 %ﬁ‘gﬁ °

1245 NIST SP 800-89 % 533 & » A g 127 o B ;‘LF] #iz(public
exponent)fﬁfﬁ B RN 3 et g ¥ ﬁ B A 3 21041 4o 2261 2 ¥ o gt ¢h s

BrlcE £ 5 S i PR Bcehdp e B 2 L o] 3 752 enFlenh T o

FROE Y AR FE 2 R F 206 A F R vl i NIST
SP 800-56A Revision 2 % 5.6.2.32 &2 % 5.6.23.3 & » fEidrry @& *
ECC Full Public Key Validation Routine £ ECC Partial Public Key
Validation Routine 7 £ 42 »<dp o

*
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6.1.7 442 1t % p eh

AEEY CERH P RAEKTEFEREE BERL G o FFRE
P A b2 24 d HIPKIRCA § % 5 2 ¢ £ 47 i (keyUsage)dh o
1§ 3% T g * chikeyUsage =~ % keyCertSign # cRLSign o & # ¢ 12 ¥
SR B ERY PR AEAGETR BEAE R T BRLFE R £ 4
* 3wy S @ 7 digitalSignature o

EV TLS/SSL i§ 7 2. keyUsage # = {§ i ¢ 7 digitalSignature » * +
g A& & keyEncipherment o 4% % & 4 * i (extKeyUsage)#h 2 #ff = ¢
7 serverAuth £7 clientAuth -

6.2 % £4g iRk 2 BB L1 I
6.2.1 R EeEE2 i d

g2 s * il i FIPS 140-2 Level 3 3usg 2 A1 1 %78 ficke o

622 Fh E4xFFF2 5 AHE
AEIRP o EsgA 2 5 A4 d o # LaGrange % 3 ;NP 4B 2

(LaGrange Polynomial Interpolation) £ n-out-of-m( #§ £ n-out-of-m) » # &_
- A% > % A % (Perfect Secret Sharing)«= % » ¥ i £+ % £ 454 45
B2 wRBE I EY onEm Y R ANAEN 2l P n
PR EN Mo P BT R AFEY PR AN AITE LT R
BOE 2R FI A F RRL PR EFLEEC SN(FREF 628 8) 0

ﬁﬁf%£%1§4ﬁgﬂyﬁ%i°
6.2.3 # % & 4kt ¥
iggaugiﬁﬁﬁﬁﬁnﬁ?g,iggaugnﬁﬁ%%?
R & g -
6.2.4 % &4k %

ERE 6022 AL FZ IARE I ZEPAERY SF B A
M > T @ % i i FIPS 140-2 Level 2 11+ 2. %7 en IC + G s fo % & e

e
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6.2.5 F % & WIFH

AP ERT PR AL AT L NBRET S R
55 ERFIME SR EHIEFH

626 % &ég"r - N BB/HE
AEILY S AT RS R R AT 3 RA e

(D) &sAH -

(2) & 44 > % e R pE o Bt FIR 2 A # 5 (nout-of-m
control) e ;U Xupuvggﬂl_ﬂ SR YR 0 S P A4
BB IC+hr il > QTR DG 2448 ~ TR
RAREHE o

Q)L T/ 244" > N B3 A mEe » Eme
PR G AR BT RBREL PR AR R
ST~ AT A W2 AP R Sl DA o

6.2.7 % S4RFE T RAKE
ERE 611 &2 % 621 FHRLo

6.2.8 fcts 7 % & 42 3N

ﬂ\’glf':'_t‘ SRS SRR s ’:ZA;EZ? IC + dedrd] > 2 *

* oS REE S 2T ETRBE VBRI OB SR L L RE R R
Lyt hsfie® L9 % AT S EBF R R R T
(DF AR/ MF 5 £ b 30 £ 5 4 IC
+ REF o Ak ICHd 2 ok R ATRE o
(2)H Va‘f‘?ﬁ?%ﬁ\p s F SRR i (TS RN AP P B &R hEw)
GREE SR EGUT L RGREN AR PR A4

6.2.9 % # % £z > 3N
RERY S LF R ARET 622 85 AE SR A Rr R4
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B o
AETL AR SRR

6.2.10 4 k4 % & 42 > N

SEALEDAEIEY SF R AGRT T LT EFREEL AN
AEIEY S AT G EH TR PR AL P HE S Fpt o A
FIW sz A k4T #75 HiPKIRCA §##7ehA 3103 5% 2 7
LEFEPEBEIRERLFP 2E(FRY 47 &) Bk 5 Al

RAEN AR SRR EGERTEE IL@W(ZGTOIZatIOII)’ " RE
U I BR/ e B A g s f R

a%ﬁﬁﬂﬁﬁﬁﬁﬁﬁﬂgﬁiﬁﬂﬂwfﬁﬁﬁﬂ’%f$f
BPEGREPRBE D IC+1 §AAFRY o bR ATk pFE

TR .

drdk 1B £ 4G T e SRR A 7 B PR R AT Y
AP~ 18 ¥ (accessible) » B & 3% p\sfﬁ DA EY T PR EK(Z S
FoH N E T A RALR T ) ?K%Q#ﬁtﬁ'§°ﬁ'§f‘?mﬁ%ﬁ?@ Png
e P PR R ZRABPEATR EDEMGE L L Ao R > MUY
AT AT ARG 7w b

%%1%$%%ﬁ@ﬁﬁ@éWﬁﬂkfﬁ%@ﬁﬁwﬁ,m%ﬁ
hip B RABREY ¢ 55 R Y ETF R £ POR-Z AR SRR
E P ",f (erased) °

PR RS S 7T R
6.2.11 HAEH =%
£ 0% 621 & o

6.3 E4F¥ PR L R
PR TR AR MFIY R R P Rk

6.3.1 2 B & lFHh

AFTLY SRR SR M 2 BB 5SS S RTRFEH
SR % Ry o B R TR S OB R MR -
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6.3.2 B (T2 £ 4H¥2 gl

6.3.2.1 * FB¥? SIBEH/ TR & 4FIF2 25
ARIEY CREF TR EHHE2 WL

A # % & ot 15 2 AP
B 2 L}ﬁ: ¥ 2& 28

AEIRY o2

BB Wy G T AR EEP L 20+
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BNl FET AR AR TR
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WATOF R EKEFEORBAERLEPR I RAL ZEEERER
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6.3.2.2 % =I5 EEITE & 42 sl

AEILP o 2 N ERE R AL E4RE R 5 RSA-2048
AfH L BCC256 =gV H i b oo % 2SI IR TE & 4RYZ %
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6.4 fichs Tt

6.4.1 xd T2 23 2 % ¥

Frds TR EE A 2 B » BABRCERN 0 T AT n-out-of-m 7 F
ICH+7*# » 5B IC + ¢ afad FTALEFS ,jggjgj » IC + el A ) (1 AL
PIN #§) -

111 FET ARG



HiPKI EV TLS CA CPS

6.4.2 fx# ?‘;}JL 25 8
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6.6 % &3k I P ¥

6.6.1 & SLET 5 4 ¥

AT s sl i 4 & ROR B0 & (Capability
Maturity Model Integration, CMMI) i3, §5 38 (7 & FT 32 8
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AEIRY oY EFE 2RBOAE T X REF TR
AR ~ pRGHRS~ 20
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BRIAGFFT ek 2 M el o

RETLS S b RIEE S R GRS T 2L s £
ISO/IEC 27001 ~ ISO/IEC 27002 ~ ISO/IEC 27005 ~ ISO/IEC 31000 ~ Baseline
Requirements ~ EV SSL Certificate Guidelines ~ Network and Certificate

System Security Requirements ~ WebTrust for CA ~ WebTrust for CA—EV
SSL 2 WebTrust for CA—SSL BR 2. =3 2 # H7_o

6.6.3 2 &P X 247 P
FEDO ] RERIRGT EGLT FARBIELR G -
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6.7 #ET 24 H

ENE I AL RPN ‘\ﬁ 8 CA/Browser Forum 7 Network and Certificate
System Security Requirements § *5 e ft% 2472 4% ©
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PR PIRE o
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114 FET ARG



HiPKI EV TLS CA CPS

TRE  GRAL P 2R G
AR T2 BN
7.1 BE2Z FFHE

A s er g enig i ITU-T X.509 ~ EV SSL Certificate
Guidelines 2 RFC 5280 & ;V 3% 2 2 7_o

AEIEY SEERABE L > % F #2 2 B (Cryptographically secure
pseudorandom number generator, CSPRNG) » & 2 <+ % ~2L05 5 ~ ¥ 3
bE g o4 A R RER R

711 5% & K 5

ALY X509 V3 R A G o

712 BEF =

ALY S BRI BER ff_izﬁ 75 ITU-T X.509 ~ EV SSL
Certificate Guidelines 2 RFC 5280 I ;% 5k z2_ 3L %_o

7021 R FRP 2 BRBHERE

HiPKIRCA % % % & ¢ 32 ¥ 2. 7 5 38 1 451§ 78 (Subordinate CA
Certificate) sy ~o ff 3 pF o™ ©
a.i& ¥ 7T % (certificatePolicies)
PP R % BP0 H AR T 5 2HRE 424 (non-critical ) B i
HOpN p 3 iIie g 3 re R 3 B 5 (policyldentifier) - ¥ ARG T F
x% * 15 25 50 P 2~ (policyQualifier) » # 34+ HiPKIRCA & &%
TR ABE L 2 Repyl oo
b.i& Ak 1k i+ % # gh(cRLDistributionPoints)
- ,df&ﬁ AR ERFEHET S /«-Fﬁgﬁ}f 1+ (non-critical ) #§ i »
H g % riize HIPKIRCA 2 1§ 38 A ok - PRI+ HTTP URLe

c.l&8 W F 3 73 P~(authorityInfoAccess)

115 ET MGG AP



HiPKI EV TLS CA CPS

LR R B HE T 5 2EAE 424 (non-critical ) i+
H g 3 ixie HiPKI RCAOCSP v & PR B v HTTPURL » #
pE s #32rzs HIPKIRCA 2. p % &%« HTTP URL -

d.zL # *T 4] (basicConstraints)
PP CL A R BAF o H AR T S R 4 (critica ) o H R
7 F s CAFIE 5 true o rﬂﬂ‘? YA EATEFTA
& ?‘;g_w#?f& 7 » #x pathLenConstraint #f =3k _5 0 °
e. & 4 * 2 (keyUsage)
Lbﬁ;ﬁ;ﬁ}“ T E e B HAEST 5 B4 (critica) iy o H p
7 * v 3xie keyUsage i~ & keyCertSign §= cRLSign o ] & 2bd
irvglﬂ’v‘ SERHTFRAE4E OCSP Y Bt 4> A H5d A g1
P g OCSP v B RIRER#E S »d OCSP v B WIRE & %
OCSP w i3 4, » #7113k T_A 8 * digitalSignature °
f. & % *T+4](nameConstraints)
HIPKI RCA ## %A #1072 T RERES e E
CE e
g% v & 4+ & (extKeyUsage)
$¢ HIPKIRCA §# %~ g 327 w2 T RIEEBHEEE -
LR B H R A 2R 4R (non-critical) fF 0 #
7z serverAuth % clientAuth ; ¢t #t > 7 ¥k 2_emailProtection -
codeSigning ~ timeStamping ~ ¥ anyExtendedKeyUsage -

h. /& 1 & 47 9] 25 (authorityKeyIdentiﬁer)
L R R B H R 5 2EAE 424 (non-critical ) i+
ﬁﬁﬁég—%$%ﬂaﬁﬁw,gﬁ1£ég~@
authorityCertlssuer ¢ authorityCertSerialNumber 1 - o

7122 % =/ &E

a.1& ¥ 7T % (certificatePolicies)

AR RERF R HE T 5 2ER 4R (non critical ) f§ - >
HOpN R * A3 Ie g T T 2w G (pol1cyIdent1ﬁer) TALGET K
i * G TR P T (policyQualifier) » * >t 4o A (T ¥ L o 2
2 genl o

b.i& & A 1k P % # Bh(cRLDistributionPoints)
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PP L s % BAF o H AR 5 2R 421 (non-critical ) i+

Hpoghotgizeh g e w2 G AL P JRAF O HTTP URL -
C.BEWIET T E\(authoritylnfoAccess)

PP s R B B AR 5 2R R 42 (non-critical )1 i e
N Rt i\”g LU OCSP v & PR B v HTTPURL » H
MBS P aNirzz ok H 109 s 2 )5 e HTTP URL

d.z8 # *T 4] (basicConstraints)

B s ERPB I i BART S 2R
(non-critical ) #f = » H |\ F * 3h2xZe cAF 8 5 false o F]* # i§
HHEMAT EF T A BEREERE & pathLenConstraint #§ X
s 0o

e. &4 * £ (keyUsage)
PR EREF R B o BT S B

(critical) f§f = » H ] % # i iz @ * 41 keyUsage = =~ i
keyCertSign = cRLSign - EV TLS/SSL & #% 2. keyUsage % 2 %

6.1.7 & -
.95 v & 4% * 2 (extKeyUsage)

ApIEP a2 EVTLS/SSL G » ¢t 4 e ff i 5 % & {f
> HAE 7 5 2R R 4 M (non-critical ) = 0 H pOF F 3t iize
serverAuth ¥ clientAuthe ¢t ¢t > % {¥ 2k 2_anyExtendedKeyUsage-

g BB & R ala (authorityKeyIdentiﬁer)

L R B H AR 5 2R 42 (non-critical ) 1 i e
ﬂw&cz—@¢ﬁ%amﬁw,gﬁu@ég_@
authorltyCertIssue v authorityCertSerialNumber 1§ 7 °

Kf e 7 RE TR ESED  AEIEY S RFREY T
3 fh T -;3'—9‘\, A
(D@ FEIH L AF = 7 &2 K * 0 o B e (Public Internet) (13K
T_» blde s extKeyUsage # o ff i@ 7 Wif * 304+ 5 PR PRIFD
K LE -
QEBHEMFe VR FELIEG EHARGZEET A 54 Ay
LGN e

&% EV TLS/SSL 53 - B > G &% P & (Certificate Transparency,
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CTz £ ¥ > A3 ¢ S * §Fok s i * 5 X509 v3 Extension #%
#):2 5 SCTs @ﬁ;f] o F|pt ¢ L L If & precertificate 2. G E P 7w
B BEFEZP R P 5L BB SCT {4 » £ & SCT # 5']*%'71 P iRIGE
(61 BB %EY 2 o 5P 53T Google &2 Apple 2 CT sz > #
* X.509v3 Extension 4|7 1MiE )10 T4F A SSLIGHE L 2T U iR
Vi AR E CT Ao SSL UG 5 & 7% &ff *F "L 4r RFC
6962 #7717 OCSP %37 (OCSP Stapling)SCT TQ@?J#HH(EE)@’I? Z e
B PRE OCSP Stapling &£ i3k % > ¥ 1 5™ F “Hcpf PIREF L
OCSP Stapling) ; & § 3¢ & WHEMFEPHEHEEF § T TIHDEH
SR REPIERELF T T R E P BEREP R P ERER TR

7137 K2 2 3um

AETLY S B EEEN BRI TR Y AR R SRS S

sha256WithRSAE | {iso(1) member-body(2) us(840) rsadsi(113549)
ncryption pkes(1) pkes-1(1) sha256 WithRSAEncryption(11)}

(OID - 1.2.840.113549.1.1.11)

sha384WithRSAE | {iso(1) member-body(2) us(840) rsadsi(113549)
ncryption pkes(1) pkes-1(1) sha384 WithRSAEncryption(12)}

(OID - 1.2.840.113549.1.1.12)

sha512WithRSAE | {iso(1) member-body(2) us(840) rsadsi(113549)
ncryption pkes(1) pkes-1(1) sha512WithRSAEncryption(13)}

(OID - 1.2.840.113549.1.1.13)

{iso(1) member-body(2) us(840) ansi-x962(10045)
ecdsaWithSHA256 | signatures(4) ecdsa-with-SHA2(3) ecdsa-with-
SHA256(2)}

(OID * 1.2.840.10045.4.3.2)

{i1so(1) member-body(2) us(840) ansi-x962(10045)
ecdsaWithSHA384 | signatures(4) ecdsa-with-SHA2(3) ecdsa-with-
SHA384(3)}

(OID * 1.2.840.10045.4.3.3)
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{iso(1) member-body(2) us(840) ansi-x962(10045)
ecdsaWithSHAS512 | signatures(4) ecdsa-with-SHA2(3) ecdsa-with-
SHAS512(4)}

(OID : 1.2.840.10045.4.3.4)

AFITY s EFREIRL A WA GRS TR Y F R 2P
(BN S

{1so(1) member-body(2) us(840) rsadsi(113549) pkcs(1)
pkes-1(1) rsaEncryption(1)}
(OID: 1.2.840.113549.1.1.1)

RsaEncryption

{1so(1) member-body(2) us(840) ansi-x962(10045)
keyType(2) ecPublicKey(1)}
(OID: 1.2.840.10045.2.1)

ecPublicKey

32 ECC i & /% » Jf b Posise ™ 1R AR Sodic2 4~ 2 38 w78
{i1so(1) member-body(2) us(840) ansi-x962(10045)
curves(3) prime(1) prime256v1(7)}

(OID: 1.2.840.10045.3.1.7)

secp256rl

{i1so(1) identified-organization(3) certicom(132)
curve(0) ansip384r1(34)}
(OID: 1.3.132.0.34)

secp384rl

7.1.4 & %3530

G7E? i fY % 2%’%%‘% B =E & pR* X500 dra- BE L
o 0t p g Bl e 9% ITU-T X509 ~ BV SSL Certificate
Guidelines 2 RFC 5280 & ;V 52 . T_o

AEIRP g R ﬁﬁ%"@ w2 AMF AL IR e 7 countryName
(OID 254.6) 4 = » H &5 A H e ot fe 2 54 1SO 3166-1 B Fu
A o tggt2 b0 %R ¢ organizationName (OID 2.5.4.10)# - - HiE
J.ET7 A,,;E ]dx%‘;ﬂ?c‘ Sz LS FERA WG R AR L 1Y

wo{ B Jj\? 1L NP R ST Z,z§?fr7f]a_’i3ljvlir3CA1°
%"gii"_“ o m’& A e EE X500vE- 36 AL S 315 & -

119 PER G LD



HiPKI EV TLS CA CPS

7141 EF X TR

g5 RFC 5280 % # ¢ 4(Name chaining)s L2 > & & % '%12 2 vh
— w4 - (Issuer DN)Sh % » 0 B 832852 B md o
3 MPE - 5] E(Subject DN)AR I o fc b IR Y oo 3 en® B3
PEFFoh- B LR G A AP o Wi ) 4

AR N B AR R o
7142 % *BH2 AMFTR

%%@ EECRE A AFEY HAP P S RRENEF P
ETI iﬁﬁ?@éﬁﬁi%ﬁfr/é‘ BRI ITE LB TR AR R R TSR T
“73 zef > EV TLS/SSL G2 A Wi £ Frren e G 1 M
commonName #f =% 113 » H #& Jf 5 subjectAltNames(*r iz & % 3.2.5
B P - B R TREE DR 2 Bl LR)E ¢ 2 - o pteh g RE
AMBRAEEE Fhe T T 2 T (RS REF A 2
JERERPHBRET RN ATZED T~ A2 * o

7.1.4.2.1 L 85 L3F oL i

EV TLS/SSL &% 2. 2 8 %] £ 35 "L 4™

A REFEBUBAR

extension:subjectAltName INA

TRAF H( 7 ) F > dNSName o

PR R I kAR RRY 325 el LA
BT e R o

p 2021 # 107 1 pAc > m2ve S LHEF F R 2e2 &
P LHINA LR T iR S W PARK A LR o LDH 4o

=

7.1.4.2.2 3 ffra—- @8] LA
R kT AE L 3] 0
7.1.4.2.3 cabfOrganizationldentifier 3 > #f -

EV TLS/SSL & # 2. cabfOrganizationldentifier #§ ~c #§ =~ 4c ™
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B EF S BEBEIH AR

extension:

cabfOrganizationldentifier

% subject:organizationldentifier 75 % > J* 3 L o SR T B o

7143 BRBEER2 IHTR

AEY w2 GRS HEE A 1 o HIPKIRCA i 9516 # 5 &
fo/ss BB EF A TE R BETR U ERE K ITHRFELC EF o H 1 WrE-
5] L A4 . (Subject Distinguished Name Field)4-™ % -

B LR AR
subject:commonName (OID 2.5.4.3) A
subject:organizationName (OID 2.5.4.10) INAR
subject:countryName(OID 2.5.4.6) INA

7.1.5 6 &3]

A EAETE

7.1.6 G FTR I B

AEEY CEFREFEDEFELRS 2B G2 CA/Browser
Forum z. EV SSL &% 5z i\ # % % %] #5 ({joint-iso-itu-t(2) international-
organizations(23) ca - browser - forum(140) certificate - policies(1) ev-
guidelines (1) }(2.23.140.1.1)) o

ARE S TTE TR PR

S EARN LT 2 EE S SUE Y T

TI8 KR T A2LFE2FR
AEEY Bl EH R s %] g (policyQualifierld) 2f
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5 B RFC 5280 &gz Mid-qtl > = ® A7 @ F £ R
B2 % chp FL R A g s S uE S 1.3.6.1.5.5.7.2.1 ¢
7.1.9 MAER BRI o i 2 3F R AL

AEFILY B BB 2 BB A e L M A
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T2REHRLEFP LRSI

721 % & B 5

Ap e oo B8 ITU-T X509 & 2 chig @ A0k i o

722 BRAERLFP 2 BRAELFP FPLBALPE

*?ﬂﬂwﬁ%mﬁ %ﬂ% CHGHEAE L FP AR
(crlExtensions) % & 3 A ok 7 i B 4 “v 1§ - (crlEntryExtensions) ¢ x\% P
ITU-T X.509~EV SSL Certiﬁcate Guidelines 2 RFC 5280 i+ ;V 3z # 7 _o
B FR A AT A

i = P % wP
version V2(1) CRL %% & 4 V2(i1 3 V2
s 1 @ F 22)
signature % CRLZ % F 7 & % 2
Algorithmldentifier » p#* {5
B & Zf 22 ¢k K SIGNED & 7%
z_ algorithmldentifier #f 7 &
1P e
.algorithm sha256WithRSAEncry | & & /% & /% 2. OID
ption(1 2 840 113549 1
111) g
ecdsaWithsha384(1 2
840 10045 4 3 3)
.parameter NULL ERFE 2RI TR
parameters > 2 H parameters
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W rE o
& B3 FNULL> & 7 4% >
NULL 2. DER % # =
0x0500
issuer CADN DN Zf & &2 % 2 3%ZCRL
2B E R o el
- # %] & F(Subject DN)#p
(e Ad game v
keyCertSign Certificate ¥
cRLSign Certificate _Ir 13&)
thisUpdate & X CRL { #7efa+4k | &2 PKIX 3L 2_ 72049/12/31
PP 23:59:59  z. 0w (& %
B Y (GMT) UTCTimeF #1316 + 55 5
YYMMDDHHMMSSZ » #
P g fy #SS 5 00+ A ¥
%k 0 7@ Bots ehZ % 7 GMT
PR s 37 guk oo
nextUpdate Fp3+ T =X CRLY #7¢ | & PKIX 3 %_ & 2049/12/31
BAH D SFEF(GMT) |23:59:59 2 = & *
UTCTime 7 # 3 & > #3% 5
YYMMDDHHMMSSZ » #
¢ g ##,SS 5 004 2 ¥
Bk o @ ko ts hZ 4 7 GMT
PR s 37 Bk o
revokedCertificates RevokedCertificates ::= | fxthisUpdate z_ #¢ 33 2
SEQUENCE OF “r3 3 »x(Effective) ei§ 7
RevokedCertificate A 1t (Revocation) % * 4% ¢
25 4% fr revokedCertificates ®
o -l p GL 973 3 e LA B W
RevokedCertificate % A &)
* RevokedCertificate | = 13 * = % 3 e
RevokedCertificate. % | RevokedCertificate k& 4%
123 PEL NG G P



HiPKI EV TLS CA CPS

W m % P
Frenp B AeT ol

.userCertificate Bk B %2 G | AFIEY P AR 20
¥ & %.(Certificate FEEIIBER ZI6~
Serial Number) feent B 1393 DER %055
¥} 0 o#)k P @ OF 1 2%s
Complement3LR] » # i € &
wm A _H0x00 > @ @ 167
e BERR G

177~ 2y
revocationDate B e RO iRtk | R PKIX 3 % % 2049/12/31

o PR (GMT)

23:59:59 2z W @ %
UTCTime F #L 3] f& - #2585
YYMMDDHHMMSSZ » #
¢ f #SS L 005 A F
R o m Bt enZ % o1 GMT
PR s 37 guk oo

Issuer’s Signature

CA¥CRL:E % &

B P ED P R B EA L FE FH deT A

1 i r BN
.crlEntryExtensions SEQUENCE OF FHE - i
CRLEntryExtension | CRLEntryExtension » & # &
(Gx: ¢ .o &% reasonCodeis
CRLEntryExtension i# CRLEntryExtension
FAL G e st 21
Public-Key Certificate
shExtension LA
et N 2 AR IR
.reasonCode HiPKI ¥ & #*
reasonCode:z B
CRLEntryExtension °
Hp BT
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i rE v

.extnld RPN LT b
e0ID 1d-ce-
cRLReasons
(2.5.29.21)

.critical reasonCode % #_H_ i % 4 FALSE &
non-critical DEFAULT VALUE - #1 ™4
extension ° #7I1/ DERSWAG ¢ » pH 4 i ¢ AL 4
critical #iE & T_H_ |4
FALSE

.extnValue extnValuesH g #4AI f | e A g P o ¥ Ry o

H_OCTET STRING -
¥+ reasonCodeiz /&
Extensionm 3 > & 3}
& * 12T CRLReason

FIDER ¥ /8 2. — fa %

CRLReason # ¥ @& #* 3%
Complete CRL* -

* OCTET STRING

© » CRLReason #*

LR

ENUMERATED

Unused(0) Lﬁ RPKIXa 2 » gL
L:ANNINNIE - S S 4 U 2 S
CRLReason

keyCompromise(1) % % =8 % %82 (End Entities, EE)
o &4 R L B
PN ELfR @ TR B R
¢ * pt CRLReason

caCompromise(2) ¥ M o & m T CA
keyCertSign #* cRLSign - %
£ 418 %E\ WAL fRPE L
CRLReason’ ie y* CRLReason
7 #® @# * % g |+ EE
Certificate > & s * 3t gk CA
Certificate(zL: % 1JLiE 2 FE T_
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e

P\

¥

e

CA keyCertSign % £ 418
AN At

& w3 EEG#® - £4TA
BWCAE MY > T EATE F 7
4 EE§ % P » RIEEG % A 1k
7 CRLReason & % ¢ *
superseded)

affiliationChanged(3)

% EEZ BN F AR 2 &
TR B (bde{ L
f S )RR L G
plig * p CRLReason

superseded(4)

$EEFI 5 83 & (bl4o { 3
715 % ~ CA Hand-Overa &
#0758 ~CAS 7 ATE
B A L] R A
FlR AR 2R D &
PRt % }_méﬁ%ﬁﬁ
£ R)m L ATRE 0 LR AL
hoR2GHERF B
CRLReason

N~

“}L,

—

cessationOfOperation(
5)

FEEBR @I X T P 4RID
d oo om B BE SR
A2 R ERPE S B F
CRLReason

certificateHold(6) SSL & # # # @& * pt
CRLReason
removeFromCRL(8) |SSL & # Ho oF

CRLReason

privilege Withdrawn(9)
(3£ : X.509 4"
Edition)

1. EEsrprivilegeis B~ i (5] 4
WM el B e A ARE S E)PE
i¢ * y* CRLReason

2.#* CRLReasonii ¥ # &_d
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i

B

EEZ @4 > @ i § &
CARA # i {16 % t 1
(Attribute Authority, AA) " &
fFrc1k  EElG#RE1 g i
3.4 CRLReason il # * *tj
i+ B & # (Attribute
ertificate) » 72 » ¥ g¢ * 3
Wb B £ 415 7 (Public-Key
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aACompromise(10)
(3L : X.509 4
Edition)

M AAE # BB G R
(Attribute Certificate) * 2 -
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#* CRLReason - e gt
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DR TE 0 oA * T AA
P2 gl EEE2 B

e A

crlExtensions

SEQUENCE OF
CRLExtension (* :
CRLExtension F it
EUREn A -
4% B 7 chExtension 7
LA s R Y = 2 AR

)

RELE- BB ]
YU g LR R (R
LB UER T 0 EBR
KT SR )

.authorityKeyldentifier

Authority Key
Identifier #§ ~c ##

> » Key Identifiers
24 3 3V ik BPKIX
O B R

LR A
CA* % %% ACRL#T# *
EHIAT- o T BCA
¥ E4%2 H AL GHEFFY
%737 @ * CAcvi— 5ECA

WS W bt | Bk ER
SHA-1z2% S Bic g
% Key Identifier

127 PETEREG AT



HiPKI EV TLS CA CPS

e

2o

mF

.extnld

B~ KA QL PR L
=2 011D)

id-ce-
authorityKeyldentifier
(2.5.29.35)

.critical

# HiPKI¥
authorityKeyldentifier
% F_& non-critical
extension > #7114

critical =g & T_H_

pER > FALSE &_
DEFAULTVALUE #7132 DER

S P o PR EARE A

L od

.extnValue

FALSE
extnValue: 3 4L 4] fx
#_ OCTET STRING

¥t >t authorityKeyldentifier i&
#8 Extensionm % » & Jf i@ *

AuthorityKeyldentifiers"DER
A5 s OCTET STRING

B

.authorityKeyldentifier

authorityKeyldentifier
SRR RS A A IRY
Optional s == > »
5| -# keyldentifier
authorityCertlssuer£?

mAgIEe s ? s CRLZR
PKIX » ¥ $ * keyldentifier
Wiz m 2
authorityCertlssuer£?
authorityCertSerialNumber

authorityCertSerialNu | =
mberff i+

keyldentifier keyldentifierf = % | Keyldentifier cn & 24 = ;% i
LA Ay H_ Pe PKIX % & » B~Subjectsrie
Keyldentifier » B & 4 SHA-132% S fic e
KeylIDentifier # ¥ 3 1 | # 3 Keyldentifier 7 OCTET
B OCTET STRINGF | STRING i&

.cCRLNumber cRLNumber cRLNumber#§ ~v #f = chp %
CRLExtensionseph % | #_% K iedkt CRLAE 5L
4 7F

128 ET LR AL



HiPKI EV TLS CA CPS
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.extnld RPN ST b
e0ID 1d-ce-
cRLNumber
(2.5.29.20)

.critical cRLNumber¢ z_&_ i & 4 FALSE #&_
non-critical DEFAULT VALUE - #1 ™4
extension ° #7I1/ DERSWAG ¢ » pH 4 i ¢ AL 4
critical #iE & T_H_ |4
FALSE

.extnValue extnValuesnF #14] & | 12 45 X.509 #% # > CRL

& _OCTET STRING -
¥+t cRLNumber:izfé
Extensionm 3 > & 3}
iz * CRLNumber:
DER 8 iz
OCTET STRING:n
& > m CRLNumber
£ % 13 INEGER
(0.MAX) 1+ A= 7ot

g

Number & 7f £_1 i ¥ 33 2L 3%
B e
increasing sequence number) °
@2 HIiPKI® > & A ok i ih
CRLNumber g & = 1 B £ &
AT R BT A e

o

(monotonically

.ssuingDistributionPoi

issuingDistributionPoi

issuingDistributionPoint #§ ~

nt nt CRLExtension > # | =& * k3 B BFER* &
mE AT b 4 CRLA_ZE & & %3F
el 72 cCRL = pb4p £+ & >
p @ Partitioned CRL #7 i *
Z_1Issuing Distribution Point =
1 BURL% R > g pt CRL:H
T BL i hh
.extnld B~ A QPR CLF
101D 1d-ce-
issuingDistributionPoi
nt (2.5.29.28)
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.critical % Partitioned CRL ;i % d % TRUE #» &
P DEFAULT VALUE - #7 1
issuingDistributionPoi | DER %8 ® > J' §f =7 ¥ 4
nt<% ¥__critical CREE: A
extension °> #7114
critical =g & T_H_
TRUE

.extnValue extnValues 3 L 4] i5 | ¥ *% issuingDistributionPoint

H_OCTET STRING

iz fd Extension® 3 » & Jf 12
* IssuingDistributionPoint F
LA i e DER % /8 5
OCTET STRING v iE ©

IssuingDistributionPoi
nt

IssuingDistributionPoi
nt i -

SEQUENCE » p 2
distributionPoint ~
onlyContainsUserCert
S ~
onlyContainsCACerts
~ onlySomeReasons
2 indirectCRL 5

% Partitioned CRL *# >
issuingDistributionPoint #§ ~
# = 5 & * distributionPoint
i@ 2@ H s 45

o

.distributionPoint

distributionPoint 1
TR
DistributionPointNam
e’ m
DistributionPointNam
e £ 5 11 CHOICE
FHAUG T E
fullName &
nameRelativeToCRLIs

suecr

ok FIme ¥ Partitioned
CRL s distributionPoint &_#x
* fullName o

fullName

fullName s 4 ik

®_GeneralNames @

g P s ¢ Partitioned
CRL ¢distributionPoint 1§ -
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i mF

B

GeneralNames %
BB L
SEQUENCE SIZE
(1.MAX) OF
GeneralName

2_ fullName ¥ ¢ ¢ 7 1

GeneralName -

.GeneralName GeneralName &_1 B
CHOICE % #£ 4] fi

~gI¢ <iF* CHOICE ¥
eruniformResourceldentifier
Toh e gr:;“ ~ CRL %
% B2 URL - % & * pt
Partitioned CRL % % & & 7
ol pE o R A %R G #E
cRLDistributionPoints

#§ orie i ehE BURL2 R
30 F LiE gt g erse i e
URL= 2 4pfF o

73R BEREBTZHAE

ﬂ\fglj':’_t‘ o e B3 & RFC 6960 2 RFC 5019 #%i?*ﬁa%i%ﬂi R A
B P L (OCSP) & 4 PRA% » & B FE DB EPH T T B
(authorityInfoAccess)# “ #f ¢ ¢ 7 & ¢ 3L ¢ & OCSP chpRix e ut o

7.3.1 % & B 5

AE I SR R BRI TR

B AR

o2 2 L A = > .
A dfe @ g TR

B ¥ 4 356 7 3 g (Target certificate identifier)

FhPABFERB 7 RBEFTEE GE & H CHLREE
BaEdF 2B bth2 0563 BRI BERE -
OCSP w G P JREE#H e P B R AR T Y B3te 77 M T A

Fa) .
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i W
Y ET SRR R N
A R S BER AT ETAHREEAR
R S H R T A
s A B 5(Version) v.1(0x0)

OCSP w Ji& # PR & ID
(Responder ID)

OCSP W Ji 7 PR % ¢h23 # £ 4i(Subject DN)

# | p& B (Produced
Time)

v EEFER

FhEERYE
(Target certificate
identifier)

FEREBEFER CBEEFECALHE
(Issuer Name) 2 2 & ~ @& F o F £
dH(Issuer Key) 2 22 B2 & 43962 &#F
B B

18 7% ¢ it 75 (Certificate
Status)

B A0 F oe/l /2 R

> Hp

(ThisUpdate/NextUpdate)

B it EROP R e 7oA pER
(ThisUpdate) 2 ~ =X { #7pF ¥ (NextUpdate)

% ¥ % B /% (Signature
Algorithm)

v

R H ¢ R R oE K T
sha256WithRSAEncryption £ ecdsaWithsha384

& ¥ (Signature)

OCSP v Jis P IR B i1 &

15 2 (Certificates)

OCSP w & 7 JR BB ehig 75

732 M0 A B BAR
OCSP v & PIREEH TR BHEMRE T Rite ¢ 77 LT H
fc,’ﬁf (el
B OCSP w & # R F i 3 8 1 & 4 3 %] 4% (Authority Key
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e s e AR TR ER = o
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B % 3 5% pF R (Signed Certificate Timestamp)
B OID 5 13.6.14.1.11129.24.5 > 5 fe & 8 # & P & (Certificate

Transparency) & #* o

733 M BEMN G IRBIRRLE
AEIY R BER AR ER TR T
W 7 g 3kt HTTP Get/Post 8 3 & & j2 7% OCSP * » =3
2. 38 3 %4+ ¢ (OCSP Request)
RGO TR PIREE TR * chOCSP W i RIRBIGHE L A
FIO TR PR L e B o 0 AF IR o T B

A
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8 fE4: 2 3 6 =P

8.1 FEPHEF TR

AFEY SELEEIRSIIRERC APIFIVAREI2B )
B3 FYP ehp IFEP s LA F IV iE (TR ﬁfﬁ HiPKI & # 5z
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BR #¥iik2 s R EY ok EROEPIRE - P R
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