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3254, 3256, 422, 42.1.1, 498,
4.9.10, 4.10.1, 5.5.2, 5.7.3, 6.1.6, 6.3.2,
6.8,7.1.2.1,7.1.2.2,7.1.4.2, 8.1, 8.4,9.10
and 9.16.5 in compliance with the
Baseline Requirements and our current
practice.

1.15 April 13,2021

(1) Amendments are made on Sections
1.6.1,3.1.2,3.2.4,3.2.54,3.5.3,4.3.1,
49.1, 49.12, 548, 6.7, 7.1.2.1,
7.1.2.2, 7.1.4.2, 9.5, 9.6.1, 9.6.3 and
9.12.1;

(2) Effective 2021-08-01 forbid
subject:organizationalUnitName field
for TLS/SSL Certificates; and

(3) Amendments are made on Sections
3.2.5.4 and 3.5.3 to comply with CABF

1.16 June 17, 2021
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Ballots SC44 and SC42.

(1) Amendments are made on Sections
1.3.2,1.6.1,3.1.3,3.2.2.7,3.2.4,3.2.5,
3.2.5.2, 3253, 3254, 3.25.6,
3.2.5.7,4.2.1 and 4.2.2 (in response to

August 30, 2021 Mozilla public discussion issues)

(2) Amendments are made on Section
7.1.4.2.1 to comply with CABF Ballot
SC48 v2.

Xi Chunghwa Telecom Co., Ltd.
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1. Introduction
1.1. Overview

1.1.1. Certification Practice Statement
The HiPKI EV TLS Certification Authority (HiPKI EV TLS CA)

Certification Practice Statement (CPS) describes the practices used to comply
with the HiPKI Certificate Policy (CP), current versions of the

(1) Electronic Signatures Act and

(2) its sub-law “Regulations on Required Information for Certification
Practice Statements”

of R.O.C. and current versions of related international standards or
regulations, including

(1) The Internet Engineering Task Force (IETF) request for comments
(RFC) 3647 and RFC 5280;

(2) ITU-T X.509; and

(3) Baseline Requirements for the Issuance and Management of
Publicly-Trusted Certificates (Baseline Requirements), Guidelines
for the Issuance and Management of Extended Validation Certificates
(EV SSL Certificate Guidelines), and Network and Certificate
System Security Requirements published by CA/Browser Forum
(http://www.cabforum.org),

to provide guidance and requirements for what HiPKI EV TLS CA should
include in its CPS.

According to the HiPKI CP, HiPKI Root Certification Authority (HiPKI
RCA) is a top-level CA and a trust anchor of HiPKI. HiPKI RCA must
maintain a high level of credibility that relying parties can directly trust its
certificates. HIPKI EV TLS CA is a level-one Subordinate CA of HiPKI RCA
that obtains certificates from HiPKI RCA and is responsible for the issuance
and management of Extended Validation (EV) TLS/SSL certificates. The SSL
(Secure Sockets Layer) protocol has been replaced by the TLS (Transport
Layer Security) protocol, because SSL certificates and TLS certificates refer

1 Chunghwa Telecom Co., Ltd.
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to certificates that can also operate the TLS protocol. The current trend is
called TLS certificates but not widely used SSL certificates, to avoid confuse,
we use “TLS/SSL certificates” in this CPS.

The primary purposes of an EV TLS/SSL Certificate are:
(1) Identifying the legal entity that controls a website: Provide a

reasonable assurance to the user of an Internet browser that the
website the user is accessing is controlled by a specific legal entity
identified in the EV TLS/SSL Certificate by name, Place of Business,
Jurisdiction of Incorporation or Registration and Registration
Number or other disambiguating information; and

(2) Securing website communications with encryption: Facilitate the
exchange of encryption keys in order to enable the encryption of
transmitted information over the Internet between the user of a
browser and a website.

The secondary purposes of an EV TLS/SSL Certificate are to help
establish the legitimacy of an organization claiming to operate a website, and
to provide a solution that can be used to assist in addressing problems related
to phishing, malware, and other forms of online identity fraud. By providing
more reliable third-party verified identity and address information regarding
the organization, EV TLS/SSL Certificates may help to:

(1) Make it more difficult to mount phishing and other online identity
fraud attacks using Certificates;

(2) Assist companies that may be the target of phishing attacks or online
identity fraud by providing them with a tool to better identify
themselves to users; and

(3) Assist law enforcement organizations in their investigations of
phishing and other online identity fraud, including where appropriate,
contacting, investigating, or taking legal action against the Subject.

1.1.2. CPS Applicability

The practice statement stipulated in this CPS applies to HIPKI EV TLS
CA, Registration Authority (RA), subscribers and relying parties.
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1.2. Document Name and Identification

This document is HiPKI EV TLS CA Certification Practice Statement
and was approved for publication on August 30, 2021. The current version of
this CPS can be obtained at the website: https://tls.hinet.net.

The EV TLS/SSL certificates issued by HiPKI EV TLS CA conform to
the EV SSL Certificate Guidelines and the individually negotiated certificate
processing methods supported by application software suppliers (such as
browsers or operating system providers) may use the CP object identifier
(OID, which is {joint-iso-itu-t(2) international-organizations (23) ca-browser-
forum(140) certificate- policies(1) ev-guidelines (1) }(2.23.140.1.1)) defined
by the CA/Browser Forum for EV TLS/SSL certificates. If any part is not
regulated under the documents of CA/Browser Forum, the rule of assurance
level 3 in the HiPKI CP is applicable.

With regard to EV TLS/SSL certificates, if there is any inconsistency
between this CPS and the EV SSL Certificate Guidelines and Baseline
Requirements, then the EV SSL Certificate Guidelines and Baseline
Requirements take precedence.

1.3. PKI Participants

The participants of HiPKI EV TLS CA include:
(1) HiPKIEV TLS CA

(2) RA

(3) Subscribers

(4) Relying Parties

1.3.1. Certification Authorities

HiPKI EV TLS CA, established and operated by Chunghwa Telecom Co.,
Ltd (CHT), operates and issues EV TLS/SSL certificates under the HiPKI CP.

1.3.2. Registration Authorities

The RA is responsible for collection and authentication of subscriber
identity and certificate-related information. The RA is comprised of many RA
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counters under the organization authorized and approved by HiPKI EV TLS
CA. Each RA counter has several RA officers (RAOs) who are responsible
for the review of certificate application, revocation, re-key and modification.

HiPKI EV TLS CA does not permit any delegated third party to be the
RA counter to verify the ownership or control of domain names or IP
addresses. The delegated third party means any natural person or juristic
person that is not HIPKI EV TLS CA but is delegated to assist the certificate
management procedures, and is not covered by the external audit of HiPKI
EV TLS CA.

1.3.3. Subscribers

Any Private Organization, Government Entity, Non-Commercial Entity,
or Business Entity that has applied to a certificate from HiPKI EV TLS CA
and has not yet completed the certificate issuing procedures is referred to the
Applicant. A Subscriber refers to the subject who has applied for and obtained
a certificate issued by HiPKI EV TLS CA. The relationship between the
subscriber and certificate subject is listed in the table below:

Certificate subject Subscriber
Equipment Owner of equipment
Application software Owner of application software

Generation of subscriber key pairs shall comply with Section 6.1.1 of
this CPS. The subscriber must have the right and capability to control the
private key that corresponds to its subscriber certificate. The subscriber is not
capable of issuing certificates to other parties.

1.3.4. Relying Parties

A relying party refers to an entity who believes in the connection
between the certificate subject name and a public key. The relying party must
check the validity of the received certificate by checking the CA certificate
and the appropriate certificate status information. The certificate may be used
for the following work after checking the validity of the certificate:
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(1) Identify subscriber name and its extended validation information,

(2) Identify the fully qualified domain name (FQDN) owned or
controlled by the subscriber, or

(3) Establish secure communication channel with the certificate subject.

1.3.5. Other Participants

I[f HIPKI EV TLS CA selects other related authorities which provide trust
services as collaborative partners, the related information shall be disclosed
on the website and the mutual operation mechanisms and the rights and

obligations of each other shall be specified in this CPS to ensure the efficiency
and reliability of the service quality provided by HiPKI EV TLS CA.

1.4. Certificate Usage

1.4.1. Appropriate Certificate Uses

HiPKI EV TLS CA issues EV TLS/SSL certificates (for signature and
encryption use) defined in the HiPKI CP. The certificates can be applied to
server application software with transport layer security (TLS)
communication protocol. HIPKI EV TLS CA issues two types of EV TLS/SSL

certificates, which are single-domain and multi-domain.

The applicable scope for EV TLS/SSL certificates and organization
certificates in this CPS 1s described as follows:

Cert. Type Scope of Applications

e Provide communication channel encryption and
protection.

e Require verifying the identity of the organization that owns
the domain name.

e The green branded address bar is the most highly
recognizable sign of an EV-secured webpage. It shows
visitors the organization information of the certificate
subject.

EV
TLS/SSL

e Scope of application includes:
1. e-commerce transactions, and

2. e-government.
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Subscribers and relying parties must carefully read, comply with this
CPS and shall pay attention to the update of this CPS before using and trusting
the certificate services provided by HiPKI EV TLS CA.

Subscribers can ch