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1.0 2019 # 027 22p | F=5%

(1) i% 4% Baseline Requirements % 1.6.7 i~
B3T% 152 % 325~ % 421 %
49~ % 62 % % 9.6 & o

(2) k4 RFC 3647 & F@H %> 237 %
537 & Txm- B %L TRdps
RELAR 0 T RBRTE 2R e

(3) &% Mozilla Root Store Policy % 2.7
RigTH 325 HF MDA R
2 Al ES Ty B S AE S
49 &3 ME 2T F B EHE2 KL

@) 2375 11~ % 1.6~ % 2.3~ % 481+
% 632~% 713~ % 7.1.6~ % 7.2.2~
% 9.12.2 2 % 9.16.1 & -

1.05 2020 # 3% 2 p

(1) %45 BR 237 % 5.5.2 & o

(2 B+ % 1.1-% 1415 1.42-% 1.6.1
235245321 5 322+
323 5 324 % 325 % 33.1-
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11 2021 £ 45 13 p *
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(1) f= & Google Chrome Root Program
Transition ° M",’Tf B A ~ R~ Code
Signing 2 EV Code Signing & 3 % 4p
B g it » @ HIiPKI = 5 - B % TLS
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321~ % 322+ % 323~ % 324~
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2B & 4 Ak A#E 2K (Public Key Infrastructure, PKT) £ 45 d 2 & ~ 52
WS~ AR W S E S B AR PRI e 2 B 8
TR E IR kg o HIPKI (A A#HZR) G s £T G
Birg R (Ao d)EdF T+ MIRB2 2T

>
i
LR AR A RAE R F BRI AT NI P LS

e

1.1 =&

# 1§ % 5 K (Certificate Policy, CP) i i 5 B AT5% 2. BN 2 4o !

BB AT B E AR B AR I B AL g e

(1) 3" 3§ 1 47 i 7%| %2 (Internet Engineering Task Force, IETF)
etz & & & 3 (Request for Comments, RFC) 3647 ¥ RFC
5280 ;

(2)ITU-T X.509 ;

(e # ¥ # & #H ¥ F #%# # (CA/Browser Forum,
http://www.cabforum.org)# 7 2. Baseline Requirements for the
Issuance and Management of Publicly-Trusted Certificates(f§ F-
Baseline Requirements) - Guidelines for the Issuance and
Management of Extended Validation Certificates(f§ = EV SSL
Certificate Guidelines) # Network and Certificate System

Security Requirements ;



http://www.cabforum.org/
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(4) Mozilla Root Store Policy ;
(5) Microsoft Trusted Root Program Requirements ;
(6) Apple Root Certificate Program %

(7) Google Chrome Root Program

»«Lr'—ry\y g(ﬁ\—a 1,.,11,\:&? %éﬁﬁ)ﬂx) t&;*%_f;\f@ —%‘;

#& % (Certification Practice Statement, CPS)2_ i% {fg

SSL(Secure Sockets Layer)» ©_¢ ¢ TLS(Transport Layer Security)
tA &P~ > FISSL G & TLS & dp (A 57 143k TLS 14 238 17
NG E 0 ™ P obpbry 1 TLS I8 @B~ B L@ * ch SSL G # AL » &
R MNGFEFCR B S ¢ 0 TLS/SSL 5% 4 7 ©

i P ITU-T X.509 &2 » & 1§ 27 5T 3 97 T hi%2 % & (Assurance

Level) /f 12 iz 5x {4~ 1 238 %) #5 (Object Identifier, OID » 32 % 1.2

G)E T o0 A pE B RS EBRE R P AR ENEEIKH

"L > (certificatePolicies extension) ¥ o

i ¥ s fhdp G 1f 1B 3 (Relying Party)$330 00 T 5 p ehfy 242

MERBHEF2EF 7L 23 AF W FBRELEAB
%8 (End Entities, EE)p¥ » G @ rc K4 #3508 * A% B &Y o
FERPAREEARRE S ENZ §F wEFEREL)
WP > PI3ZEE PG #(CA certificate)® ¥ it § 5 1
B g B BEB o AT ZEERET LESE R
ERFFRP BB FREI DR HELLE BB -

(22 B3 43805 $ % & sk(Private Key) 2. @ 3% 515 % 1%
A b T E A
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(3)& # ¢ 1% 2 (Subscriber) ' i 8 (Subject) £_F iv 7 »xiy ¥ H
B e e B S IR TR R £ 0 BlAot &
AR BT S S P RS T F Y
B fre i end 488 o B £ 4 (Public Key) 2 i 5 B (%
(Binding) °
ARAHEL 2 BEBET RTREME T & PR ERR S
B et R RAHERPN DL BB AT LIS
(Interoperability) » ¥ ¥ ¥ & - #H B RPN *F D F B4 A HE KA B E(T
AR 38 RS HPRERRKF BN ET ia@%@%&ﬁ
(Issuing CA)¥ 1 #8!5 7% 1% H(Subject CA) 2 B ehiG e S M 1% o

1.1.1 B#EFA R

&R AL 1 AR R T3 # (Information Technology) ¢4y
%&WWEM&MMQ*%ﬁﬂ%“ﬁ%ﬁﬁﬁ*i%%é%ﬂwww%ﬁ
1l 2R ZHAAFRFT EFILZAENEE L >F 2T o
ARRAIER TR DI EFR P ERRE R EB AR R -
TH g RERFRT FER BERET LRI ¢ I NG ERK S
Eugon CHEBEY VA EEINS PR A RREEWIEE
E R T AR S e a L

HiPKI /& # %, ¢ 2 ¢ = (HiPKI Root Certification Authority, HiPKI
RCA)G 3% 8_p & 1§ 7 (Self-Signed Certificate) » + &_* 3 #1E % ih

AR BB K B 45 4f HIPKI RCA B3 - i B B

B2 g 5] > HIPKI RCA ¢nig 3 ¥ @ 7 B re il 23548 0 F1k
HiPKIRCA % FEH 3 2G4 » MWIRFEE RS 4 %:FIF o
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L12 B#EFAK 2 BERBIEERAF LM%
BFCR T AEP R B S BT R N GRS R 2
Bigd @ @R AT E AR doied F 4751 Y BRI R 2

Foho X BEAFBRELEEBHTET - AMHEPERT IFTEA
& .

1.1.3 % ﬁ’é‘ﬁi%l TR FEIR P B
i%@?ﬁifﬁ%ﬁ%ﬁﬁ%&ﬁﬁ“’%?é?&%ﬁﬁo
BEPBHS P ABHAR L BHEARS ERUBLELA2T R R

2%;0

IRHE RS M S T AL P

2

12 % # 242 @

<~ 2 ¢4 % HIiPKI & 3% #< K (HiPKI Certificate Policy) » * &
IR 2 BETI AT 4T e F B~{F ! https://eca.hinet.net < /& FE
EHNBEM Z P REBHE)C R RBERRS L e AR ER
W2 B o A RAER 2 QEPHET EF DEET

(1) 4 3 % 2% (Domain Validation, DV)3] TLS/SSL & %

(2) 2% = 2# (Organization Validation, OV)3] TLS/SSL & %

(3) 2t ¥ % 2% (Extended Validation, EV)#] TLS/SSL & &

ARAHE R EREFEREZEY N2 G PR o R AT
P2 BEAs 4B RESL  FERIBAEF X 2EBITRER
ARF o 2 VAR

TEGARHEIHABAEITRRI DL FRES ¥ BT L

T ) EN A

4
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PR P
15 IR 13614123459 2000
oA
% 1 136141234592000 1
% 2 & 136141234592000 2
% 3 % 1361412345920003
% 4 & 13614123459 2000 4

Baseline Requirements

P38 %7 2| TLS/SSL & # 2.23.140.1.2.1

‘e B 3] TLS/SSL 5% 2.23.140.1.2.2

EV SSL Certificate Guidelines

2.23.140.1.1

2t W 225 A TLS/SSL !
e G (EV SSL Certificate Guidelines)

B¢ {223,140} S R g ende B3 uB S REEPBHE L AT R
W kYR Y 2 IRE R FHFPTLE 5 @ arc & id-pen-cht = {1
36141234593 & 2 2 e %K 5086 & fe 4 1 (Internet Assigned
Numbers Authority, IJANA):Z# 2§ % & % 5L4% (Private Enterprise
Number, PEN) » & A7 2 2%k @& % chie B 28w B £.{1 36 14 123459

200} > F R PR LR EZ FEIBLARI P ERRBUFT R o

FAEEARE BEP L EET HFEARE S TLS/SSL &%

& 7 ! ¥ Baseline Requirements 2. .2 = ® % — Refia) > #Higt
;ﬁ /& Baseline Requirements :7i% % 5 & * G EFC ik 2 BB L G
FAEE AR b ¥ %HEA TLS/SSL & # & % + & EV SSL
Certificate Guidelines 2z R % 3 i ® 7 — R ) o ﬁ&—;&.;‘z‘ﬁ |\ EV

= SN AL A N =
5 PERERFG AL
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SSL Certificate Guidelines =77if 25

okl TLS/SSL & w2 @i - #7 BB L H
TERHEAAM: P AP J " AEHECRT M FETSY [ 52
«%&% ) B P Al 2 s TLS/SSL B2 B# B - ¥

Fg_ﬁﬁf#b%/fﬁﬁgf/‘+ B = ;\%% w it MBEITK T MR
FHEEF 32 BF P &~ p #(Self-Issued) 2 2 3 1§ 7#(Cross-

Certificate) 2 135 B 4 > — EEr AEERLTEERESEY 4 5%

1318

1315 K ERLE ¢

Ao gulRz? TR R EBERAREEZLE ¢ (Chunghwa
Telecom Certificate Policy Management Authority > f§ fsc K ¢ L4 R
E)VURF AL PR AAER DI TE o 5L G A R g
Fro ¥ F R ERAR gl X E BRI ERLE €K
BRI A, 2R Rp RGNy K etz B
AL A F 6T 9 AR HERT 1 A Y TS D Hdy
FEZFE R ik I o L IFEBEP 40T

(Dﬁﬁ&i@i%@éféf&wﬁ bapal -

()% &+ AAHZELZ BHEITK

(3)% &+ AAER 2 A0 M H IR -

BDFhAAAERZB/HETHTEALE -

B)E2AXIRNFEER Pp_ﬁﬁf]&(Cross -Certified CA)e3 id @ B2

O)F &2 17 2vr A AAHZR SN L2 A A AZRLT RFE2ZN
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B IR IR 2 B TR
(MEFII B INEEBEH T L F BTl R

SRR T F At

1.3.2 5@

A AHZE R AR ITU-T X509 & %:2 ¥ 0fg & 3% (Hierarchy) =
B &4 AE R 0 ¢ 35~ R A#E R 0T #F 42 R (Trust Anchor)— HiPKI
RCA % 4 = ¢ 473k 2 0 K18 28 184 (Subordinate CA) » B = & ZL#
@3¢ § HiPKIEV TLS CA - BT BGH 1 » » A x 2 %

AT ST

HiPKI RCA

HiPKI EV TLS CA

EV TLS/SSL
Certificate

1.3.2.1 HiPKI RCA
HiPKI RCA % # A &2 % 913§ % # 1 (Root Certification
Authority, Root CA) » » &% 4 & JA#fa% «hi & 1§ % % 4 (Principal
CA)> & & 1 iF3HP 40T
() f # HIPKIRCA 2 f §53% ~ i %588 7 BB RBIHEER
2 EFEEIL o
()77 T B A AFHZE RN PNBEWHEE LT RFRS 0 7
a2 pIAL AAHERIREERHE LI EE -

(3) #-& w g A HE A 7 (Certification Authority Revocation

= s > A A N =
7 PERERFG AL
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List, CARL > 3+ % 1.6.1 &)= # >+ 3E 5 B (Repository) °
FERRE G B2 F T o
HiPKI RCA B> #F i+ T E A %Y 377 BIREWH 2 5
Bl A 2 IR E SR 3 e iz A - HiIPKI RCA g 2
5’#/‘1%; » (s ié@ﬁi” vh 2 v}“’l?@ ﬁﬁf#ﬂim I IRGE e

HiPKI RCA 2 p B E#HEEBHEAFE EEFH X EL L Tl

(1) % 1 & HiPKIRoot CA g ¥ 83

&7 55t 2d dd ac ce 62 97 94 al 43 €8 b0 cd 76 6a Se 60

& 7 4*+4p % (SHA-1) © 6292 e4 a8 ee 1b ec 96 45 37 €3 29 57 49
cd 96 e3 e5 d2 60

& ?fé.#“«l:g X (SHA-256) : f0 15 ce3cc239bfef064be9 f1 d2 c4

17 el a0 26 4a0a 94 be 1f0c 8d 12 18
64 eb 69 49 cc

B 1201927 22 p % 2037 & 12 % 31 F

& 4FANE/ £ 4+~ & © RSA 4096 with SHA-256

PR FMEIB L AR EP L T F £ Common
CA Database (CCADB) » » ¢ * ¢ 48 » & % g * $0 4l i i
(Application Software Suppliers » 4| % 2% (T %k St )2 CA &
o d

1322 7 BERBH

TREERE S AAAMERY Y - BREWE LR LT R H
2 ER B ORE SR T RIS AR SRR e

8 P ET

> [N - B
‘;,B)r;l)’ }i “12;]
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N %T@@ B EFRELY 2K T HEEBE L
dF 2T BB AEERET 3K T BB R e
EH 1B euﬁmquT%@ﬁ%ﬁj?;@gyﬁiéﬂga?
B WL T T R
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