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1 & #%

B & 4 2 #22 3% (Public Key Infrastructure, PKI) 2 45 ¢ 72 & ~ #¢
oA S AR S R PO TR P oA e 2 B £
VRO FILIGE A £ o HIPKI (2 ARER) R Y ERE
M R (FHEAT)EEBTF VIRBZE 2T FFAAHTER
B2peimkz e hAHERNTEFOBETF T IFHE TS

R ATEREY o R ELE 2 T B R  FOREEIRG o

# i 7 77 { (Certificate Policy, CP) % ik 45 B #73 2- B P i ke

(2 233 TEEFHTERAERPP FHER
B B AT B AR B AR I B L e
(1) 3" 3§ 1 47 i 7%| %2 (Internet Engineering Task Force, IETF)

ez it 3 A % (Request for Comments, RFC) 3647 £ RFC
5280 ;

(2)ITU-T X.509 ;

& # 1‘]% 2 T ® #w 3 (CA/Browser Forum,
http://www.cabforum.org)## {7 2. Baseline Requirements for the
Issuance and Management of Publicly-Trusted Certificates(f§ F-
Baseline Requirements) - Guidelines for the Issuance and
Management of Extended Validation Certificates(f§ = EV SSL
Certificate Guidelines) 2 Network and Certificate System

Security Requirements ;
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(4) Mozilla Root Store Policy ;
(5) Microsoft Trusted Root Program Requirements ;
(6) Apple Root Certificate Program %

(7) Google Root Certificate Policy

»«Lr'—ry\y g(ﬁ\—a 1,.,11,\:&? %éﬁﬁ)ﬂx) t&;*%_f;\f@ —%‘;

#& % (Certification Practice Statement, CPS)2_ i% {fg

SSL(Secure Sockets Layer)» ©_¢ ¢ TLS(Transport Layer Security)
t &P~ > FISSL G & TLS & dp (A 57 143k TLS 1 28 17
NG E 0 ™ P obpbry 1 TLS I8 @B~ B L@ * ch SSL G # AL » &
WLRA > MNEEICK Bk > €11 TLS/SSL @ # % 71 o

% P ITU-T X.509 4% > & 1§ 25 5T 3§ 97 T_& (O i%% & % (Assurance
Level) /f 12 G 2 5 {4~ 1 38 %) 75 (Object Identifier, OID » 382 % 1.2
G )E oo A el B EITR A BRI R e R E DR E IR

"L > (certificatePolicies extension) ¥ o

i ¥ s fhdp G 1f 1B 3 (Relying Party)$330 00 T 5 p ehfy 242

(1)&#EPBHE & 2 T A A e R REEL R
$8(End Entities, EE)F¥ » G & ic i Z 3 u| B 225 % ¢ '%—
P R AREE R RS S ERE RR S R R REL]
R 0 P1R% BB IR (CA certificate)? ¥ it § 7 1
B g BREB o AT ZEERET LESE R
ERFFRP BB FREI DR HELLE BB -

QG2 &8 g2 § % & 4(Private Key)2 @i £ G4
HeAn M iFEARA o




HiPKI CP

(3)i& s ¢ «* = (Subscriber) 3 %8 (Subject) £_F ic 7 »cdp ¢ H
BE? el R & %*ﬁﬂ%ﬂvf%$%’m£?é
R pHMAHHE TR PR AL TTEREEY N TR
B el W o B £ 4 (Public Key)2 i 55 B 1%
(Binding) -
*é@?”’@&%ﬁ””%ﬁﬁﬁﬁﬂﬁibmﬁ # 5 4
B et R AHE R L EEB R AT T @
(Interoperability) » - ¥ ¥ i&— # B E P b 2 B £ 4G AHE XA LT
AR T8 - B S HOBERRP PRBBT IR T EERE
(Issuing CA)£ 1 185 2% #5 H(Subject CA) 2 B eif 28 5o {8 M 1% o

1.1.1 B#EFA R

& F R A B B T 3 4 $ (Information Technology) 54,
% K P](Guideline) » * i:}ﬂ X BT 2 ¥ R R R AR 8 b
1] 2R ZH A FRT 2 HT2ZABFANEELERE 2T R BT o
ARRAIER TR DI EFR P ERRE R EB AR R -
TH g RERFRT FER BERET LRI ¢ I NG ERK S
EABE . TG P’E‘.—‘F’T VEERFERLRY RN RRGERE R
FB B R E DR

HiPKI /& 3 3, ¢ 2 ¢ = (HiPKI Root Certification Authority, HiPKI
RCA)#G 3% #_p & & % (Self-Signed Certificate) » + H_~ A #H1E K oh
LHEACR > GIRG é’ﬁ‘. &2 #& 7 #f HiPKI RCA hig & o & R R"E 1%
¥ Z ) » HIPKI RCA hig# T & &7 G E K P 2385 0 Fk
HiPKIRCA % FEH 3 2G4 » MWIRFEE RS 4 %:FIF o
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L12 8@ K2 AR B TXAF LM%
BAEFCR T P N R E T A BRI E A 2
BEY o m B A TERER R hole i 2031 Y BERR 2 R

Foho X BEAFBRELEEBHTET - AMHEPERT IFTEA
& .

L13 BB * BEARF 2 BB
FAHER L EEPHEL FABRER T pTEEK

BEWH Y AEERL L BERLSF EPFUBLF LT RE
2%;0

2

IRHE RS M S T AL P

12> & g.ﬁ;; R

A2 2 LA L HIPKI & # 5 L (HiPKI Certificate Policy) > +% &
PHE 110#& 82 30 P » AGHEITK 2 BATHR AT AT e F B!
https://eca.hinet.net - G E W H- & #F HEHE(F 2 0 REHE)L R LEBHE
FORFp W e P AR AR 2 4 BRI o A AAHZ R LB EBIE
FOEW AT

(1) % 3 5% 2 (Domain Validation, DV)#%| TLS/SSL & %

(2) ‘2% =% 2# (Organization Validation, OV)3] TLS/SSL & #

(3) z# ¥ % 7% (Extended Validation, EV)Z| TLS/SSL & 3%

ARAE R RIBE AL S N2 PR R
PRE2ZBEACAPFEET S  FHERIBRZ T 2EREITLER
AXE 0 ¥ gD AR B o

TR AAAZRHAGHEIRBIN DL FRESL 2 BT R T
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Sl Sl
18 IR 136141234592000
I A S
% 1% 136141234592000 1
% 2% 136141234592000 2
% 3% 1361412345920003
% 4 % 1361412345920004

Baseline Requirements

P38 %7 2| TLS/SSL & # 2.23.140.1.2.1

‘e B 3] TLS/SSL 5% 2.23.140.1.2.2

EV SSL Certificate Guidelines

2.23.140.1.1

7t W 228 A TLS/SSL & 3%
W o7 Al 6 (EV SSL Certificate Guidelines)

Hdr0{2.23.140) 5 Bepent Bnm R FREFEB LT R

W RypA Y 2 IRER K FHFPTLE S @ arc & id-pen-cht = {1
361412345938 & 2 2 e %K 508 & fe 8 1 (Internet Assigned
Numbers Authority, IJANA):Z# 2§ % & % 5L4% (Private Enterprise
Number, PEN) » & g2 2% ¢ * chie 228w 8.(13 6 1 4 1 23459
200} > ¥ PR LB EZ FFEI LRI Fende LB LT R Y o
FABRICR S BRI BEY T EAE L TLS/SSL B

& 7 ! ¥ Baseline Requirements 2. .2 = ® % — Refia) > #Higt
;ﬁ i Baseline Requirements i 3% 5 7 G Fc K % B W2 18F
FarvERARE LW %A TLS/SSL &% & % + &2 EV SSL
Certificate Guidelines 2 % iz 3 - R lFa) > #-ig L& fi5 EV

]

5 BT LG LS
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SSL Certificate Guidelines 77if i o
& e kA TLS/SSL B#E2 BEWIHE - F 7 BEPHLF
TEREPM > 2 ARF e F* AEFEALT MFES S 152
*pra P RH UV HRFE 2 wakEd] TLS/SSL BE2 BHEBHE - F
BEPHLATERENE > 2 AP R0 " ABHEICKT M IF
FHEEF 3B BF P &~ p #(Self-Issued) 2 2 3 1§ 7#(Cross-
Certificate)2 1B W H » - B * AEHEAK T H BRI LY 45

2 g
13318 4R

131 % RERELR €

AN P EFNEREY FTREREAREEZL A ¢ (Chunghwa
Telecom Certificate Policy Management Authority > f§ fsc X ¥ L% R
EVU R F RS P AR AR R P R 0T AR e A A R g
FroryEFo L RER ghlex AR RikBAKERELA 6K
BRED il B A 2 PRI RR R RSy Ktz §
Al AT 619 FEAR O HERET I AdEBELT AT TR
bk A E o 1 T AR 4o

Dtz EFAAHAERLEEPRFEL EKAN -

Q)% & A AHEX 2 BHEIK -

(3)% & B2 A0 R -

BDFhAAAERZB/HETHTEALE -

(5) % & % 3 2 & # 18 1 (Cross-Certified CA)eh T il Y

O)F &2 717 2o r AAHFHZH N AE A RAHFHE KL NELN

|
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ﬁﬁ%ﬁﬁﬁﬁﬁﬁiﬁﬁwﬁo

ﬂfi%ﬂ%@@wo

1.3.2 5@

A AHZE R AR ITU-T X509 #5282 ¥ 0fg & ;% (Hierarchy) =
B EAHIZR » & 45~ A #H K o0 ¥ 42Uk (Trust Anchor) — HiPKI
RCA % & = ¢ 473k 2 97 18 28 484 (Subordinate CA) » B #v & ZL
@3¢ § HiPKIEV TLS CA - BT BGH 1 » » A x 2 %

AT ST

HiPKI RCA

HiPKI EV TLS CA

EV TLS/SSL
Certificate

1.3.2.1 HiPKI RCA

HiPKI RCA % # A &2 % 913§ % # 1 (Root Certification
Authority, Root CA) » » &% & & A #3E% 0 & 1§ % # H (Principal
CA)> i & 1 (F2P 4o

(1) f 7 HIPKIRCA 2. p & i&% ~ A #BEL T HEEWIHEE

2 EFEEIL o
(2)77 T8 A AHE RN AVEFEWHER D3 WERS 0 ¢ 4
Bz pd e AAHERINEEB I EE

(3) #-% 7 i F KA b - (Certification Authority Revocation

Lo

|

7 SER R
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List, CARL > 3%+ % 1.6.1 &)= # >+ &5 B (Repository) °
PR B2 p K iE i o
HiPKI RCA JE* 8 F i+ 1T AP o7 T HEEB 2 2w
BELAER 2 IV EABH R 3 E AR A o HIPKI RCA &g 4 =
5’#/‘1%; » (s ié@ﬁi” vh 2 v}“’l?@ ﬁﬁf#ﬂim I IRGE e

HiPKI RCA 2 p B&#HEIGEA T2 BEPFH X EL L Tildr

(1)% 1 & HiPKIRootCA p ¥53%

Bz 55 2d dd ac ce 62 97 94 al 43 €8 b0 cd 76 6a Se 60

& 7 4*+4p *(SHA-1) © 6292 e4 a8 ee 1bec 96 45 37 €3 29 57 49
cd 96 e3 e5 d2 60

& 7 #4p ¥ (SHA-256) * 10 15 ce 3¢ c2 39 bfef 06 4b €9 f1 d2 c4

17 el a0 26 4a0a 94 be 1f0c 8d 12 18
64 eb 69 49 cc

B 1201927 22 p % 2037 & 12 % 31 F

& 4FANE/ £ 4+ & © RSA 4096 with SHA-256

EFAEHBNHEFLEFREP L 5 T F 3 Common
CA Database (CCADB) » » ¢ * »v ¢ 48 » & % % 38 &
(Application Software Suppliers » 4| % 2% {7 %k St )2 CA &

o H e
1322~ BB @ #

TRREB S A AHER T - BRERELE )T RS
2 E BB E L RS T RS O £ GAAE R

8 PET
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B % 1T REHEBHEFRELY 2A T REERBE &
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