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1 B#%

o B & 4 A #2235 (Public Key Infrastructure, PKI) £ 45 d 2 & ~ e
ﬁ\#&%\&ﬁ B NS O I AR 8 L 120 )-8 5 SR S
TR E IR A4 o HIPKI (A A#ER)Gp e 11
2P (Ao ) e+ MIRBZ 2T 3P RAHE

=

%

BZpeikmKZ o A RHSLTEFDEHERT FF WL FF 2L

CFCRZ AT 0 R L F BT R PR RS -

1.1 &

& 1§ 7 5 i (Certificate Policy, CP) 4 i& 4 B #7455 2. BN i HLdr °

()% 85 TEERHCEAERLP EAER
ATAR B AR B AR 2 B R 4

(1) "% gt 1 4% 1= 53] 2 (Internet Engineering Task Force, IETF)
Az & % L 2 (Request for Comments, RFC) 3647 ¥ RFC
5280 ;

(2)ITU-T X.500 ;

(e # # # & #H ¥ ¥ % A (CA/Browser Forum,
http://www.cabforum.org)## {7 2. Baseline Requirements for the
Issuance and Management of Publicly-Trusted Certificates(f £
Baseline Requirements) ~ Guidelines for the Issuance and
Management of Extended Validation Certificates(f§ £ EV SSL
Certificate Guidelines) ~ Guidelines for the Issuance and

Management of Extended Validation Code Signing

= SN AL A N =
1 PET RN RSP
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HiPKI CP

Certificates(f§ # EV Code Signing Guidelines)# Network and

Certificate System Security Requirements ;

(4) Minimum Requirements for the Issuance and Management of
Publicly-Trusted Code Signing Certificates(f# # Code Signing
BR) ;

(5) Mozilla Root Store Policy ;
(6) Microsoft Trusted Root Program Requirements ;
(7) Apple Root Certificate Program %

(8) Google Root Certificate Policy

PTRTRZFTR Y P UG ARAHER L BER T URET T E

#& & (Certification Practice Statement, CPS)z_ i% { -

SSL(Secure Sockets Layer) - %_= d TLS(Transport Layer Security)

Fh Pt ) SSLIEH & TLS B dp cn e 57 13 TLS #2238 1%
B 0 @ 2 brbig 0 TLS BB~k B L i ¥ ch SSLOG AL

LR ABHEICR B 2 €00 TLS/ISSL B #E £ 7 o

%P ITU-T X.509 & # > A i 25 52 X 97 T_& (%7 % & (Assurance

Level)-& Jf 12 i 38 5T ) 4= ©* 35 %] 4% (Object Identifier, OID » %2 % 1.2

)R 0 B BEFRP E AN e AR E NG E K

“u 1§ = (certificatePolicies extension) ¥ -

R E G DGR f ¥ (Relying Party)¥*t 1 7 58 B e T 4%

DEFEPBHEEFLEE > T A 53 fEFT) R FEEL KR
B %8 (End Entities, EE)p¥ » G $ 3 um i LG %"
DA SEE e SRR R S R R K XA

= SN AL A N =
2 PET RN RSP
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R 0 RIZIE S 8 (CA certificate) ¥ ¥ i ¢ 7
1t BBy EBNE AT ZEHEPBHET L ES
ERFIRYF EBUBL FREESDRREEL R B -

Qa2 FHFEFENE # % & 4(Private Key)z B %28 %#
BHEAp M (FE AR

(3)i&# ¢ «* = (Subscriber)#¢ i 8 (Subject) £_F it 3 »xiy F H
B e e B S M R £ 0 Bldo® &
AN TR R AL TTRREEY N TR
B Y fTie e MY 2 B £ 4 (Public Key)2 i g M ik
(Binding) -

i%@éﬁiﬁﬁ%ﬁﬁéﬁﬁﬁﬁﬁﬂﬁﬁg%ﬁﬁﬁﬁ%

BARGE o ot ARAHER P DL RERB R RFS

L LI FYTC Ty

AR T o B S DB ER RS PR UBT LR B ERE

(Issuing CA) ¥ 1 #8163 1% 1 (Subject CA) 2. ¥ el s s ¥ B 1% o

fﬁe

(Interoperability) » & ¥ # i&

111 Bz

B 7 rT i AL B 3RE T 30 # (Information Technology) <724
& R Rl (Guideling) » * R % - G EATIE * 2 R S R B o
1l 2280 SN FRT AFT2AHBFAEE BT 22 R2 B o
AARHEER TR Y DR IR A f#f&éﬁ%###’ér_?‘é‘ G
Rk BEFE R REA BRI BRI ¢ BRI
BN A GEEY T S EIE R K B RRRR G E

el Eh R e

T+‘-

HIiPKI & 3 %, & 22 ¢ < (HiPKI Root Certification Authority, HiPKI
RCA):g 2% 8 _p & 1§ 3 (Self-Signed Certificate) » + &_& A #i% b

3 C’%?f’;g]”ﬁlf 4\:J
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THfAC SR > SRR F BE &G I HIPKI RCA ehig 3 o & & B"R 1%
B2 I ) - HIPKI RCA i x m ik BEre il f 2354 0 5k
HIPKIRCA 2 FEH B 24 » imESas 4 58T o

112 BRARE GRYFELAEL M G

BEFTR Y TP G M R R T T BT RS L
BT m BEF I TERFRRP doiwd 5 G 2 R
oo BEFBELREBENE ] - AHERENEETHTER

‘k“?

113 5@BHII* BRARF BB

*%@%azﬁﬁ%ﬁ%ﬁﬁiﬁ%ﬁﬁ,z hir BB R o
BB * ABEFR L BRI CBUBLFE A2 R

Lo AHEBERKF AIMER > TE AP I

12<?’-l- ?ﬁ_;

<~ #2 4% HIPKI & 7 ¥ K (HIiPKI Certificate Policy) » +%
PHE 1107 4% 13 P AIGHEICKZBITHEAT AT F B!
https:/feca.hinet.net - [GEWH- & # PBE(F 7 7 BEF)C F nl&#
FoR ety e P AR L BE g A A HE K BERE

TR G EAT
(1) & * (Individual)i§ %
(2) =% (Organization) & #
(3) 4 ¥* %% 7% (Domain Validation, DV)Z| TLS/SSL & 3%

(4) ‘=% % 3 (Organization Validation, OV) 4] TLS/SSL & #

~
hr
it
=%
o)
e
8P
=
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>
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(5) i# A =% # (Individual Validation, 1V)#] TLS/SSL & 3%

(6) 2£ ¥ 2% 7% (Extended Validation, EV) 3] TLS/SSL & %

(7) 2 © 2%z 2] 4255 45 & F (EV Code Signing) & %

(8) — 4Bk zE A 425 #5 % & (Code Signing)#& 3%

(9) p= &% (Time-stamping) & 7%

W B ARES BREE A AHE R R E *ﬁiwrﬁ
A e o BHA LN APEFEFER FEFEEERF X 2EEHEZTE
WRRARY o 9 FR 2 UARER o

FAEBEALE BEPEZEBFETHTEAL A TLS/SSL &%
& % 1 7 Baseline Requirements 2. 2L 25 E i 2 - RepfFa) » #ig L
\ﬁ i Baseline Requirements i% 3% 5 % A G @ K 2 & %ﬁ.ﬁ%&i 8
WA TE A B AW %k TLS/SSL &% E 3 ¥ EV SSL
Certificate Guidelines 2. .2 3 T i@ 7 - Renfia) o %xﬁsi@*} H EV
SSL Certificate Guidelines 7% 2% -

TERAEAAAZRHAGHERARBI DL FREL 2 BT R T
2 4 R SR A

RS 3 1 A
B IR 136141234592000
7 E R
¥ 1% 1361412345920001
¥ 2% 1361412345920002
% 3% 1361412345920003
¥ 4 &% 1361412345920004

5 FED R L
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S S P2
Baseline Requirements
e 7E A TLS/ISSL & 7% 2.23.140.1.2.1
.féi.f %72 3] TLSISSL & % 2.23.140.1.2.2

# A %3] TLS/SSL & # 2.23.140.1.2.3

EV SSL Certificate Guidelines

2.23.140.1.1

1t W B7E 7| TLS/SSL & # - N
" Al i (EV SSL Certificate Guidelines)

W BN GE R G | 22314013

- mmmAlEl s E S | 223140141

# ¢ r{2.23140} 5 Bepend 2l G S REBE R HELAT E
WA RIp AP E 2 RFER Y FFYTLE A arc & id-pen-cht = {1
3614123450} & 2 &t R 5LAG A e 8 H(Internet Assigned
Numbers Authority, IANA)zx# 2§ 4 & ¥ 5.5 (Private Enterprise
Number, PEN) » & A% 8 * chir 22 u5 {1 3 6 1 4 1 23459

200} » i i B & AR 2 Aied e RS TR o

Ed el TLS/SSL B2 BB F7 BRBHEE T
FEMAAM Y EARPAJ* 2BEILF M EFEELST Loz
e BFu N R - MR FEAE B A REA] TLS/SSL &2
BEBE 77 BERFLHATEREAAIM Y P AR P i * 28
BICR G MEEELY 3 52 R EEMRR - LREA/u i %
AU BETEELEEWE 77 BRP L AT ERAAM >
% 2 Code Signing BR A #o /e i * MIGEFR T M FEE 5% 3
Bz e BB P &~ p #(Self-lssued) 2 % 3 & 32 (Cross-Certificate)
LAVGRB - BT MERITR Y MRS ST 4Rl

= SN AL A N =
6 PET RN RSP
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13184 f

131 % REBELR €
AP HEFNR Y ETLRBHECLEEZEL R § (Chunghwa
Telecom Certificate Policy Management Authority » f§ fitsc X 3 124 R
E)UE F AL PHARFER DF IR T FAEE S AHE R PP
FroyEiceprl gL gehe s | BRI LERLA §X
BRG] BBUE A PR RHREE Sy BT B
AlALTARR6I 9 PR RERET LA EFBUEST AP TR
ik L E o 1 IFERBEP 40T
Dtz SR AAHERLBERFEL 2KAH -
()% &+ AAHELZ BHEITK
(3) % & # A AIEK 2 40 B R4 o
DL P AHEKZBETIFTERAE -
B)F ARINFEE # 1% 1 (Cross-Certified CA) e 3 YA
O)F &2 P17 4o » AAHERN LA A AHERLT RFE2LN
B H DG EITRK 2 P
(MEF LI RELIREERBHEH T LF BRI DE R -
7 4 FE 0T o

132 B#BH

A A AHER AR ITU-T X509 #2812 ¥ «0rf & ;% (Hierarchy) =
B EMAHEK > &3+ A#HE K 0§ 42k (Trust Anchor) —HiPKI
RCA 2 4 2 2 93k * e ™ J§ G # 1% H(Subordinate CA) o B # 4 A #
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FUEs 7 HIPKIEVTLSCA - BT REHBH > ARAAHS R %

HAeT R

HiPKI RCA

HiPKI EV TLS CA

EV TLS/SSL
Certificate

1.3.2.1 HiPKI RCA
HiPKI RCA & # & #2012 & & # # (Root Certification
Authority, Root CA) » » E_i* # & A #:E% +hi & 1§ 7@ 4 (Principal
CA) > 31 & 1 (TP 4oF
(1) f F HIPKIRCA 2 p §18% ~ A # 82~ HBEBHER
LEHE I
()% w4 R AL 2 REEBIET 02 T AR > ¢ 4
BEE g AL AAAER GRS T IGE
(3) #-& & i FE W H A 1k 7P (Certification Authority Revocation
List, CARL » 3% & % 1.6.1 &)= # »t &3 & (Repository)
FERE gy B2 § i IT
HiPKI RCA J&*t 5z i+ v £ A9 w2 T BEE P2 35
B ENARA 2 G B T B LA - HIPKI RCA figh 2
PR WA AR AVEEBFE T LI RE -

HIPKI RCA 2z p 5 iE#E BEFHL2 BEPFRH Y I L L T
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(1)% 1 & HiPKI RootCA p $5%

7 B 5. 2d dd ac ce 62 97 94 al 43 e8 b0 cd 76 6a 5e 60

& # 4*4p W (SHA-1) : 6292 e4 a8 ee 1b ec 96 45 37 €3 29 57 49
cd 96 e3e5d2 60

& 7 4*4p = (SHA-256) : fO 15 ce 3c 2 39 bf ef 06 4b €9 f1 d2 c4

17 el a0 26 4a 0a 94 be 1f Oc 8d 12 18
64 eb 69 49 cc

sy 12019 27 22 p % 2037 & 12 % 31 ¢

& 4858 £ 4+ & - RSA 4096 with SHA-256

EFEMEIB B L E A EEP > T F 4 Common
CA Database (CCADB) » » ¢ # ¥ g » & < % il &7
(Application Software Suppliers » 4] fr % 2% iT % k St )2 CA
iy E e

13227 BiE @ BH

TREEBE G ARAERY NT - BEEWBE LR F A
2EA B AE L RS T RPN OB SRR R e
B d S IETRERBHEFERLY 2K T REREE &
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