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FEtr g iR % L WebTrust Principles and Criteria for
Certification Authorities> % % TLS & # 2 B HEPH T AL
1# WebTrust Principles and Criteria for Certification

Authorities — SSL Baseline with Network Security °

5. #5 1% % % ™ WebTrust for Certification Authorities %
WebTrust for Certification Authorities — SSL Baseline
Requirements %% 2_ = ;% % 33" CHTCA 35 F o 2hiE

BT RFIEFLEIRED S o
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CEAEILES SRR VA

N TP 3T R AE &

1. 4= 7
0.95 111/04/22 2. & & eCA~PublicCA~eTSCA %2 CHT SMIME CA
4 CA2ZCPS= o

LEPHEEE RIS URAGLEY FTCERE
FRRERER 32 % 095%%) AR AL FEE
eCA CPS 1.75 #% ~ eTSCA CPS 1.01 3% ~ PublicCA
CPS 2.06 »%< % CHT SMIME CA CPS 1.05 5=z CPS
T ARAT EOA M SEE 2 4 & CPS
ﬁ*%?ﬁi’IFﬁTﬂﬁ%4*C%?Po

1.0 112/4/6

5% 1.54~% 2% 2.1~ % 23~
A4~ % 316~ % 322 % 323
¥ 325~ % 3251~ % 3257~ % 411~
441-442~% 452~% 49.1-% 49.1.1- % 4.9.4 >
¥ 49.10~ % 49.12-49.15~ % 4.10.1-4.102 ~ %
412~ % 513~ % 515-% 522~% 531~ %
533535~ % 57~ % 612~ % 6.14-6.1.6
6.1.72~ % 6.2.3-6.24~ % 6.2.8-6.2.10~ % 6.3.2.1 ~
% 64.2-643~% 7.1~% 7.142~% 7.1.7~ % 7.1.8~
% 722~% 7301~ % 8~ % 84~%87~% 921~
% 9.23~% 93.1~% 94.5-947~% 9.5~ % 9.6-9.8
2 % 912 & 5 1 E Vs 2 BN 3-1 o

Bimw 1.2 % 1.
% 3.1.1~ % 3.1
3.
4.

1.05 112/8/29
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1 B
1.1 £ &

RIp A RAERBGHEIIL TR T eCA 5 A AHZER2Z BT R G
g LY s 2 g 4R (Trust Anchor) » & B3 ch o R & > TG HE
FPERGH eCA g AITERENY BT RBEF RS <
(CHTCA)Z 5 &4 A% A R AR Y 0 &2 P orfed 24 18 o
eCAE S | AT BEHBI 7 57 FT 50 BaEd =Y < (Public
Certification Authority, ™ = f§ # PublicCA) ~ ¥ £T Z FREHFF 1L
¢« (ePKI Timestamping Certification Authority, ™ = f§ fi eTSCA)%

PERLE 2T FEMERE Y ZY o (CHT SMIME Certification

Authority, ™ T f§ # CHT SMIME CA) °

111 EEFIHTERAE

AT E AR Rk dy A A A#HE K G FE 5K (ePKI Certificate Policy)

2 AP AR T E BE AR e
(1) "% 3B 1 421x 7+ 2 (Internet Engineering Task Force, IETF)
2 etz v 3 L % (Request for Comments, RFC) 3647 ~ RFC
5280~RFC 6960~RFC 6962~RFC 5019~RFC 8659~RFC 3161 -~
RFC 5816 ~ RFC 3628

(2) ITU-T X.509
(3) ® M T 7 &1 € (European Telecommunications Standards
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Institute, ETSI)= TS 102 023 ~ EN 319 421 2 EN 319 422
A& # ¥ & B % F % A (CA/Browser Forum,
http://www.cabforum.org)# {7 77 Baseline Requirements for the
Issuance and Management of Publicly-Trusted Certificates('4 ™
4 # Baseline Requirements) - Baseline Requirements for
the Issuance and Management of Publicly-Trusted S/MIME
Certificates( 2 & #§ # S/MIME Baseline Requirements) -
Baseline Requirements for the Issuance and Management of
Publicly-Trusted Code Signing Certificates( ™ & #§ L Code
Signing Baseline Requirements) # Network and Certificate

System Security Requirements #7137 _e

L12B@ABTERELF? FF
riTE LM b’ﬁrf 2 z&v;%%i’* > CHTCA 2z pﬁﬁﬁfﬁ
R s S S RIRREE R EE HE AP AR F

1.2~ # 2 ]J_Q'&&

AT BRI EFRCREFREY SBEIMLTEZAR
(Chunghwa Telecom Certification Authority Certification Practice

Statement) > * (TE A B2 F IR AT AT R F BF

https://eca.hinet.net £ https://publicca.hinet.net

AEE A B2 Lo 3u] B3 & & (Identity Assurance Level »
TE FE?%P"/R‘ N 5\);—}3 2& 733{%‘\*,, li,e_;‘;vljg%,kr—p 3, 50 o

ot 8 5 T - FEEum e
% 1 % | id-cht-ePKI-certpolicy-class] Assurance {id-cht-ePKI-certpolicy 1}

%

% 2 % | id-cht-ePKI-certpolicy-class2 Assurance {id-cht-ePKI-certpolicy 2}
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W ¥ B AL s YL
% 3 % | id-cht-ePKI-certpolicy-class3 Assurance {id-cht-ePKI-certpolicy 3}
% 4 % | id-cht-ePKI-certpolicy-class4 Assurance {id-cht-ePKI-certpolicy 4}

eCA g # A_p & (Self-Signed)ia # @ & BB F"F -8 2 ff &> eCA
UG T BRI L I eCAR EE R B 24
MRTER B 4 BF T o

Fak e LIS N E 103 # 12 % ASBHE A R T R Rl
5uAg & fie #8 H(Internet Assigned Numbers Authority, IANA)zZf 2§+ 4
& # 555 (Private Enterprise Number, PEN):;x# 7id-pen-cht arc 1! 7%
FTR A 1 A

id-pen-cht ::= {1 36 14 123459}

id-pen-cht-ePKI ::= {136 14 1 23459 100}

id-pen-cht-ePKI-certpolicy::= { id-pen-cht-ePKI 0}

T TAE YT UL Y F L

5] id-pen-cht-ePKI-certpolicy-cla | {id-pen-cht-ePKI-certpolicy
) ss1 Assurance 1}

50 id-pen-cht-ePKI-certpolicy-cla | {id-pen-cht-ePKI-certpolicy
) ss2Assurance 2}

% 3 id-pen-cht-ePKI-certpolicy-cla | {id-pen-cht-ePKI-certpolicy
) ss3Assurance 3}

5 4 id-pen-cht-ePKI-certpolicy-cla | {id-pen-cht-ePKI-certpolicy
) ss4 Assurance 4}

PublicCA #f % % 2 TLS # & /R & 4x 1 & 3 & ¥4 Baseline
Requirementse R # - #- i * CA/Browser Forum 2 ‘= % %% 3
(Organization Validation, OV)TLS & 3 #x {4~ ©# 3 %] £ ({joint-iso-itu-
t(2) international-organizations(23) ca-browser-forum(140) -certificate-
policies(1)  baseline-  requirements(2)  organization-validated(2)}

(2.23.140.1.2.2))) ~ % 3* % 7 (Domain Validation, DV)TLS & 2 #x K 4

3 ﬁifglqﬁxé\:’
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% 2w 75 ({joint-iso-itu-t(2) international-organizations(23) ca-browser-
forum(140) certificate-policies(1) baseline- requirements(2) domain-
validated(1)} (2.23.140.1.2.1)) & B * 2% % (Individual Validation,
IV)TLS & #% 5T % # # 3 w| #% ({joint-iso-itu-t(2) international-
organizations(23) ca-browser-forum(140) certificate-policies(1) baseline-

requirements(2) individual-validated(3)} (2.23.140.1.2.3)) °
%7 =@ A iv ¥ A% ¢ Baseline Requirements &+ 3% 5<% — 3R i
A5 0 H#ei %’J“% 75 Baseline Requirements £7i% 3 o

PublicCA 7§ 3 % 1# & 7% (CA Certificate) 2 Js * > PDF ~ * § ¢

L CEREFLEF S B L BERLT 2T 3 BEE)T R

-
4 k']
el

Froi2 28 1.3.6.1.4.1.23459.100.0.9 » pt 4= i 3% 28 3 44 Adobe 3
iz ¥f 7 ¥ (Adobe Approved Trust List, AATL) 3 #f -

=~ E LA ® AL SMIME &% & % + 22 S/MIME Baseline
Requirements IR {74 & 3 E i@ 2 - Renfia) o %iﬁ #& S/MIME
Baseline Requirements £73i% 3¢ o

ThREREPBHEE T EEZEEES £ S/MIME Baseline
Requlrements T REBEPBHEHEE Y © 2 SMIME BHET @ ¥

2 kg

P LA

CA/Browser Forun S/MIME Baseline Requirements 2.23.140.1.5

LB RRE

i 1% 45 % 27 1 34 (Mailbox-validated Legacy) 593.140.15.1.1

T FERiE 245 % * 4 A (Mailbox-validated
,;-: - 2.23.140.15.12

Multipurpose)% > 7 + 282 5%
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F L i A
?j—? ! 2 ’; 8 Bt 3 (Mailbox-validated Strict)% > 7 593.140.1.5.1.3
=+ é'& = f ‘g’;‘;‘_
o
i BB 78 19 %L7](Organization-validated Legacy)% 2
‘F =
3 3 ?@ - 2.23.140.1.5.2.1

fe e SE 5 % i 4] (Organization-validated

Multlpurpose)& _?_- DI IE 2.23.140.1.5.2.2

ke * % 7E. iﬁH}é A](Organization-validated Strict)% 2> 7 593.140.15.2.3
—3— @3 A
.35.%‘2 pRARE

N B A S B 5ed] (Sponsor-validated Legacy) %

;?: R 3 ég = )& =28 2231401531

RN Z¥d % % i 7] (Sponsor-validated

Multlpurpose)* rT3EE 2.23.140.1.5.3.2

fS N A B Bt 2] (Sponsor-validated Strict) % 2

T+ EIGE

2.23.140.1.5.3.3

A RE

# A %7 @ 5] (Individual-validated Legacy)% 2 7

3R g 2.23.140.1.5.4.1

B A %7 % * i A (Individual-validated Multipurpose
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