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Ef‘—lt‘13’_%]'2‘\%@6;3#1&1;}&%?&;%51&:% ‘Fg‘\_’ﬁ)@‘gﬁﬂig}

B AR v 2ifo

-13.\_1\?

6.1.5 244 £ B

APPSR B4RE R 2048 A H vt i RSA &4 A
SHA-256 3¢ S B g & 2 8 % 8%

FIAR 119 # 12 % 31 p(5)2® » % =2 g % RSA-2048 =
AR 2R ARG DB L AT A -
AR119 # 12 % 31 p rufs > % 2 g * RSA-3072 i~ & 4"
X rRBADE B B HANE L4 o
FAEEP SR PR Y R BB F E 2 (Elliptic Curve

Cryptography, ECC) & % {5 38 #-i2 * & & NIST P-256 2% P-384 14 4%
R e
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5> ECDSA &4 A7 S * T R P 2
— + P-256 with SHA-256 » P-384 with SHA-384 -

6.1.6 > £ 32 A W2 BT HR%
RSA i 5 i o & 5% 5 5 o(Null) -

hEImE s FR Y £ NISTFIPS 186-4 2 24 4 # RSA
B E Y TR T i TAE R A 5% #ie(Strong Prime) o

PO AV HMBAR S Y RSAFEEY g il
EIE AT SR o

1995 NIST SP800-89 % 5.3.3 &> & ¢ 3L ¥ & Frl = 4 p c(public
exponent)mm A /F' o 216+1 f‘—" 2256 1z o ﬁ;_‘:}-ﬁ g}t)@; g 4 ;a;z N
2LR Hochdn ok S 2 g ] 3t 752 ehF gk o

F @ WFFY R ﬁﬁ;é%ﬁifﬁ’igﬂﬂwﬁﬁﬁ
NIST SP 800-56A Revision 2 % 5.6.2.3.2 & £ % 5.6.2.3.3 & f&:27H
i¢ * ECC Full Public Key Validation Routine £2 ECC Partial Public Key

Validation Routine 1 £ 42 »c#p o

6.1.7 £ 42 * B th

AERY CERF P REKT EFEEE BRAEL G ﬂ*?
WY kb2 MREHEY Y ETERERTEY
keyUsage #§ "o =3k % i * 1 keyUsage =~ 5 digitalSignature -
keyCertSign % cRLSign  #§ v 4 4% * i (extKeyUsage)¥# “vif =& 2
id-kp-timeStamping(1.3.6.1.5.5.7.3.8) -

PG % 2 keyUsage # - ff = ¢ 3 digitalSignature %
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contentCommitment - 3§ “v £ 4& * i (extKeyUsage)#% “v # ¢ 7 id-kp-
timeStamping(1.3.6.1.5.5.7.3.8) -

6.2+ % £4g1FEZ2 BB EL B R

6.2.1 HABI LR 2 ¥
AP s @ i i FIPS 140-2 Level 3 3z 2 A 88 R Ag Hoke o

oS kg Nt BE LR 5 % & FIPS 140-2 Level 3 -~ CEN
Workshop Agreement 14167-2[CWA 14167-2]2 1SO 15408 = EAL 4

DB e o

6.2.2 # % bagA 2 5 A4 E

AEILY S A4 A 2 5 A0 F 0 3 LaGrange % 7BV 42
(LaGrange Polynomial Interpolation) 7 n-out-of-m()# * # #- n-out-of-m) -
s H - fax >Ffe% 4 % (Perfect Secret Sharing):h~> ;4 » ¥ iz % &
BAFRPEZwRZIE S HEY onE m YRS AR RN 2 gl
DA R MR P ETRAFIEY SR EGNS A
EEFEBOL DR F Y P RGP R A FF D N (FR

6.

§$ 6.2.8 &)«

oS R AR S AITE R T R
6.2.3 # B &kt ¥

S EAREERE S FY RS B LA S
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6.2.4 % £ 4% >

RPRE 622 iSRS AE S B EAEIRY S B
b4 T @ % i B FIPS 140-2 Level 2 1 1+ 2 sz en IC + i fo g A

FERaglRER N

6.2.5 # B & HIF 1

AEIS CER YRR AR RIS L LEEST R A &
B % 5.5 &3 74P 4 = Sy enbF A% o

6.2.6 % £4k® » ~ A BANE

i%ﬂdwﬁfﬁ%%%&fﬁﬁﬁﬁ%%mﬁﬁﬂ

(1) &4GAHE {3 [AB/E0pr o

(2 24FFEEDTHE o A FIiRERLR 5 (n-out-of-m
control)s= ¢ kA F 1P L H B LV AR O K R 4
HARRITFFICHF w418 T IrPERR B LS T
AW B er o

(3) L#k Hab s o E4{H » 7 S ERA0  7 3C R
ALY A R EEP B R B BB B2 0 f%ﬁﬁcﬁﬁeﬁ]»
ALEE SIS TR ERUI TN T E T8

6.2.7 % £ 4% F T RBHE
% O6.1.1 &2 % 62.1 &R T o

6.2.8 # 7 & 42 fd S 30

AEILY w2 R AR R 5 A E ICH KR Ak
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6.2.9 % L2 157 3

AETLY o P RAMKEY 622 55 AgE o RBP4
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6.2.10 # % & 42 B X

SELENAEIEY PR EGRTY LT EREEL LR
AP S A4S GEPIDFE PR AR R Ao d g It
AEILY b ARLATE Y BT BBAFILY o FF AR
2Y wEFE I AL EFERPEREEEEL TP LE(FRY 4T &)
Mg P G RAHMRBEEN B AR SRR B A
(Zeroization) » ™ i FE F4 A W R HCE Y oA p T
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e RARL 0 MFEIL L £ 4G T F o

dodk X BAM BB AT LR BRI PG AT BA

RABH Y Ty PR 4G PR P S A RAE Y 4 P (erased)
RIS - 7 = S B N R E
6.2.11 %A e FR

L% 62148 -

6.3 S4F¥ PR H W R

6.3.1 2B & HIFH
AEILY SRR BT D BB R 55 FR TN

B2 % 2ppd 0 AR TR S OB AMgiEH -

6325 EXITE S4g¥2 2 P

6.3.2.1 + FRY SBFHITE SafH2L # 7 P
AEILY G2 AB RMRE £ % A2 B4E R S RSA2048 A

RE L o AEILY CIERHEE R T

B 38 27 v T WL 6 1 v

WEaEE 102
WAL ARG | AR08
e w e PIR BB T 7 AZE20

& b 16

p
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R FHREMRT A G Ay

S BERG | WAT 361
B IR 361
153

b

APRY LR g OB RAR P EERER LT RPREER
(BEATOF B EGECEFT ORI BERITYRAL S FZEBEYL

GHEEE)

6322 % » EHEEITZE 242 BT HN
AETLV e 22 OB RRE PR Ak £4E R 5 RSA-2048
A H s &G ECC256 s H o b o 2k it & 4%

20 % Hpre Lo

B it 16 78 Hp
FREE (N

\\\?{r

N6ITE | A AEISH T | FALE13SiR

6.4 gt F A

6.4.1 fxd-FTH 2 24 2 % %

Fade TR A 2 (8B » RAS e > XA $F T n-out-of-m 47
?. IC++¢ » B |C+ ¥ m};{ﬁvgﬁ#lﬁﬁ%f%j% IC + i 4 %15
("1 5 PIN £8) o

6.4.2 fxf T 2 i3

Fobe FALd n-out-ofm iy IC+ iR > IC+ SPINFBA w3 4
B Faefh @t @ et o ICHBpFd 37enimd A | £
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FTR TATOPIN 75 o

FE DL PTABATE 3K 0 TH AL ICTH o

6.4.3 et T 2 4 R f

7]\?;_!7;_6 ,;;g’ﬁ-fe, $5ﬁm,g.tﬁv FL 7 l;&&ﬁ)%"
"o A R F 4

6.5.1 2T % 2HIF K

AEIRP e AR R Rt G B ITE A B A TFE kA
PR DR S RET AR RE 2 MR o

(1) 2 &% & ¢ & 50 Fuahd » o

(2) # & p {7 T & (discretionary) 5 B~ 41 ©

(B) HiEZE 25 4 o

(4) & BB HEIFIPKIZ R & ¢ 5B $ e o

6.5.2 & "% 2R

AFIRY CHEFIRELHY W E Common Criteria EAL 3 3%

[P e 272 151 L LL
T PR (TE kAo

6.6 2 ik Hp H P

6@1}&p§g§

AE I s kb H’?ﬁ a4 S 3R H03) B £ (Capability
Maturity Model Integration, CMMI) i3 i& {7 & 4§ -
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6.62% > ¥ Bir¥

d\?;m 2BNR m@\’gﬁ F] "\’l? }‘&E& ;M_ ip:\.‘»q‘\d ﬁi ,%-r‘\% ;I'ft/#_l} Eiﬁj

MR T RIS P o

AETLY G TR 2R B A % E (F M en

AR ~ PRS2

AP Rt i E KR 2 ER B EH AR 0k
PRI A EF T 2k A2 A o

AERF AR EITHE RIS E R EH Y Y
ISO/IEC 27001 ~ ISO/IEC 27002 ~ ISO/IEC 27005 ~ ISO/IEC 31000 -

WebTrust Principles and Criteria for Certification Authorities % Network

and Certificate System Security Requirements 2. = ;% 3#4 &% R E_o

6.63 4 4 W T 21 F

F &I I XTFRRGTEGAT FAABIEZ LR o
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6.7 Bt % 2P HF

AEILY w2 Ao RS ED Vo R
BN Va2 O pRIEE(ZEE E % DMZ) o i £ 7] v B (Internet) »
%R LR R R SRS ERAL P AR

AR s A TR B E IR AL P R R R

B EN EERSERY ES IR A

AEIDY 2 R RSN K AT AR R AT kAL B
R R R r BRSNS 2Ny kAL g d B (Filtering

Router) & 4v r/ 28 » v [ $5 238 PRARfo » R 5 52 o

6.8

AT g IR R GO DPE P RAE T R SLRPE S 1 adE Lk
PER enl fEdd o TAE IR T RERT 20

1) * =2 GRFEFFRE -

(2) * = GEALPFR o

@) BEAELFNZEFER -

(4) T2z gApERF .

T g R p R A IRARE REF FAPFFAE kRl iF

% TR -
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B~ BRELFPZHRER
AEBFTL RIS

7.1 8E2 #5314

B R L A x\ﬁ 8 ITU-T X.509 ~ RFC 3161 ~ RFC
3628 2 RFC 5280 & Vs el z_o

AERY CEERME L > GG B2 & F (Cryptographically
secure pseudorandom number generator, CSPRNG) » & # + 3+ % ~ 2b{5

Barité g 6hmaap R BERE

711 %% E 5

AEILY o EHE X509 V3 R A g R

712 BEH AW -

AFIY s § B R B R A & ITU-TX.509 - RFC
3161 ~ RFC 3628 % RFC 5280 &t 7\ ¥R 2 4% o

7121 % Fm? w2 B@ IS5 ®(Subordinate CA Certificate)
RERY s BN F LY w2 T IR 811G 3 (Subordinate
CA Certificate) erdf “c fff T3P 40T ¢
& 78 5T % (certificatePolicies)
LR B B4R 5 2ERE 4214 (non-critical)

i BN F % 3 irie g 3 s K @ %) 5 (policyldentifier) o
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. & A Ak i 3 # BE(cRLDistributionPoints)

P A R BF o H AT 5 2ER 4214 (non-critical)
iz Bp g 0iie g Y s 2 | AL PRI D
HTTP URL -

. 1B F T 3 5 P~ (authorityInfoAccess)

L R B H AR S 2ERE 4214 (non-critical)
B o MR ¥ iR S Y o OCSP ¥ i 7R & ch HTTP
URL P54 #5r e 8¢ w2 p % /6% HTTP
URL -

. #& & "L 4|(basicConstraints)

P A B HAET S M e (critica) i = o
HPFH e cAFRES truee FIAF Y w2 L AT
¥R IBESHIEE & pathLenConstraint #f 3% 2 5 0 -

’*’vi

& 4 * £ (keyUsage)
LR R B HAET 5 R4 (critical) B > o
H @ op * 3hixze keyUsage =~ % digitalSignature ~keyCertSign
Fe cRLSign °

& & *4](nameConstraints)
’:%/,ﬁ;:u“—]‘j}‘/\j\’g/,‘:‘tu7T%)&}ﬁt&f# p-}ill'b
EHEMHE

. oL £ 45 i# (extKeyUsage)
e s EREH o H AR S 2R 42 (non-
critical) f# = > H p o F * 3 x e id-kp-

timeStamping(1.3.6.1.5.5.7.3.8) -
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7.1.2.2 * = {3 (Subscriber Certificate)

15 7% #T i (certificatePolicies)
Lbﬁjuvﬁ}a]ﬂ ¥ :d..@’ﬁ%gr' ) ‘l:"

H AL 7 % 2R 424 (non-critical)
Wi Ep g

* 30 2xZe g T K 3 5] 45 (policyldentifier) ©

ik % # Bh(cRLDistributionPoints)
PRSP BT
H

LT % 2L A 424 (non-critical)

e g Y S 2 IR AL M PRIR D
HTTP URL -

& 8 17 31 13 P~(authorityInfoAccess)

WP s B B AR L 2EAE 4214 (non-critical)

%ﬁalx—voﬁ}]\?”}}—?s"’q‘ ﬂ\?ﬂﬂ_\i’l = QCSP T@-f;ﬂi%ﬁ”HTTP

URL> Hp F» *30irzehg389 w2 5 S HTTPURL -

d. # & *T4|(basicConstraints)

PR ERRY e B 52

221 4 4 (non-
critical)fff i > H p F * 3t3xze cAHF B 5 false o

e. £4&* £ (keyUsage)

LR ERMEE o BT 5 R (critica ) i+ o
H Q] ox * 3 ixie keyUsage = =~ % digitalSignature %
contentCommitment e

f. #ov &4 2 (extKeyUsage)

i%gﬂuﬁ%iﬁgﬁﬁ’&ﬁiﬁ“

M-SR i -

H 4L 7 5 B 42| (critica) 4 = 0 H pox * e id-kp-
timeStamping(1.3.6.1.5.5.7.3.8) o
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713 FE 2 2

Rk

7!\? LR S S S F)e }ﬁv}\ﬁ'q—ﬁ‘a‘:,hl_rlé’}l— e _,,,z*#'ﬂxi""\‘éljﬁ, S

sha256WithRSAEn
cryption

{1so(1) member-body(2) us(840) rsadsi(113549)
pkes(1) pkes-1(1)
sha256WithRSAEncryption(11)}

(OID - 1.2.840.1

13549.1.1.11)

sha384WithRSAEn
cryption

{1so(1) member-body(2) us(840) rsadsi(113549)

pkes(1) pkes-1(1) sha384WithRSAEncryption(12)}

(OID - 1.2.840.1

13549.1.1.12)

sha512WithRSAEn
cryption

{1so(1) member-body(2) us(840) rsadsi(113549)

pkecs(1) pkes-1(1) sha512WithRSAEncryption(13)}

(OID - 1.2.840.1

13549.1.1.13)

ecdsaWithSHA256

{i1so(1) member-body(2) us(840) ansi-
x962(10045) signatures(4) ecdsa-with-SHA2(3)
ecdsa-with-SHA256(2)}

(OID : 1.2.840.1

0045.4.3.2)

ecdsaWithSHA384

{iso(1) member-body(2) us(840) ansi-
x962(10045) signatures(4) ecdsa-with-SHA2(3)
ecdsa-with-SHA384(3)}

(OID : 1.2.840.1

0045.4.3.3)

ecdsaWithSHAS512

{iso(1) member-body(2) us(840) ansi-
x962(10045) signatures(4) ecdsa-with-SHA2(3)
ecdsa-with-SHAS512(4)}

(OID : 1.2.840.1

L E L T A NP R ER ¥ LR R S

FAER 21D 2 A

0045.4.3.4)

RsaEncryption

{1so(1) member-body(2) us(840) rsadsi(113549)
pkes(1) pkes-1(1) rsaEncryption(1)}

(OID: 1.2.840.11

3549.1.1.1)
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{iso(1) member-body(2) us(840) ansi-
x962(10045) keyType(2) ecPublicKey(1)}
(OID: 1.2.840.10045.2.1)

ecPublicKey

3 BCC /w8 2 I Prirze T b yp R o &0 Sodicz fo 22w gg

{iso(1) member-body(2) us(840) ansi-
x962(10045) curves(3) prime(1) prime256v1(7)}
(OID: 1.2.840.10045.3.1.7)

secp256rl

{iso(1) identified-organization(3) certicom(132)
secp384rl curve(0) ansip384r1(34)}

(OID: 1.3.132.0.34)

7.1.4 & %2538

BE? P MR FHE S BB SR X500 e - s
LA 2 E ARl % & 7 ITU-T X.509 ~ RFC 3161 » RFC
3628 2 RFC 5280 it 5% 4R e %o

AR R EPHEEELIMTARE S 7 countryName
(OID2.54.6)f = » B ig 2 Ag12? woirid 2 3 # 1SO 3166-1 K
. Jf ¥ 7 organizationName (OID 2.5.4.10)#§ i >

2]
=%
V‘!"
=
( N
&
\

ﬁ@@ﬁé2?%%%?wﬂ~arﬁsﬁ%ﬁﬂw¢ﬁ%ﬁ%%@

ﬁ' bl 4e
% 3.1.5

o U B AgIRY SR 2 e gt

e

\\\?{y

CAl- 74\?, g1 NS 7)1 ”ﬁﬁﬁf_’@ FH X500 v - whw] LA

£ %

ey o

7.14.1 ﬁ%ﬁ—?{ 7 # (Issuer Information)
45 RFC 5280 % ff¢ 4&(Name chaining)s L% - & & % § =
v - A8 L C(Issuer DN)spe % » R 20 R BE2Z G 2

¢ i A - 3] & (Subject DN)AR P o A 3 T2 0 o § 3 e
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ST IR TS Lo DRSS IS F S EAER Lot

- L, AR

7142 % =52 3 T A (Subject Information—-Subscriber
Certificates)

ﬂ”bﬁf@@ﬁﬁﬁﬁﬂﬁ AR TE T B S
F h'T’ﬁ ;ET i\‘ T )a a Fl PIL L’J’Jlg zL__g- °
7.1.4.2.1 2 ¥ %] £ 3 - - (Subject Alternative Name Extension)

RG24 R L ke

B R EFEI AR

extension:subjectAltName e el

7.1.42.2 3 ffra— #9] & f4F - (Subject Distinguished Name Fields)

RE LG f A P RIG A M eE - 3Ru] 4 AP = (Subject

Distinguished Name Fields)zp? 4o £ :

BRI FREE

subject:commonName (OID 2.5.4.3)

subject:organizationName (OID 2.5.4.10)

subject:givenName (OID 2.5.4.42)4-
subject:surname (OID 2.5.4.4)

O
O
X
subject:streetAddress (OID 2.5.4.9) X
A
A
X
O
A

subject:localityName (OID 2.5.4.7)
subject:stateOrProvinceName (OID 2.5.4.8)
subject:postalCode(OID 2.5.4.17)
subject:countryName(OID 2.5.4.6)
subject:organizationUnitName(OID2.5.4.11)

bR 2 PR
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ERME A 2E:O #1 X

7.143 5@ BHBE2 1 M FT R (Subject Information-CA
Certlflcates)

AP 2 BEWHEEALS KR SRR ERK
R/ BB TR AR RE R R ITHRBFLEES - 1
v — 2% AL - (Subject Distinguished Name Field)4=— # :

7.1.4.3.1 i fgr&— #% & H 4 = (Subject Distinguished Name Field)

BEW = SR FEE: Lk, BN il
subject:commonName (OID 2.5.4.3) INA
subject:organizationName (OID 2.5.4.10) INAR
subject:countryName (OID 2.5.4.6) INAR

7.1.5 & &'
FEY b LU
7.1.6 BREITK I # NG

AEIY S EFRBEOBHEICK S ERNB R AR AR

BRI A
AEEY G REPREEEEEARS CHUB ALY 12 8
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TI8F R AT AZFFEER
AEILY S B PIGE T 7 ac R 'L~ (Policy qualifiers) e
7.1.9 MEEBHER R L =2 F LA

APILE S R EORENTE ZESTCRF W 27 e 5 Mt

By o
72 B HA L FP 2 SR

7.2.1 R % B 5
AE I A ITU-T X509 54 2 ehif s A ok i+ (CRL) -

722 8@ FP 2 BERLFP FEP ZFoLF

AEILY s B B AL P (CRL) ~ B HE AL P AR
(crlExtensions) * & 7 A ok # % P #§ % 4 = (crlEntryExtensions) §
Pe ITU-T X.509 2 RFC 5280 & 5% 422 .%o

T3RFPEFREDTZHNE

AEIEY i & RFC 6960 2 RFC 5019 #2042 5+ g
ZH R R (OCSP) & 3 PRI » & LB BB BEPHEFT 5 5
(authorityInfoAccess)# “ 1§ ¢ & 7 & ¢ 3L ¥ & OCSP FPRF* e qt o

731 K% F 5

AP CRE R BEK B TAE e g T R
B XA RE5L
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B & 4 296 3% 3w 75 (Target certificate identifier)
FhPBHERENE 7 -
(Issuer Name)z_ 3272 & ~ 153 &

Bx FhGHEZGEE

§€-/§ /%’ Al /24‘ N )& A ]? ;F]]z (CA) 7%6-
#H (CA) = B & (Issuer Key)2 fe ik

OCSP W Jis IR B § 4 sl B R AR T B4t 75 0T 4

*MF
i i

PR f AR R B

;P; AE gﬁ‘ N ;‘? g Fﬁ‘ ﬁ)j “f é Fé FF T\/A

. BEAGABRAER ERE S S

¥ Y JBEFEILTT A IR o

WA B 5 (Version) v.1(0x0)

OCSP ¥ Ji ® PR % OCSP w Ji 7 PR F 3 48 { F-(Subject

ID(Responder ID) DN)

# 4 pF B (Produced Time)

v e RFRE

¢ 7 iRAFEEBEEHF(CA
& %39 B i w| A (Target | & f(Issuer Name)2z_ j2i% & ~ B & & 3
certificate identifier) F o B £4&(Issuer Key) 2 feiz @2 i+
LG ELBERL

SRR (Cortificate | g o e 04 Ao (0:F 22/10 i /2: 4 50)

Status)
P gy S et ERANFE 0 & G

4 »xpF ¥ (ThisUpdate) 3 T =
(NextUpdate)

(ThisUpdate/NextUpdate) = { AT

v PERIREZE 0 G
sha256WithRSAEncryption 2
ecdsaWithsha384

% &% JF B /% (Signature
Algorithm)

% i (Signature)

OCSP ¥ Jis PIR B i1 &

& 7 (Certificates)

OCSP ¥ Jis #11% B c1iG %
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732 S BER B UL
OCSP ¥ e WIRFE E#H PR GF MK LT dte ¢ 73 1T
ooy i
B OCSP w & # PR % 15 3 18 1 £ 4 3 ©| 45 (Authority Key
Identifier)
Wt cbg OCSP 3 #4t¢ "€ #ic(nonce)f§ =pF - OCSP w
Bite » Lp e Al S B - o
B % % & %P R (SignedCertificate Timestamp)

733 &1 BEM B URIBPERLF

ﬂ\’gl"'d'v"ﬁlpﬁpﬂ.ﬂ* At TPRFEH (T E & g’ﬁ L
[ ] "R d2 8 F X HTTP Get/Post ¢ if & Ti#i¥ OCSP *

4

2. 43 ;j'a‘}‘\i]‘ & (OCSP Request) ©

BB TR PR SR ¥ 0 OCSP w i IR BIG %
LAEIEY S ER 0 D a2 F RBE A Y O

HEFEL I
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8 R R K
8.1 FETIE F & 324 P 4B

AFIY CREE L E S INEPC AP E T ARE 12 B
)R R SRR R A IR s i (R G
WE A TR AR AT NT 2R TEARS P E T IR L WebTrust

Principles and Criteria for Certification Authorities °

82 FEH A R A2 T

AP REPEE A FEY w2 PR AR E AR
w8 (X WebTrust for CA 3 328 32 v 30 7 E BRI
WebTrust Principles and Criteria for Certification Authorities % 2_ &
BEPE X R L ERAEPIRT A R kS & R T
& g8+ R (Certified Information System Auditor) et £ e % 3 > *
B 23 4 4% ) 2 BB WebTrust for CA RS 25
FEF R A EHBHT NG 2 F OISR A F I e
PR A BB A R o

83%’}*&&5%1&#1 2 M';J‘

AR S RN S N )Ilv;i\?,-t‘mm@m«iﬁ%’}fo

8.4 24 &

FEP g AT i

76 PETRRRG LS



eTSACA CPS

ﬂ)*%Eﬂwaéﬁﬁiﬁiﬁﬁﬁﬁ’é%?@&a\Aﬁ
Rl s £ E CBEZ AR AN A e
BB ILA P -

(2) Feseerd P oo L E BB A TR 2 ApHALSE

(B) * kAR P F AT HHELBESTKAF > 2 H

- ELR N FEELE A

8.5 $t MR 2 F S A

AR FRAFIEY A e 2R B LA
TR A B FPE S BT (T
(1) =73 B aHa) -
(2) #7* # & T%‘Hj_i@i‘t’jk%}j‘.lc‘ "o
(3) > 7 BLMT2ZIP > AFILP #3t 30 p Pl
FERERGE I CHBPERIED o F M P
23k & BT eI ¢ o o

8.6 k2 2P

B ER G APITE I E F O3 SRR PR AP
Bt ERETE i’f“ra% K2 G S BRI of5 P % 11 WebTrust
for Certification Authorities & 2. * ;8 T RAT A F 2P b7 | o
SR T R L AR ki | K iR o
E%W%ﬁ*ﬁﬁ%@%%§3%gméﬁﬁﬁﬁio%ﬂﬁﬁﬂé
RIS E APRY SRR EECRETEAFEF LIRS

o

77 ¢EF ARG L



eTSACA CPS

9.2 i ¥532 22X

0,11 8EBEFRPF*

RETRY s S L REIEY R R R P R N E

IR IEZY TR P APM A ERY PV I RB S IRTRE L o

9.12BEAM T

Y
—_—
H N
~mi
A
)
>4
poast
5
&y
d;o
4
PR
\‘g‘;\
2t
e
.
4
(ﬂ}

.J'_.
o
o
)
S
o)
=
—Hh
+‘§'
‘._)\
A
2
T
1)
4
/ﬂ}
o

EN IS
9.1.4 H © RixF *
RN

9.1.5i3 % 2

beFAF I 2 FARY SBBAERY G AFIRI P
BES NEMERER FY I REEAEFEEY  AFRY
BiZR* SEFERF G o hR AR F A9 S LA d

?fi’_;:]gg%"f °

78 PER RN D



eTSACA CPS

9.2 B3 ¢

AEEA el P ETRRNG U Y E Bt Ed ¢ ]
BTN TEF o ARFLE MG LPBEEIL MR

7 gHEE §BFA K2 £ RMIEREL - T30 R
FERFIZTF2FZ253FHT7BASpp o AT R
PR 2 R 2 AR E o205 2 10 p U > o2 3¢ 4t
VY ERFAEEY ST RERAEFRLFTARERALPER
PAFSR 4 L o A0 P Mz B FTALRE L G FE CA/
Browser Forum Guidelines for the Issuance and Management of Extended

Validation Certificates & F7# 3+ 1.0 ch®& F o

923 | ABHL FEARAF

HE BT 22 GRBREY)L FEA AT I3 wR

79 SOEY R L



eTSACA CPS

903 ¥rFAR2ZPF

9.3.1 8% 2 FALE

VAR jaég;_lz_d,u P YA A s B f/_F{_?& F‘ﬂ/‘l"i:’%ﬁ-‘;\

?:[Lo

=4

Ri

(1) ¥ &M 0 R £ 4% % i {7 #5 (passphrase)
(2) $%/\i&m#~g Z L o

() * =2 ¥ o

(4 A4S iRgzv T#;;f%ﬁ& i HEZ b o

(B) fatr *+ R fainifes A2 2 i e g2 s

(6) 715 % meh EipH < & -

7}\?;‘17:‘.»}. T.]ll\:’l,\,7lﬁ‘bﬁ%k F—k&ﬁ"—! \F.—fu#»&ﬁﬁ-z

ﬁﬁ% 'i‘"]‘(‘i’lﬁ%:‘f %A’\?s o

9.3.2 2 %2 T

(1) #BUFRA P EROTR  FHUG > ARG P
e

2 AFIP SEHROT L FFBE S B EES PR
FUEBEAEL R AR BRTR -

933 FEBRFTRLF =

AFILY kBT §F 2~ WebTrust Principles and Criteria for
Certification Authorities 3 % i % FL Fih 2 gL & ¢ 12 ¢ &2 %

80 vER T



eTSACA CPS

9.4.1 &+ FEI H

AEIL Y RN L BATHRELEFREED A F RS o
TR EELAT ~ BFRGFER T LT URF LT

9.4.2 .5 EF L TR

EEABEY FEEPLBATAY FEFTA ALY SRR
RiRF LRI AR REEEREBEE LGP TP LT
BB & ¢ B2 7 A i A T hodk & e
T A R R A T G2 B A TR E AR R TR
AEILY SR Tn“'“‘m“?"ﬁi”‘;g";;}dﬁ'%:ﬂfl_ Bl BAFRY RS
ARG ~ BRI

9.4.3 LIE# 2 T3

BUTAS B RAT RS ER FEUA T 0 F A
%%?ﬂﬁ%%?ﬂ°
BHELT L BREHE - RLBRE BEELFP AR B

by kY = 2
REPTR e

944 FEEFFRLF &

3
N

(‘m
A SN
)

fed AFIRY SEIENT 2L BAFTHE BHAANLT I 2
|

k. 3 & 7 F & %%~ WebTrust Principles and Criteria for Certification

Wa
5

OO R Rk A i A TR EEEEFRER % 2 ey £

Authorities 1+ 2 B A FAIEEZ ApM R T o A F 2P T Hrp v

81 PER BRGNP



eTSACA CPS

S TR R AﬂUﬂPJIo

945 * EFFRLLTIFR

?‘.ﬁ
=

ﬁﬁ%A?ﬂ%%%’%ﬁﬁﬁ LB B ?%@E*%fﬁ%
oA FEARTFRFE D ERBATRYNHRE S o 2@ P
@“931%%@%%Hﬁbzéﬁﬁﬁ:f%?@ﬂwﬁ?véﬁ

CEERUEE S S § SRR SR

\"'—‘1

0.4.6 it LA L AR T

-na'g

TR TR TRMACTIR AN EERTE L]
5% 042 &EF TR RZTRAEIEL M AFEY KT Y
FhH LB E Y 2 T o
947 H# TR D2 Fim

AFTES R B A2 TR e Y A L R

F
FEIRB R S B AR B2 LT G R 2 BT

9.5 FFEM 2 £

THER L AEIEY 2 FEM A
(1) ~F3P 2P P S GHHE 244 o
(2 AfFARFR? SBBEFREERER AP 2 2 A

(B) AEMY o E B EE BEELFP
(4) RieERE -

»/\jp\':',&j\ltéll'—é.g—jd j\’g/__ﬂt\a]‘!q];_&_ﬁc}'f;\, ‘I};:éz

82 PET R A



eTSACA CPS

T2 AT E W Aed > B FRF AR AN X P ¥ T
PP ERRBFG RN L/ FATERARE 2 B
BATEC R CH A F R N ATERR 2 BT AP MRk

E 3 TLIE T e

9.6 ¥-p 2 # i

9.6.1 1§ 3% 1$ﬁy maig%

AETEE R ATEARE 4 FRITZAARFMMNLBR
FILitE o AFIL? CHEP R P RUT 2 F iz

(1) &opRuscil s *irEARE i

(2) $HE#EY e a2 g o

(3) i H 42 2F RIS o

(4) i lgs

(5) &% 2 aFGFEKSL G -

6) a2 HERPBHE LB TYRAL -
(7) 2 AEUAFILY wlzzp v w2 %44k
B) ¥ &dms 2o
(9) % 6.1.7 &R ¥ % &4
(L0) £ 3£20p ¢ B FIR TP A H TL o
QDG EBHE P ¢ o LR Faiu g o

0.6.2 3P ¥ 2 BPZ iR

AT e 2 B TG A W A R e AR

BRGEMEIP ¢ 3R AR23%8% 25 52 @it i

83 dET LT AN



eTSACA CPS

A R T ARE T E R

RN Y U L

(1) #+EHF® > AEPREHEIRKE ATFEREL R
(2 ‘EEAFEY 2 FTF S E/aE £F2
@) ‘N2 EEFREEAMTERAR2 R
(4) FwazEIN B4R 252 FER A
(5) % 23 FILEAP P L2 F R L4

B

7‘“}&

9.6.3 % 2 BP 2 Bk

,—,.. Jj\’g;méluﬁ)&\:ﬂ_k;“& F]QF’L”FJT ’E’"i_&)"%abﬁl ?E‘_’f%’:

BRI e Y A Y P R PR ¢

C A A IR B R T S F R

(1) % 23 AUHF % 24 il £ pLfa

2 #EAFmY 2P ¢ D FEE LT

(3) = %32 5 4F2RTA R

(4) *vit % BRERFFERBEY TR I A

(B) =T A Fmd wr & KA LEBRE F 4
() 30BN LR AT EE
(i) 3 i R % & PR BT ie 2 2 R H A

SR AR SRR (X BT R A 4)

(6) B r # 0 £ BHFH ~ FICERWE * B A2 £ F 2
SRR T P

(7) EBIW G = TBE @ BEE B PR A

84 POED AR RS



eTSACA CPS

9.6.4 i BEE 2 BP 2 B iR

BIRBEE BER SR T 2
(1) #*@HELAAMAFIE? CREGFEFE &
2_ 4P B AT
(2) e*B@EM > BAAKZEEL FHEE R
(3) & * BEMF - RAILIZGE T ;“1 b

(E

=
e
Lk
>\_.
a‘\
e
wﬂ:
s

(4) @7 AP FHF B R AR BER G

ﬁ%%?ﬁﬂw”é B MAERZEEZ G ol
(B) BIEEZX 2ePR BB E ¥ DB L5 WwFT%EE
ﬁ@?ﬁ&iﬁﬂ%%ﬁf”@ﬁﬁ R E R
FREHR B FRETE
w)i%ﬁﬂu%ﬂﬁg%ﬁ#@ﬁ%’gﬁfﬁﬁ@@@%ﬁ

(7) % 44
PP S EFELER TREY 141 SRILFFR

B EEZBERE TRLS TBIRFLT M A

85 PER GRS



eTSACA CPS

a7ﬁ%§w

LA ATERRET JRPLEL L PR FFE

ST SRR nE P 2 P 2 T IR A

9.8 % = T4

PO REE A BB A TR AT G PR G
wﬁiﬁi’iﬁﬁﬂwlﬁL@%%%E°¥%?ﬁ?**§gﬂ
,\,_LF, l:r,ﬁEr,x’g’!}?% ik ,\ ':‘;‘-7_—1_\.%'99%%%"

9.9 p )

9.9.1 # ¥2¥ w2 R § =

AP AR G AR (T ?a&ﬁn@%%ﬁ%*~f¥
T K Hé,;ggg;ﬁ:ﬁivﬁ FLTpE A ﬂ‘»’gl‘*’t’ ,\,ggpn}f’*}‘]’-
v,

S RS Y

\+

SR NN N s S
FERAPM R R IR AR R
éﬁ@ﬁ&ﬁﬁi%%gﬁﬁmﬂ%T%wT~%¥6éafiﬁ%
L

s

Ho¥ERPBEREY PRSI REURE

BB RES 5 R G EE Y FAET S R)

2

¥ 3 % 3,000,000

PREH P VLSRR AL BB A TR RV ERRBY P

86 PETRRRG I



eTSACA CPS

,\;i;ﬁ&?g&__ﬁ‘K h7j§"fp?r’l’§'ﬂ:%

9.9.2:p ¥ w2 BB FE

IR P sd A PEE o f TR 2 REEN TE o P
@iiﬁﬁﬁﬁiﬂﬁ‘ﬁ@kfﬁi
BEFZZHNNL R PR CRBREFLFHFIF A 227 (R
B i LB EE 991 FR T

RSB SR G

9.10 F s FLXE ¥ 1

9.10.1 $ »c¥ 2

ATEARR TR AN T I AR F PP AL 220

AP SR AREGTREES S P D FIRATIRR AR N 7RG e

9.10.2 ¥ 4t

AEERFBTLRANTIERELFBHP AL 20
j-\,?/_\:l SRR EPEA s OB FIRATHR AP Wi IR AT e

9.10.3 3x4 2 ¥t 2 &7

AEIEP L Rerh G R EE ATE AR B kR
JoR e SR M R TR AR D PR B R
A E S i - S N KRR

911 A SR F2 Bu|&d w2 i

AT R P e S AR R e

87 PETRRG ISR



eTSACA CPS

T
‘
=

=
B~
7~

_\ ;,; < ::L ;t; iz/ 25 V22 2z T 2. K— ‘v/~\ o\ é_ FEN 'F_F?f:
RoErd 2 EmMBEEE S EEI NI F R R

T EE N DT I ERE

-

2 0

o

RS
-\

9.12.1 B i #2 &

ATEARE E T FARIFREATFREG o A H FRER
WBEICRK B A PR RBRELF o AR AR R LB 2
WEZRANBEANAATER R RFZ37 o

._\

9.12.2 i 2 {842 #

FARUME MO LN AFRY SRR BRBEN THER

FHWRLADFLLF 7L LT RP VL LD

AERY T EHMAL TR HP LT R

TR AR ATRERE 2 F (R 4 o

9.12.3 $ i+ 3w & S L2 TR

BEFCR e BB REACKR TP B ER Y P R
A

}ifﬁ’)&vﬂ-lﬁtg\ it ERlp s %7 S &pgj/{ﬁ\ 3 1—’*‘%]{%%{ ’
ES ST S N S

9.13 £ iz

£ %@pﬂwﬁ%? ﬂm%ﬁ TRFEFOEDRABG R
BRRd2 oo 372 R B 3 A0 S AL

T,\JK
)j\_y}

88 ¢OET LG N



eTSACA CPS

9.14 % §Lit =

RHARIRY TR BEDERIRD C FARAPM 2 4
R

90.15if * % &

g EE AR R i i R R £ RS RN 2

X

(m

9.16 F&78 W% 3¢

9.16.1 = K53k
iﬁﬁﬁﬁﬁﬁij’ﬁﬁiﬂﬁﬁ(iﬁﬂﬂw\ﬁﬁﬂw‘?
PREEAF BT OO A LA FRF - AL

""fl%]‘l[‘ﬁfﬁg\l%“i”ﬁ,ﬁfa R T O BRETRUANTELARE Y Ko

9.16.2 #& %
AEE R ALF 0D & A | 2 eI 30 2 i AR
AFIEY LT U ERANERLSE B o

9.16.3 ¥ & &)+
ANEFEABSDTR - &I FEN EATPF R E T2 3R Y
AFEAE NS B F & asd o B ATFEAEY

Foo

89 $ET GG D



eTSACA CPS

sua4¥@@ﬁ

FREENT AR L AR ABLAEF AERITEA
ﬁﬁ%%i}ﬁiﬁgéu%jﬁg%’iﬁﬂﬂw%%pﬁﬁ B
Hrook $ @ e T FEF L - 2R AR AIEGL RS L R

q"' o

AP A SRR MEETEAFARM R LE 1 RET 7
AAFEY HNEBE A AREF ARBETEARFT F IR
’?'JE'_%E—LTEE, °

9.16.5 # ¥ v+

¥ A ¥ Fud E\)ﬂ%?b?ﬁﬁ?gji?j\%@ﬂ.uiig}jg%»:’vE\‘,f

@s
[
ok
bR
~=h
A
g

T & ZRAANIALT RL BB AERAT R

5 I

13\
Ar'S
E‘%
0
i
®
>
T

t‘,ulézlrl”;‘ /;'ji’%“l ° 7

‘\
o
73
It

T
(

b
_c‘

™ @ e

[
{

e
P
g
=
o}
=
—=\
-
[

FEVUED G ART R P BT 2 4F T 0

e
T
R

90 ET MG AP



eTSACA CPS

GE- B R

%R

2

CA Certification BEBHE L
Authority 20
CMMI Capability Maturity it RRAERT £
Model Integration ek 2 o
B TEFOH 0 S L NHeR
CP Certificate Policy f:ﬁ » ik
CP OID CP Object Identifier BTHEITR P (BN o
CPS Certification Practice | @ #F i+ 1T ¥ A% > %
Statement LRt 2 o
CRL Certificate Revocation | [& 7 A& 1k i # » 5 L%
List B2 o
DN Distinguished Name | & — 38%] & fL o
ePKI Root POED IR R S m
eCA Certification % Z; y ;;? -
Authority = g e
EE End Entities e M e
2 o
Chunghwa Telecom I D e
ePKI ecommerce Public e ‘T* I;QEL : g_iﬁ A
Key Infrastructure S L
(US Government) (% BT 285 2 g
FIPS Federal Information W B8 2
Processing Standard oot i
[ETF Internet Engineering fe B2 e BR T AR 0T
Task Force o SR KR 2 o
(US Government)
NIST National Institute of | (¥ )R 3% & fo B jir
Standards and Fylb o L2
Technology
91 PET MGG LR




eTSACA CPS

%R

2

LA A )

Online Certificate

S T S
OCSP Status Protocol SR B
. : P 0 R e
OID Object Identifier j ol A A g
PIN Ililirrslfbnee;l Identification A 2z o
Public-Key AR kRS RE
PKCS Cryptography 50 e D o
Standard Rk
PKI Public Key SR EGAHER &
Infrastructure LR =
QGIS Qualified Government | & ¥ FFCREF L Rk
Information Source F L e 2 o
- QuliedCovmmen | ¢ 1
Source Ao BN
: : , et LN S Y
RA Registration Authority 5 . i
REC Request for Hefigr g aE o 28
Comments a2 o
) Z ¥R 0 2L NER
SSL Security Socket Layer ) 03_ BLA g
TLS Transport Layer B ﬁa‘?] B > 50 Rer
Security 2o
TSA Time-Stamping 253 @FR%&%T# SR
Authority B2 o
E ;;QL:;’:"U ) ?/;kﬂ_‘l(" "‘,
TST Time-Stamp Token Tf Fr 1o
EW Y 2;{51,“" I
TSU Time-Stamping Unit Tf ik
UPS Uninterrupted Power | # %73 & st % 0 %tdk

92




eTSACA CPS

B Y ART LT

System 2o

Coordinated Universal R

UTC Time

93 PET KRG L




eTSACA CPS

e 2

F P~(Access)

ERas=ad

HANRAB R T F AR AN Bk s

(Access Control) Tk AT R GBI AR o

Eos T G L S L
LA Ex Nfan) s oh 2 z £ 1% %2/\

(Activation Data) 2 EREfER) G AL TR A R RS

v # # (Applicant)

FRI(ELR ’F‘# R A R ehE B TR s
§f fin(Archive) Foo TR R FEAEPIRGE T O BRSO
JRAZE * i o
UGG Re R F R 2R 22 AH - [h
%7 (Assurance) HRIAITEAR f@i\‘ MEFERY I F52EY
15%]
[ A S

CRUE YR 1 R R A
5

(Assurance Level) | A& % P EEENY 1R E % 238 ]
ﬁwﬂwfﬂma@%$‘E%F€%iﬁﬁi
F#&+% (Audit) 2FERRE ~ THIRG ] FORE A2 B3k
Bl A EFahi R p’?—ﬁ
o & & R AERER 2 KNSR A T U R
(Audit Data) ERLEEFLTERZ R B 33: ERE et A
(1)5%‘:.&.-% [ ﬁ»;}’?_mj/;v\ &k e #::"‘3‘% dr gL B
& 42 & ° [A Guide to Understanding
#%| (Authenticate) Identification and Authentication in Trusted
Systems, National Computer Security Center]
DR LR AR RN I
+ 2 ¥ ;‘Z y ¢ wu«/ AN ' < o
7o) 12 DEz*H&F A AR AR AR R
. [NIST.SP.800-63-2 Electronlc Authentication
(Authentication)

Guideline]

94 ET GG NP




eTSACA CPS

(2) * sz FALBE L j\(}g,;ﬁ EXIEE
AR A R R AT L o
(3) #Fw] A w g P o [A Guide to Understanding

Identification and Authentication in Trusted
Systems]

@ #73) e74p 3 %] (Mutual Authentication, National
Computer Security Center) & 4p % 2 #i& {73 3175
Lz Bl SUR AT - U] I

# »(Backup)

BFRA AR CRET EARL Y o

& A & f(Baseline

d CA/Browser Forum #7% {7 ¢1 I The Baseline
Requirements for the Issuance and Management of

Requirements) Publicly-Trusted Certificates | 12 2 $figi» 2 2 7
(FehiE 1% 37 o

G 22K G5

et p&%fﬁ& FE bR Fﬂﬁﬁf#m’@ o

(CA Certificate)

e 4o ROR HCE

d 2 B+ p X £ 2 + § (Carnegie Mellon
University) =7 # % 1 42 # 7 #7 (Software

(Capability Engineering Institute) p CMM 2z (& #& 31 enig 3758
Maturity Model ot e ¥ g ORI
Integration o CMMI i 5 B ® vd 2 - Bl
CMMI) ENN ARG UE IR AR S s S LR S ]
%‘« m‘;tv BT o
W4t ERHFETH S » IAREF L P4
Pl 3250580 - [TF 8F# 5 2075 6
#]
Q FA2ZBiFR P F R
ALK B DR EBIE -
B.# %2 LfEN LA o
15 7 (Certificate)

C.* > B &4 -
D&z 2 2
DR TR S = Sul R
BAGEICL T TR BRI ARG
ITU-TX.509v.3 » 2 & H“BEFc K 9 P
5% AREFURY E B NAR R

95 ET MG AP



eTSACA CPS

e
(Certification
Authority, CA)

(1)2;@,@‘23_7 t}gfﬁg E A °[€1F:'3‘ %—3‘-?‘;?%2/'}’5%

5 %]

(2);;:Miﬁfwffm S SEE LSS LE:
#18 ITU-T X.509 10;; DB AKGEHEE BE
D - N -y S Pi o

18 % FT R
(Certificate Policy,
CP)

D F 1 E#EwE* 28 Fmrr(F#2 1 %
Bl 2 Ry o T AP L L R X
2RI o [BEF I TEAERLP A
BRE 1FS2i1F% 378

QEHERAK G AEREEENFHTF 54
e e N T o
HEHETREAMZ A S AW B P
MALfRRS R R 2 B IR L RAL o G
FCR7TT AR I AE Y G2 & > A 1Y
RS TR EACE A R SR T
GEF W BEIRKZE B LT
HEF TR AT T DPRIE o

BERIFTER
& (Certification

Practice Statement,

(1) d BB 25 v R S RS A
“%@%iaﬂﬂ%mﬁiﬁiﬁ%ﬁwﬂ?
+FEFZEF 25 T3]

(aééi EREHBEEL CERR(FHEEE

_\m

CPS) B O SBEHE GERR)EEF T R(F R
R EEACR A BRI GY)2 BP

B R AR 2 UL &M ALZ - BB Y (misuse) e H & fERE
(Certificate TS AR T ARG EAM T § T2
Problem Reports) | 335 o

(1) & gtﬁﬁuﬁzw SAER XV ECEEEY
B AL Ry ¥ &ﬁ%ﬂﬂiﬁ?ﬁﬁiﬁﬁ%
(Certlﬁcate

Revocation List,
CRL)

TPEEENS LIRS 2% 8]
(2 d Bt ad FH > FHE? o 2 ER
BT EF Y AR p 2 WA 2 B

RLiE

(Compromise)

FAMBLAGEEOL LN EF FTAL 25K
*%\-#ﬂxi#\;‘_t{’fg"?,&\?ﬁ.{é‘ﬁ U8 A~ 13T
A IR

96 PET MGG NS




eTSACA CPS

%A e l oA~ -l e s > * R E
(Cryptographic RABIEN AR R (8 7 RABITE2) TP e
Module) et e paEE R P oo
FA RN FAL AW R KA R el e s AR A 4
(Data Integrity) I H o
ST F ISR 2N S NER L - T
o -E}i;ﬁi;fi?i}:i,uzi%tA7f%$§%§j—ﬁ 4y
(Digital Signature) | % > )2 T F BF > T EUOE SN N EKRFE
;F}]‘ o (B + ?%f-/i‘%: 215 % 3 20)
R LA s LA S i 1 B & Bh(node) ik 8

(Domain Name)

(label) o 7= ke TP iyt 4 4
LA o

SRR PRE

& 7 A
(Duration)

?@ pE_’H}g l“ ’ \r} “4 % j:jﬂ kg {ﬁrp:‘l}:Fy&”(notBefore)i
“_,ﬁ > Hp K"lé Ik EEF'&”(I’IOtBGfOI'G)‘;& B+ iﬂ f+ B e
= o

T+ 7 Ax(E-

1 e R P B (4 B AL HER BRI % b 4

commerce) 5 Ap B PRI% o
AARHERY ST AR
(DéF@?£%?@ B R A dGIET K
Py B RY (2) B 4f A A AERE Fﬂ‘abﬁa};#m_r:é}? BB Z X :
(End Entity) (szﬁﬁﬁﬁ#i,#z ﬁﬁﬁﬁ%ﬁ%

K- NI ;-
&~ % = (Account) ~

£'@E£ﬁ’ EEA R -
%ﬁ*% (Site) -

PETEOR 4
o 25 HE K
(Chunghwa
Telecom
ecommerce Public

Key Infrastructure,
ePKI)

R R R S i S
* HWIRH 0 R ITU-T X509 82 %

RO EHARER TR LI F
L F Sk B o

How

% J e
X
4« .@ ?zgir =%

=H

E‘ ;g:'q"/"?& 5&{

1 _E'_%. » B 2Pk L ERY BT RS Y 2

/:.iﬁg \PE4}§%§&}\£ )&FE‘]}’:‘[‘j\ﬁ ?*)&Fﬁ‘g,Jﬂg
(Certlﬁcate Policy ﬁ 25 T R IG % #’*’f? R bﬁa}#n’v
Manag.emet o EE, Sz H 4B R0G »?Zz‘mi}g}i%—f
Authority » fj - T F

97 PET LRGP




eTSACA CPS

el FB_'F.“ mE

L ERG AR MAAER 0650 B Root

d m 7‘3‘ : &el;KIM Certlﬁcatlon Authority, Root CA) > Fe k38 o B
Eolot CA,eCh) | EMBAEREAET Bhm f m’& B -
s ’\F'B_,!ﬁ%p' ﬁ'ﬁ_‘i\/)g—,o

5 F RE R 28 R A 0 AT S
i 2R F e JT W2 FORR # Tim]j, %Mi;@f%l’?i gaT;%
*F (Federal AR E 2 g KBRS FIPS 5 140 AR (1 4
{iﬁ"crgslion FIPS 140) » FIPS 140-2 #-% /8 oo % 4 5 11 4
Standard,%?IPS) j FEFA F - BREF UL FARE 2

H & o

7 L g (Firewall)

P& TR )R
Flenf g E -

DFCR D SRR 2 B AR

Bl R H AGE(R S At N 4
F>5 e [A Gulde to Understanding Identlﬁcatlon

Gl and Authentication in Trusted Systems]
(Identification) B e e e e s
EU RS N S E T
Gldoid iE R —"ﬁ#ﬁ%ﬁi s L R FERE o
HEnaiE® > 272 X AEHRENB ez gL
; : Be o T KR A » FBE BT IR
% JE 14+ (Integrity) Too PR %ﬂ o ik anka

fe & = gpfeenth ¢ 38 ds 2 L5 s R

s
Fct;o

E R A

PR ml g fodid o F 3 bz

53] = (Internet https://www.ietf.org/ » H Fg 5’;%% dAWB S
Engmeermg Task | #HiF~ BREAFERT ~ Y H P B R BRR
Force, IETF) B E R E T W o
&3 BEBIE *JL*“ 15RG# T > EFZBEDREBETH
(Issuing CA) A BEDEFEERE

ST i M Rt A
b dyre R FF 0 enE Q) TR AP B R IR (7 3
> T E gLt E mri:‘”ﬁﬁll]}?‘\‘ll]}llle«
(Key Escrow) B R D R

‘Eﬁg'r?—} .t"i'rl\? =N fE‘;‘L‘\'F— > mauli;ft’T s Tk
BRI e S kg o

98 PET MR T



eTSACA CPS

£ 4 ¥ (Key Pair)

SR G AP E R B T AR
(3% 14 a7 KRG A R o bRl
,[—:4 # %&ﬁoﬂfﬁ.‘? ey 1 3o Lo u}‘;’*% °
QKA 15 24BN T | & &G E hi

M)A A F (Teno

¥R H (NOl'l-
Repudiation)

HERBES HEBEg F”'Mﬁﬁfiﬂ e S 3
BB P L2 BRE Flad 3 AT AEZ
[ FTE’.@»L“IEM'O HFHF R T ORI

T\P\iﬁi‘}’l— [E3 (l— EZ2 - 3)a 3 oAk X BB
R T T T Ty
ir‘ #Bﬁl@m’f‘?$ﬁﬁw¥§%‘ Rl 2T
TR E 2 R R T AR TR SIE B
4] o

$ ol
(Object Identifier,
OID)

(1)1 A6 52 S s o 2 vir— U5 » 27380
FE % Jp TR R VBRI %il;b’ﬁ—?‘f T2 R e
R TF A H I}"’—\‘E,IJFH‘— 15 }j—f@ @’)’3 4
R BFFCL B E He it ’*—\-Vvljﬁ%‘/ﬁd.?*"ﬁ:
N%i[ﬁﬁﬁﬁm$é$@§Wiﬁ$B
1% % 2% 438]

(2) % BT 2 138 8 4 (ISO)3ER o3t o)) &
m&ﬁ’gﬁ£ﬁﬁ&%ﬁﬁﬁwg,?uy
* L rE — HEg RFER o de Ao B _ﬁ%z’%@
SITRIN RS S LR A e
O NRABITE 2

R RTE
Z_( Online

Certificate Status
Protocol, OCSP)

A g 7E & A 9 £ (Online Certificate Status
Protoco)E_1 a5t Bk AT @ BHEH
F R BT A R (Gl A
”ﬁ 7‘;{_3;.) o

R GEMN G
T PIRE

dRE ALY AR RE DR Y PIRE > T
BIABFENARIEEEME AR

(OCSP Responder)
(Private Key) (”@“@'$%ﬁﬂ’*uﬁ%$?:ﬁ?mf
i o

99 P EL R AP




eTSACA CPS

SR E M
(Public Key)

(1) & & O U EBREB R F G g
%o

(2) tebefE £ 4hHY P UHBPHT A F 4
%o

GREER Ui AN £ E R IGEE JuttT

B ETE

SR EGRBE
& & (Public-Key
Cryptography

Standard, PKCS)

RSA F3% > 2 77 HRSAF %% 5 Rag 2
B ebgPprani * > g8 B - Lk7aho B 443
AR }% ?jl:b"% °

~ B g A

AN S AN X NS IS R S AF

fffmfw B AT PRI B L BRI BB
nirastructure, B ',;;:: ? Ij“—L?E’iﬁﬁ—E\ 7.%1;’% %‘i’ b4 ;}i%f& ;);-3“‘ °
PKI)
P 4 &£ A A & f(Baseline Requirements) % 8.2 & 4
X R 2 5 4Ry = K v o >1
\ : T2 FEPFRE R P AIESI g
(Qualified Auditor) TRt kA N A
THLFTPRFORTEE L7 B ET AR
Pl - AR DR G T BRI A K2
JEE J{F-I-’bﬁfag B BHACrE AN RE LR E o
eI SPFUR R o TR A AR ER T A BAEE
% i (Qualified I“a‘ R 2 M ALY A & A F &) o CA/Browser
f’?"emlﬁem Forum 2 Guidelines For The Issuance and
S%S;éza(lg()cr}lIS) Management of Extended Validation Certificates %
’ B @5 ERE Aﬁ&w@yﬁmﬁv,
b izl % = 2 RRF LAUTRHBM L B E
#oe
R L e RE:
B kR gﬁmﬁ&*m%%’%ﬁw%gﬁ%&ggx
(Quatified B EFALA B M BT o ble A B
overnment Tax Jd o )
Information mﬁ‘?j R * FDR il (IRS)
Source, QTIS)

100 ¢




eTSACA CPS

RS
(Registration
Authority, RA)

(1) § FrznigEe 2 8 g
“%@”*%? !
TREFEAEARET
ﬁi*%i??°
Q)1 BH: § 3 $HEEA MDA BY 5 Y
K lp?»f&pz_%’;]}ﬁ’ °

\?:x

,_‘ 1o #:’r’} s ]
{EX_O T-PJ NN ﬂ'\?‘rﬁ)
T 7

E2 ol AT 2]

it
Ei

ot S

ETIRS

N
~

& 4 { # (Re-key
(a certificate))

PO R RAE AL AN Y TR Y 2 B2 o
A F R HATOA R SRR F TG R ki
1;\; o

416 7
(Relying Party)

(1) G friet 2 G2 7 % g T2 2B &
%“”%¢~&ﬁ?i%’§%ﬁ@ﬁaw@
itz Lip(avH B EIE)E 2&%73@%;\; O
2 FEM G (BRI ERERLP T
FEMNF1IFH 2iE% 677

(2) B A el e 2R ER B (2 ﬁxf:
RV R "er'J DB AR AR
Fio 2 v R EHEEFR
BB (Renew | A5d B#ATIGE > MR o F 245EE TR
(a certificate) AL s B oo
(1)’}}]]?J5T%|-,"—3+ﬁﬂ 1@\'»’5—£"le )@ B_#BF&%F‘ %7?
R iz ¥ % LL(Trustworthy System) [[B#F i+t %
(Repository) AREPPEAENS L% 2% 7570

Q¢ 7z rEHERIALER éz_#El MR R o

15 7 s 1k (Revoke

’L,?‘}‘{‘é‘r] HREFMN ,JO}I—? RFE T o
a Certificate) 16 PRI TSR
kg gL ﬂ%m%P 2 x 7% 2 (IETF)% 7 eh— % 51
(Request for Ao ¢ 7 EE R ~ UNIX foipe 8 it ¥ o
Comments,RFC) S f% TS AR E R R > TR T o
d 4 F o 7 (Netscape)di 11 Web ] T % P #14% 11 e
T‘?‘v’i’?'r’/“\l@ﬁ% ‘J‘Pf‘ﬁ?‘_til BT 4 /‘, ’ T'FIR"Q
% 2450 % b

(Secure Sockets
Layer)

EE N RIS SRR
B g o

FEREA BT RER AT B R kb
£ o B R KL 2 ()4 HTTP~FTP -~ Telnet

SRR E R 2 T

\

3

101 PET MGG LR




eTSACA CPS

i)nbgﬁﬁ' » 3£ = %> SSL s ® 2+ o SSL % 2_A %
PR R LR RS RAE R H G

%L—’ﬁf‘f”?ﬁ A ‘;’Pl’iagp,g‘gg_‘f IE'O L 1’:,:, T2 i X TEL
TLS(Transport Layer Security) - &_ °

g

1o 4 4%
(Secret Key)

ATALS AR kLY R 4F mﬁ.z;%” % F‘ij}

A #H g password ~ PIN 2 2283 3 48 ( 7

FRE@)—?: % enH L% o

Ef A 4gd S EE L BE S 4B diEn
m »];Cé—» B uﬁ*z LL—‘% a o gL itff‘f”f_iﬁﬂ

B EE W TEGRIIR R 2 A S o

b
(Signature
Certificate)

= B
(Subordinate CA)

L I Ty
®i&z ’E&fﬁ-mrﬁ]? » P HER LN N T 1 GE
4 B 2 B9 -

* = (Subscriber)

BT BAY & E(TL R PR B A

PR BB A LR

(@) % 3 @@ b “rim 2 A 8o

(D)} 2EHE Y “TH 2B b2 F % &
&% °

&L EHBHELAB > -

Al

HiL 1T E
#at (Technical
Non-Repudiation)

F'\#;"'? ?:PR::Z- o

= % (Threat)

SN AT T ¢ T e (P 1 t O #573:% R
'E‘#iésfﬁéé’ﬁizz»)mli R EE o ¥ G
R a8 4 (Inside Threat) #7 ¢ 3% = § (Outside
Threat) %Kr‘\‘fﬁﬂ—\jﬂ'f B2 BV R 5B
FTROBEE G LM IEB IR E S gy
Tk S d o vh 3R f*‘%"vnjpig oh MK g
%’fffﬁ,?%~ﬁs XS A *(#ﬁfﬁﬂ
ek~ e IR B Fad S JRETPRR) B Y o

e

&
\4 ;2:\ 713%

=

e 8% (Time-stamp)

ﬂa%ﬁ”ﬁ@%ﬁu&W"ﬁ?%’hW%%
CE S R 2 SRS

102 PET MGG NS




eTSACA CPS

PR PR AR 1
(Time-Stamping BEGIEY A RF MRz -
Authority, TSA)
PR (Time | FAH BUHS T B § § 2 AR AR 8
Stamp Token, TST) | % 71 2 » j&€@ & = #ci>F Iy o
f%’i.%? ;D(Jir.ne' WNH A RO ez e g o Ty H-
tamping Unit, Rz g # 4 o

TSU) ZERPBEE R AL LT BPRFF D

d IETF #-SSL 3.0 +% 2437 % RFC 2246 > 1 #-
@ﬁ]%:@}_ B AL S TLS 1.0 %> {2 §* RFC 5246 2 RFC
(Transport Layer 6176 { #rsx* » 7+ TLS 1.2 - Z_- 2018 &
Security, TLS) [ETF 2> 2 & 373 &~ RFC 8446 > % TLS 1.3 =

T o
f'\::'9"'??'%{ -7 = =) ,/&j_ﬁ /,‘-é:w) ")&;Iz’}l—"‘—;)%ﬁ
(Trust List) FRIBEL gy E c RIREEE Y MR -
TR ER 2 ¥ ’@zi'%“r' Frgd % 2V R BiEo
(Trusted B G B - S B A tE A B AT
Certificate) B R LY 4&&; P X S B ARR o

GRS i)

25 TAE L TG R~ RE R AR
(D) #2ex B2 5" 54§ Dk it -

(Trustworthy (DFREELEEDHTH P T R RZ LA (7o
System) (3)@;&% ._;kzlL f:r:}»E »’—‘-»LIJ" g,; o
(4) 8- B3 A TERLhE 2R - K o
O S 'im;ﬂ#(ﬁr"%ﬁa‘l%-e %,E)mlg,ET%F&
ARTR S e R PRREE TR N AFR I PIRE
gé@l:rtempted E“i ﬁﬁﬁifﬁ@f&vﬁﬂwwgm Y 858 (7
» 3§ v B
System,UPS) F b iE 5 i G BT REFADL
?F‘J °
A I R S
% 7 (Validation) | (identification)sh=+ & & » &4p2 2/ HEY 3 0
£ B 2 akw] o [RFC 3647]
B FHRRI AR TR 2 JEd R TR
(Zeroization) TFE O FORARAR oo

103 ¢




