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Ly FRFEIRIED K 2 o
kA HaE 2k Bk B ITU-T X509 48 3 22 ¥ enps & 5% (Hierarchy) 2
B EMARIER ¢ 3o R E4gA#HE X N i 42k (Trust Anchor)

— ¢ T IR %F =Y < (ePKI Root Certification Authority, eCA -

“ﬁb‘s

" AR eCA)E oo Pk 2 e G i 18 4 (Subordinate CA)#f e
= ePKI *TEFNGERFTF*F T FIFRELTF LR AE

oML X 2V G PR IR
A & 7 73k (Certificate Policy, CP) ki iz ¥ 7 + & % 2 R T2 W%

1P B 1% 2% e Internet Engineering Task Force (IETF) RFC 3647 ~ ITU-T

X.509 ~ IETF PKIX Working Group =7 RFC 5280 -~ CA/Browser Forum
Baseline Requirements for the Issuance and Management of

Publicly-Trusted Certificates ~ CA/Browser Forum Guidelines for the
Issuance and Management of Extended Validation Certificates 37 _2_ ¥<

¥l ePKI & BB %7 A% 17 ¥ A & (Certification
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Practice Statement, CPS)z_ i 75 -

ABZHEICR L T& 5 B IRFE S & (Assurance Level) - 2k 5 % 1
B B 280 5 38 F AnoRRe o RaET AR H 0 FEAR
AXE o R PR ITU-T X509 18 » B3 X %< Jf 1 IG FEFC R P 2 3515
(CP Obiject Identifier, CPOID » 28 1.2 &) 4 7 > @ o G HFIT L 2
g R g se B lG 3 0k 3 ro K (certificatePolicies) 4 ® 4 i
(extension fields)® -

Wt % s g G F (Relying Party) ¥4 0™ 35 p ahis iz 42

(1) BEBHEEF 2 FALAEE P RBEL L
BH(SY 137 &)/ BRI R P B Bum s 28R
P EPARREEIARRE S ENE BF 5 WwEFEBHEL]
FEWHR - RIZEEPBEOREY Ve gy 1 Bt algE
FUR P R 2T R BHET AP p B
REkw 2 R R RS R B o

(2 GHEBHAM L EF - FREBEERE B £4 (Private
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AMETEF D L4 TRAFRER T AL REY e
e 1 (Subject) £2 @ £ 4% (Public Key) 2 i i B
% (Binding) °

MARHERZBEPERLS TR E DRI BB ot

?\_
e

RAER P P s BT { 7 (7 3 & (Interoperability) » £ ¥

>

- HERPN R EGAHERK TESAR I T E o MG FTR
T2 OBEFEE TR N ARAAHLZ AN D RE T FE R o F
EMGAFIERAARET A TV R ¥ E (Equivalent)pF o o i iF
BiG IR R ¥ = (Policy Mapping Extension)ié * & L # % 2%
2 G EIFCRS E GG -

ARAHERZBAEBEEFRER T NERG F PBERLK
rEEuBde LEENEFE 7 T g uf @ fF i (certificatePolicies
Extension)® - # R i la#E F 7 ZBHE" o PBEITK S P30
AR AR PR CHEEA T B HORE S B
B A FRL K 1B (Issuing CA)22 4 15 3 #84 (Subject CA) 2
Rl & o8 B

ABEICRIT TN P 2 AR RGP M2 £ R BEB -
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AR AHER 2 G T %;&bﬁ]&( Root Certification Authority, #§ %= Root
CA > 7 ~>ux 3 HZEFERERY oA BT BERE) £F IR
# (Cross-Certification) 4= & A #E 3% b nd B E P F51 * 2§
Erck Al ERRAE M ZEERE LT -

1.1 &

111 8@ )

& 7 FC R A1 8 % B3R T 34 £ (Information Technology) sy
%R P1(Guideline) - & @ Fc K ZAp P 5 — BEATE ¥ 2 5 % & 7T
FIEZ 1 2RI ZH RS TRT SFT2ZAFNLERE 2T R
et o MRAAHERC AP EBEFFERDGHEICLS P BLE 0 BE
EREAEE F - FEY R EERET REA BERET L&
SRLP R EICRP BRHE S CREEE T A EREIKT F N
Bl EBEBFEEFBEOEY BT L

eCA g7 A_p % (Self-signed)ig & > » A& A AHE K i3 g 42
o GG BE G if eCA GG - ik REEIRE 2 1f ) > eCA
PR FET RETRERRY BB FIEeCACELGF R4

iR ERE 4 BEFIT o
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112 B@ARE BREBELATEL MG

BEPBHECAEFET BTEARY P doimd & #7501 % 1§

FOR 2 B E B o
113G BH * BRAKF 2 nm

AARER L BEP B FAEEAR 3T A B REAR -
BRI Y A AL RLBRIRS B BUBLFER 2P R

oA HBEIRK G ARMER > VA PR
1.2 B @R 28y

AFTRZ LR Y R G OF &4 #E K G s K (Certificate
Policy for the Chunghwa Telecom ecommerce Public Key

Infrastructure) » #%< & 5 % 1.0 2F pH 5 106 #12*% 1 p >
AEFEIFTR 2 RFTR AT AT & F B8 . http://eca.hinet.net &
http://ePKIl.com.tw - & ;ﬁ_%}ﬁﬁ_ﬁ FelgE(P 2 p BEB)CE ALEE
FoR uE WP e BB E R 0 T & & & id-cht arc 3ip g

Fe g A

id-cht ::= {2 16 886 1}
id-cht-ePKI ::= {2 16 886 1 100}
id-cht-ePKI-certpolicy::= {id-cht-ePKI 0}

T o Rulgg LA S )10

PR id-cht-ePKI-certpolicy-testAssurance

{id-cht-ePKI-certpolicy 0}
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3 oA LA o2
%14 id-cht-ePKI-certpolicy-class1Assurance . .

5 1 & |id-cht-e certpolicy-class1Assura {id-cht-ePKI-certpolicy 1}
52 m id-cht-ePKI-certpolicy-class2Assurance {id-cht-ePKI-certpolicy 2}
% 3 % | id-cht-ePKl-certpolicy-class3Assurance | {id-cht-ePKI-certpolicy 3}
4 & id-cht-ePKI-certpolicy- class4Assurance | {id-cht-ePKI-certpolicy 4}

Tk g i p AR 103 £ 12 P AzBbre A g g r a0

el B

5 2 >

SEER

# & (Internet Assigned Numbers Authority,IANA )

TP 2§ A & ¥ #ic @ (Private Enterprise Number ,PEN):x#

id-pen-cht arc e 7 52 i\ 4~ i+ 28 %) 75

id-pen-cht ::= {13614 123459}
id-pen-cht-ePKI ::= {136 14 123459 100}
id-pen-cht-ePKI-certpolicy::= { id-pen-cht-ePKI 0}

T P nE LA PR
B iR % | id-pen-cht-ePKI-certpolicy-testAssurance {id-pen-cht-ePKI-certpolicy
0}
22 5 id- - -ePKI- licy-cl 1A . i
» 1% :](chsen cht-e certpolicy-class1Assura {id-pen-cht-ePKI-certpolicy
1}
52 m :ltzlc-sen-cht-ePKl-certpol|cy-cla532Assura {id-pen-cht-ePK -certpolicy
2}
% 3 % | id-pen-cht-ePKI-certpolicy-class3Assura | {id-pen-cht-ePKI-certpolicy
nce 3}
% 4 & | id-pen-cht-ePKI-certpolicy- {lid-pen-cht-ePKI-certpolicy
class4Assurance 4}
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(CA/Browser Forum) & xk http://www.cabforum.org %% i= 7 Baseline
Requirements for the Issuance and Management of Publicly-Trusted

Certificates 2 Guidelines for the Issuance and Management of Extended
Validation Certificates L7 ;8554 > £ 5 TP A B HEITRK 2 15 HF 1S
W2 BEF A TE AL SSL &% & %+ & Baseline Requirements
for the Issuance and Management of Publicly-Trusted Certificates i {7 i
AR AT - RO, - A E i Baseline Requirements for the
Issuance and Management of Publicly-Trusted Certificates i 3k - % 5
EiABEFRR S BEPEZBET T EAEAEVSSLGEE %
_F ¥ Guidelines for the Issuance and Management of Extended Validation
Certificates 3. {7 it 5% % & % — 3R #0334 4 i 47 Guidelines for the
Issuance and Management of Extended Validation Certificates % 2 -
TREEWE(F T P ETRE Y RE R )HBEEH
i+ & CA/Browser Forum Baseline Requirements for the Issuance and
Management of Publicly-Trusted Certificates - if i AICPA/CPA SM™
WebTrust Principles and Criteria for Certification Authorities - SSL
Baseline with Network Security ¢t %1};‘%&@—‘5 TG Es R EE ¥
* 2 SSL &7 @ * CA/Browser Forum z i %% (Organization

Validation, OV) SSL & # sc X 4 1 a8 ({joint- iso- itu- t(2)
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international- organizations(23) ca- browser- forum(140) certificate-
policies(1) baseline - requirements(2) organization-validated(2)}
(2.23.140.1.2.2) ) ~ 4 % Bz (Domain Validation, DV) SSL & 2% 5 i 4
#wl /g ({joint- iso- itu- t(2) international- organizations(23) ca-
browser- forum(140) certificate- policies(1) baseline- requirements(2)
domain - validated(1)} (2.23.140.1.2.1) ) ¥ B * 2% #% ( Individual
Validation, IV ) SSL & # sc L # 2 2w ({joint- iso- itu- t(2)
international- organizations(23) ca- browser- forum(140) certificate-
policies(1) baseline - requirements(2) individual-validated(3)}
(2.23.140.1.2.3) ) -

TREHEBH(P TGP ETZEV SSLgmE =Y w)H SSLg
% & % ¢+ £ CA/Browser Forum Guidelines for the Issuance and
Management of Extended Validation Certificates ¥ i * #8887 (4o
BTN TE AR ) BRI RETAEZEHERE TR
EWH B * ¢ 2 SSLIGHE T & * CA/Browser Forum 2_ 2t ¥ 2%
2 (Extended Validation, EV) SSL & 2 5z i 4 i 2wl ({joint- iso-
itu- t(2) international- organizations(23) ca- browser- forum(140)
certificate- policies(1) ev-guidelines (1) }(2.23.140.1.1) ) -
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EEARAZFREIES 12 & 3 BGHE) VR P EE6E
1.3.6.1.4.1.23459.100.0.9- p* 4~ i %[ 7% 5 Adobe 327 12 #f /- H (Adobe

Approved Trust List, AATL)#7% #f o

13184

131 R ERER ¢

ﬁ%é%ﬁ%%@é&ﬁ%gﬁ1%ﬁ§§g%ﬁ,uﬁ%w
AAEREF 2 o @ T N ARAHELA 2 AP PRV
EFLR R EEAHE XK E 2L B ¢ (ePKI Policy Management
Committee > 1 T A K EFRL A ) f F A7 HAAHERD
FRIE> NTRPERFRLR ghE N2 1 FEa L 68
ZEALAE P ETERBUGA SPRBERESpE Bl AL
ERERE LA ) B AP T > AR
123216 %4 > d P R G 8L G A 20 2755 Rl
Jeg ™ (78 Jee s PR s Tk Sl AT F A S
Tl $F Rl Ak 2 RG24 R E S 1 T E R
do T ol

(DEKePKI &G F Ry w2 2iga -

(2)% % ePKIl & #EFTRK °
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(3)% & ePKI A4p B B 45 o
()% % ePKI B #F 7T L L o

(5)% &% 3 sl e 4 ¢ oo

(6) #4257 4 » ePKI & 8 27 ePKI 2 5 @ B H W H B H

TR 2ZHER oo

(MEF I mpBR B B Rl o {153

ol T 1F
13287184

13217 EF L BBRAIE? o

eCA 5 » A#HZ X BT R BEWIHE(Root CA) > » A& A4

#aE K hi & G s 4 (Principal CA) » 1 & 1 (¥ 3l 4o

(1) # eCAz p §&% -~ p # &7 (Self-Issued Certificate) &2 = &

Bapihas 52

Qi Lo A AHERAEPEERPER AT R

(Cross-Certification) 425 > ¢ & &3 % # LH & A L #HEK

BB T RBEE -

@) #-& w hlgE 2 BEWH A& L 7 (Certification Authority

Revocation List, CARL) = # *t % 13 & (Repository)
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REFREZ I FIFEE

eCA BB EF A ITE AR 7T HEER L B Y2 EY
A2 B2 R IRIGEABHE X 3 SRR o

FEMNBEFRTAFE A By FHRAF L NEEBE LY
Fim o~ 0 2 oav b fRdp 2 gy AR LR T F & Mozilla &
Microsoft 2 Common CA Database (CCADB)z %, ¢ ¢ wp & &%
T B B R A B 83 SHAL 3347 % - SHA-256 #+h # £ & §F
AT L

.5 1% EERERATEY wf §EH
: B

ePKI Root Certification Authority
&7 A %5.:10 c8 bd 65 47 bc af b8 97 00 5e e4 06 d2 bc 9d

&7 #+4p = (SHA-1) 67 65 0d f1 Te 8e Te 5b 82 40 a4 f4 56 4b cf e2
3d 69 c6 10

1& 78 4+4p = (SHA 256) : CO A6 F4 DC 63 A2 4B FD CF 54 EF 2A 6A 08 2A 0A
72 DE 35 80 3E 2F F5 FF 52 7A E5 D8 72 06 DF D5

Gy 2004 # 127 20 p £ 2034 & 12 % 20 P
£ 47A%F/ £ 4% K& (RSA 4096 with SHA-1

2.% 287 FTRBABFEY wp §BAE

ePKI Root Certification Authority - G2
#5500 d6 96 2e cl 0a 15 93 12 af 8f 63 bc d4 44 c9 bb

&34 & (SHA-1) = d9 9b 10 42 98 59 47 63 £0 b9 a9 27 b7 92 69 cb
47 dd 15 8b

& 7 4p = (SHA 256) : 1E 51 94 2B 84 FD 46 7B F7 7D 1C 89 DA 24 1C 04
25 4D C8 F3 EF 4C 22 45 1F E7 A8 99 78 BD CD 4F
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D ELTRE{EREY w2 BEPIEFE

A FLAYETGEY BEFEY <2 BREBEER
Al. Public Certification Authority
B#EEE: 00 97 3c 9 4d 44 cf €9 a2 el 4f 52 €9 ab 94 al Ha

&7 #+4p = (SHA-1) 2 d6 d5 cT7 92 ad 6b 2e 3a b9 b4 23 01 4e 1b 40 €5
76 d8 ec bf

1& 7 4+4p = (SHA 256) * 4B D1 6F 49 55 F3 F3 C9 C8 EA 48 EF 99 95 32 4D
A5 12 17 24 F8 99 15 Db F2 C9 1E BO BA EF 23 37

G 200057 16 p 2 2027 &5 16 P

£ 4FE%F/ & &%+ K& (RSA 2048 W/SHA-1

B. ¥ 287 FRRELYBRILY w2 BRPHER

Bl.Public Certification Authority - G2

G A5 14 35 96 2 44 1a 71 67 98 3f fc 95 97 41 9b 33

&+ 4p 2 (SHA-1) : 78 62 ca ba b6 3a c7 a7 4e 07 56 a8 f8 6a 2c 02
la 9f 69 b3

1& 7 #+4p = (SHA 256) : DA E3 43 4F 69 6F C9 FO F6 52 E1 B2 A6 F6 9B 5E
92 73 DO 9F 43 BD 3B DD 47 17 D6 14 1F 8C D2 C2

G 2014 # 127 11 p 32 2034 & 127 11 p

£ 4FE%/ &4+ & RSA 2048 with SHA 256

B2. Public Certification Authority - G2

B#EEE.: 00 ce 60 97 fd 33 el 2d a0 75 ce dc 96 5d c0 c4 a3

1§74 * (SHA-1) * dd bl 3c 36 50 3d ba d9 4a b0 b2 e3 89 e3 bb f4
91 31 3e 51

1& 7 #+4p = (SHA 256) * F5 FB 67 C8 45 3E DA 34 DB EC 8A 76 65 74 FO 7A
03 54 8C 08 4A F2 F5 E6 45 5E A7 69 60 8D 9A D5
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E47E%E/ &4+ K RSA 2048 with SHA 256

(2.9 T EVSSLg#F =Y w2 BBz
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78 62 d3 22

1& 7 4+4p = (SHA 256) * BE BC E5 7D CB 85 F6 0A 93 BF A5 01 9E DB 1A 29
4B F6 D8 1F 82 D9 B4 E7 1F 50 2F 0B 15 Al FC 08

B 2016 # 27 4p 32 2030% 2% 40P

& 458/ & 45 & :RSA 2048 with SHA 256

FP ERT R REE LY v R e RREASSLIGE ¢ ER
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