_‘3”
(=

-

m& “tggQ.

zls?

(Public Certification Authority Certification Practice Statement

of Chunghwa Telecom » PublicCA CPS)
wA LT(Y %)



A O 1
A 2 AP 1
11l BT A E A 1
112/ BT TEAREZ F* 8 ..o 2
12B@AFTERE2Z BRAEY 2
B T - 4
1319 EFF AT /EFILS & 4
1.3.2 zxp ¢ & (Registration Authority) .. ... ... 5
1.3.3 % = (Subscribers) .................................. 5
134 ¥ &% # (Relying Parties). . ........................ 6
1.35H :fﬁ K = B (Other Participants) ..................... 6
(- A T
LALIBEE Y SR .o T
1A 2 B T8 10
LA B F B 0 10
(I - k- e 11
151 BaEF I TEAFZ T2 PP ... 11
1 2 B T e 11
153 &% Fj&lf%z&«? B 12
1542& HEABTERABRUARS 12
FRRAIHR. .. 13
2A#aw*&»%' ............................ 14
0 = - A 14
221\’??’-""»;&\#?\& ............................. 14
P BN £ T 2 - 15
2.4 15’-3"%’3:#] ........................................... 15
e o N 16
PP 16
B L LB 16
BL2 b LETF B e 16




313 F i LR Rl e 17

314 & e 2 JRFAA] L 17
B L B 17
BLOFIR2Z R &FRZ &4 18
BL7 b L R fRIAAE R 18
T i ik OO 19
B2l #HP T AR EM&KZ 5% L 19
K 19
B23 M A B2 HER 22
B4 F FERR® F I L 25
B2 R o 25
B3 E4FU s R BRI EES ... 29
S31EHEEIZ E4TH . 29
B332/FHEA 2 EMTH 29
S4B Y FWHHES 29

4. BRIGFUFERP ... 31
AL ¥ G e 31

ALLBHEZY FF o 31
A1230P R B T T e 31
428 FBELAR .. 32
A2 1 FABFedEB 7 00 L 33
422 /FEY FIUENIER 33
423 LG HY R 34
A8 BB B2 A e e 34
A31 BEEFPEREWHDTEE 34
A32F® 2 e 35
LRI =3 % £ -2 36
A4 HABRLB/EZFD 37
442 A g I0e S22 |BHEF 37

443 A F 18P S H @R R ehil £

45 ERHEHBIBHEDT B . i 37
A51% " F R EHFBEQAEDH I 37
452 i BEE HEHDT




LR =3 AP 39

A1 BB Z I D 39
462 FEI 2V GH 40
A63 BB ZALR 40
464 % QBRI EHF T 40
A5 HEXEHEBENGETS oo 40
466 BEBHEZBIEEEF oo 40
467 A+ E 0P HE B FWMOBEDREEFELL ... 41
IR ¥ D (- P 41
A71 872 4 THDED 41
AT2 LHBEERZ FTF 42
A73 B2 BT DIER 42
ATAY » BB EG{LH2Z FFT o 42
ATSHFAHZLB/FEEFLHDET S o 43
476 AP w2 LHEHTT 43
477 AFmd oA ML 43
A 43
A8l BHER L 2 Fd 43
4B82/ARLZVGH o 44
A83BHER U LR 44
ABA4 % »RERL 2 EF T 45
485 A RIBHERLAES 45
486 A F P 2 BERLFET 46
487 AF P HH B FMaI L 46
AQBHBUEFIRT 2 Bk i i it e 46
A9 B b BZEZ T d 46
492 /AEAEL 2V GHE 47
A93BFEAR I 2 AL 47
494 A Y T L 48
4.95 % FI0¢ RJRR O RAEIEFERF 48
496:¢’&Fﬁﬁ+ﬁé}’& =2 L £ L ) 48
497 BEBLFP EFMIF o, 49
498 BE A FP FF L B A WEBER 49
499 R 1§ Fﬂa&i/;l%,@ﬁ.%m? L A 49




4910 M P IBEA I BB R T . 50

4911 H AN Bk A 50
4912 bigirrkiamiz B FaR T R . 50
4913 R BE2LH S 51
4914 PR BT Y G 51
4915 BB ® B AR 51
4916 Wi B2 RSTH R B BERY L., 51
4917 PRAR B % B EEZ A e 52
O & T ) - 52
400, B T 52
A10.2 PRFFENT B dd 53
A.10.3 F E T A 53
I 1~ > 53
412 B M= E TR . i, 53
412.1 M%fﬁsgﬁw;wzatﬁﬁﬁ ....................... 53
412203 B4 EE P RITKE T . 53
5. R -MEZARR 2T E . ... H4
HIE-B i E ot B 54
BLLFHATEZ BH . 54

D L 2 B B 54
T i B e S 55
BLAKUB 2 B3 55
I I e 56
R S 56
D L7 B T 56

B L8 B b B A 56
WA 5 = o1 PP 56
5.2 B A d 57
5. 2.2 & F R e 58
5.2.3F B EARA TR 20 A B 59
D242 gulE - B AT . 60
R IR I 61
BILEFH T ~FR-EHEIZTITR . 61




BI2 L FH B BRI S 62
D8 8 T U R 62
534 R HTVREREATT 63
B35 T TEAHAT I Z ER e 63
536 A EITE 2 413 L 63
3T B A B 2 T 64
BIBHMWEA R 22 BFE 64
A AP e 64
AL BEETE B 64
SN AR 65
SA3 P BB AT 66
A4 R Rk e 66
BAS e A AR L 66
BAG % 241 K 66
547%%1{3;@&173@, .............................. 66
5.8 33 B 67
S - 67
5.5 AT 2 BT 68
BE2 MR I 68
BB A ek L. 68
B5A B ALF L 69
BEE PR sz B AR 69
BEB R T R KA 69
5572 HRFFMHTFLARRE ... 69
SO - B - 70
5.7 §4 82 XBFZARERE ... 70
5.7.1 Bj‘%ii e AR IR 70
5727 EL A * BHEF LY < TIGT R ~ o TRl AU
A R A e 70
573¢ ER i BEFEY wEF AU A R R RAER. T
5747 FR o ¥ IG@FREY X 2AW¥Z LR RLE L LT]
575¢ FR U Y GE ALY S EF AMHEEMAEL 24 R AT




B FATE 2IEH 74

6.l B AT T R 74
6.1.1 Z4k¥t2 A 74
6.12 #-F R AMKBELBET ¥ 74
6.13 4% #2 DB AMKBELEEWE ... 74
6.14 M EHWHL 2F EKBELLREBEY ... 75
B.1.5 B4R E B 75

6.1.6 24 Stz ABSE BTHRA 76
6.7 42 P P 76

B2 B M . o 1

6.2.0 A B EIEE P L 7
6.22 AMA L 5 AFEE L 7
B.23 F B AMIEFE L 7
B.24F B A4 H B . 78
6.2.5 F % EAREF A ..o 78
6.2.6 % £ MH BABICLT BH ... 78
6.7 F % AAHE T RN 78
6.2.8 F % d 2 b 5N 79
6.29 F F ddgz ¥ 25N 79
6.2.10 # % &gz AR5 79

B3 GMH YL AU BB ... 80
6.3.1 2B EM2Z Al o 80
632 2B AMkE P B AR T IIL 81

BB TR 2 e e 82
B.41 et THNAL 2 FHE 82
6.4.2 et FTALZ Bt 83
643 H (6 Kt FHZ BB 83

6.5 RAGHA M A .ot 83
6.5.1 # 2T % 2FMTT A 83
6.5.2 T %% 23EE L 83

6.6 B BIHHEATEF ... 84
6.6.1 5 BFT B FHE L 84
6.6.2% 2 H I FH T L. 84

Vi



7BE - BEAEL P Z A BERG B URBL
BB 87

7.18FH# 'H?l ....................................... 87
N R N 87
1l 2 R T et e 87
T3 B i A SAE 87
1L b 0N 88
7.15 & o ] e e 88
116 B I I BB 89
TAL7 ST AR et 2o B 89
TAB8FT R LT A TdREIZ 2 35 R oot i 89
7.1.9 &Mz&)&mzaﬁ%w%&hq%%é@; .................. 89

T2BBABEFP ZBIIE 90
O N = 3 90
T22 8%/ FP 2 RBERLFP EPH AT 90

T3RPBERE AW TIRBZREANE ... 90
13 L R R B B 90
732RFEHAEEH[BIIRDBHFEAFEE .o 91

TR < T 93

B L T T e, 93

B2AEPA R LA T H i 93

B3R REARBE LM G ..., 94

BAFEP I E . oo 94

B I P R T R S 96

BORPEEAIRLIFWE S 96

OB ER e T i 97

e - 97
911@E§%§@wﬁ% .............................. 97
0.0 2 B i T e 97

vii



003 BHAL AR EAT T o 97

Q.14  MT . 97
AR 2 SO 98
021 B*d ] ..o 98
0.2, 2 B B B A 98
023 ¥y BM2 WG FTHFTE ..o 98
R 2 s A O A O 99
031 B2 FIMMAT ... e 99
0.3.2 248 B2 FIAEAT ... 99
033 el B T Z T @ L e 99
04 B A T e 100
04 L Rt 100
042 T A 2 A ... 100
e B - 100
044 i B F F T @ L 101
045 R * EFFHRDLERE ... 101
046 iz A2/ & FFIF ..o 101
047 His TP N2 Fim .. 101

95%‘*"‘?}1&%2 ........................................ 102
R s 102

0617 EF G % BRA LS w2 AR L 102
0.6.2 358 ¥ v 2 AGEEHER 103
0.6.3 % = 2 REBHER 103
0.6.4 I BB H 2L KEEEF .. 104
0.6.5 8 i H 8 H 2 KEHEFEF 105

0.8 F E TH . ettt 106
0.0 BB T . ettt 107
001 A HILH w2 B FE 107
0.92 3 # w2z BRI FIE L 107
.00 F AP LB H Ik L 108
9.00.1 F 2&H T L 108
0.00.2 5 1k L 108

viii



910324 enB b B IRT 108
QI ABRIERFOBRELEEL ... .. 108
N 2 - 109

0.02. 0 B 3T AR L 109

9122 A FI4rHP " L 109

0123 % F B et i@ IR P BB BIFF2ZEd L 110
NI 111
O 3= PR 111
I S =3 111
SIS b = - 111

9.06.1 B FETER oo 111

0.06.2 B ZE . 112

0.16.3 F A B 112

0.16.4 2 K1 M (7. 112

9.16.5 7 wm ...................................... 112
N - 2 - 113

s 1 - %ﬁ%ﬁvi% ............................. 114
M 2 L R AER L e e 117




%@ﬁ%ﬂﬁMOTT@ﬁifﬂﬁ&ﬁﬁﬁ?ﬁﬁ%%ﬁ@*T”f
AEEARE) ATERARL HIRE B RELFHRP L £ 2
TR D P ferk o SRR R REIRTE

\

- AHBMPRT R EF 3 ORFR
S B R AR
R N Yl L LT L

= BRI

i

PETREY REFEY kg ETE R S AA
ERBHEAR(T GHEBREAR)LAAMRE T FRER

,/_A

i

24

P L la~5% 2885 3883 RipY FEED

E/Qg_wjﬁi}?f‘ ﬁi?]}la;;&mgﬂ—&\zg%g

34%

WEHE(FLY 141 8)-
N [@’# %@ :

AT SRR BE T I F A T R

FERAL A AR G D AR FREE

iggauﬁwéawmﬁaﬁ@ﬁﬁ’&wﬁiﬁﬁ%*%
BRSO R H G 0 7 W ARR TR AR AP £ R
2AEY s PR gal a*g’&pf«_ﬂ

( N
A
P
(¥
N
A
=
W
B A




=

Y I -

I ~FHEEFTEELEA
1.1&%‘5_@‘6 N A ‘“#E%"E%fﬁﬁf_
j\'?‘g‘:‘ F,__‘P" ¢ :uw'ﬁ H)& #BF&Q IE—_;;IF ?r(‘&
B KGR LA AN FERL R LA
FEEFHTE Aud AFES R e g

AR RE ARG o R T R a2 R

%ﬁ'igr"% e ﬁ'ﬁ’@@.ﬂ & ';#Efﬁglz‘filﬁﬁ’ 'LT\#ETEP'%

2AF I F E2 L%

* £ iﬁ)&pgiﬁrilﬁﬁﬁif%‘}qﬁﬁﬁ\#Eﬁﬁg%g#ﬁdi
Mg IR st 2 2 dph THRIG R F]—L—f-‘?;j‘/]i’_rfrl]?
9,

’

1%%’§E@ﬁ%z%i,ﬁz?ﬁ%%$?, K

ed 32

N
s
T
=%
eﬁ
\ﬂw
ol
o
e
A
T
kg
s
e
g
(w
R

%ﬂ?ﬁﬁ%%éiid’%ﬁﬁﬁ@ﬁﬁﬁﬁﬁ%%’
RERIFT2ZFL > AT FEANEN P s il * 2R

@@@ﬂggﬁi%'-ﬁo

%"“

q*—“'é“f‘ﬂﬁf&&ﬂ%'i%*m;zé—% N REIRA e A
ERARE SR G RER R T & RS A Ll A
TN EPHF T2 F NG FTEFREL P s Jid 3%

P
REREEEA LT R -

—qa

Xi



WET P A 2 R AT ARk

2

—N\

w2 Fd O ERZIFT O AFREY I P T f i
FEFE e AP w2 Y B R PR R
PR ] ARz * PRvrA 2T 2 a2 Eq

T o

wERAFRS w2 hRak R BLEFLE > P

LD NREH R RIS BEIRIE Y S AR HIEEY

Pt

Brap el 8B RAFRY T g 2d o
5.047%F =

ALY P ETERRG ST L MR

T TR R AR M R R A AR AR o

2. % ¢ A TTE AN 2 R BT

Xii



3. = é’ﬁ’&%‘_"’ﬁ* R HE A ?ﬁﬂ'ﬁﬁﬁ‘g%if ECA IR
FERLAL GG 2 AL ~ 5 2ni g * g )

4, AP EEze 2 K= A )j*w‘ FT R GEER
P dif (TR T AR o AP * iR L Trust Service

Principles and Criteria for Certification Authorities %
WebTrust Principles and Criteria for Certification

Authorities — SSL Baseline with Network Security -
5. #+% % % 2 WebTrust ® for  Certification Authorities %
WebTrust® for Certification Authorities - SSL Baseline

Requirements % 2. * ;8 Rt A F 129 e rpF | o

;ys:

ERFEVRETIEFRL G REP T -

Xiii



1.E#

1.1 £ &

111 EHERFTELAE

AT EMLHLY FR LU R PR CEEFATEAR
(Public Certification Authority Certification Practice Statement of
Chunghwa Telecom; ™ ™ @ f i AT E R BE) o RFE LB R RRET
FERIEE Y ER R OR &4 # 2 RG% L (Certificate Policy
for the Chunghwa Telecom eCommerce Public Key Infrastructure » r2 =
A FEFT )Y R Ap B 52 4o Internet Engineering Task Force
(IETF) RFC 3647 ~ ITU-T X.509 ~ IETF PKIX Working Group =7 RFC
5280 ~ CA/Browser Forum Baseline Requirements for the Issuance and
Management of Publicly-Trusted Certificates ~ CA/Browser Forum

Network and Certificates System Security Requirements #7137 Z_-

AERY S E P EFR G oK &R A#HZE R (Chunghwa Telecom
ecommerce Public Key Infrastructure, ePKI » #§ £~ A #EK) % 1
kT K& # st (Level 1 Subordinate CA) » A Ak @ | 1 &8 %
5?&5%4\3: HHNRBTHEMEFE P ETEEELREE
# .« (ePKI Root Certification Authority, eCA) 7 » A #iE K 2 &8 K
G p Y s Bk A #HER I EE R (Trust Anchor) > d P EF
BHRPIRPE FHERZE S RHEE f ¥ (Relying Parties)¥ &
v

BOGYETLRAERF LY v lBE -




112 8@R ¥ A% 2 37 7

AITEAR TR 2 F LR AT o g
= (Registration Authority) ~ * = (Subscribers) ~ % ¥ & ;’,ﬁiﬂz 2 REGRE

(Repository) & -
12 8BR I TERE2Z KA

AIEEHABL G ITR EAF FpH 5S¢ EAFIBE ¥ p
(FR)e MEERAE2Z BITVRAT T T B

http://publicCA.hinet.net
AR AR 2 G RA L BB LT & o

o e RS LA froitnl A

% 1 & | id-cht-ePKI-certpolicy-class1Assurance | {id-cht-ePKI-certpolicy 1}
% 2 id-cht-ePKI-certpolicy-class2Assurance | {id-cht-ePKI-certpolicy 2}
53 & id-cht-ePKI-certpolicy-class3Assurance | {id-cht-ePKI-certpolicy 3}

Tt S H e p R R 103 & 12 7 A= Hebre A e 3
Fepr il s 221 ¢ oo (Internet Assigned Numbers Authority, IANA)
P 2§ A ¢ ¥ #cie (Private Enterprise Number, PEN):Z 5

id-pen-cht arc g % 5x L 4~ 2 25 %] 45

id-pen-cht ::= {13614 123459}
id-pen-cht-ePKI ::= {136 14 123459 100}
id-pen-cht-ePKI-certpolicy::= { id-pen-cht-ePKI 0}

T ST ) T a0



http://publicca.hinet.net/

>
>

7
L

EFA g 2L f i A
&

id-pen-cht-ePKI-certpolicy-class1A {id-pen-cht-ePKI-certpo
ssurance ||Cy 1}

id-pen-cht-ePKI-certpolicy-class2A {id-pen-cht-ePKI-certpo
ssurance ||Cy 2}

5
N
G

% 3% | id-pen-cht-ePKI-certpolicy-class3A| {id-pen-cht-ePKI-certpo
ssurance licy 3}

AEGEE R T EF 2 SSL ERIREFHKBMERP &
CA/Browser Forum Baseline Requirements for the Issuance and
Management of Publicly-Trusted Certificates » I >+ 103 & 11 *? i i§

AICPA/CPA WebTrust for Certification Authorities Trust Services
Principles and Criteria for Certification Authorities — SSL Baseline

Requirements Audit Criteria - Version 1.1 *t & » #-#& * CA/Browser
Forum z_ = % Fz 3% (Organization Validation, OV) SSL & & s i 4 1% 3
u 7 ({joint-iso-itu-t(2) international-organizations(23) ca-browser-
forum(140) certificate - policies(1) baseline -  requirements(2)
organization-validated(2)} (2.23.140.1.2.2) ) ) ~ % #* 5% ¥ (Domain

Validation, DV) SSL & # s £ 23w ({joint- iso- itu- t(2)

international- organizations(23) ca- browser- forum(140)
certificate- policies(1) baseline- requirements(2) domain- validated(1)}

(2.23.140.1.2.1) ) ¥ ip ~ %% (Individual Validation, IV) SSL & % sc

K4 2 asow) g5 ({joint-iso- itu- t(2) international- organizations(23)
ca- browser- forum(140) certificate- policies(1) baseline- requirements(2)

individual-validated(3)} (2.23.140.1.2.3) ) -




AR ARG L AREWFEEHT S % (CA/Browser Forum)
4 =k http://www.cabforum.org % i= «1» Baseline Requirements for the
Issuance and Management of Publicly-Trusted Certificates I {7 it 3% 5%
o F3 Eie NEEF I17 ¥ A% & Baseline Requirements for the
Issuance and Management of Publicly-Trusted Certificates s #74% # —
RenFA) o #ig L ﬁ s Baseline Requirements for the Issuance and

Management of Publicly-Trusted Certificates =7if £t -

ﬁ?ﬂdwm@”%ﬁﬁﬁiﬁ?%pﬁopp#7?h@3

(FF LSRN B2 FRERELY 3 0BH) 7T 5 EuE

1.3.6.1.4.1.23459.100.0.9 » ¢ 4= i+ & %% 5 4 Adobe AATL(Adobe
Approved Trust List) & #F o

13318 2§
R EACER R B R
Q) ¢ ETZEr BRI <
(2) zxp ¢ < (Registration Authority)
(3) * = (Subscribers)
4 i 2&PU"(Relymg Parties)

1319 EFF A BRI <
PERRAYBEERY o0 P ETRRGG AP F

BEYE RREBEALLATER ) FHFARA B KF L



http://www.cabforum.org/

et G E -

1.3.2 30 ¢ & (Registration Authority)

AP P R R EY P 02 BHEAPM TN 1
Fozrp ¥ ood 1A 7 B:zp ¥ o (RACounter)e= > d A F 12
CREPT L EHEET AP FrRGEEIM FRAARA
Officer » RAO) > § F# XA F WP w7 pH e 2ign2 BH" #
ik ~ B2 (HEEMREEY - RITE o

AP 2 PP e s DR P BRI P
= 3 3 AP Pl AP f FE R RE » BFIEp ¢ o i d

AAPENL TP AR ST

(B
w
w
o
—~
92
c
o
(%2]
O
=
o
D
q
w
~

GE A A *
B fk A X A
S R E2 & T A
] ELEE i
R * B Bt o g %

AR TANURPEATEARF6LLI S T F YN

SRR et BRI R AR B o 2k




EBFGELHE WL 3 o
1.3.4 % ¥ z&%‘;-ﬁ (Relying Parties)

[ ﬁ'ﬁ-"&pﬁ_ﬂ"‘«fﬂ#ﬁ' GRAIAMIFE R 4TS B2 %
A RBEE A REAHERBRERE BRRETR
MR AT Y G R  Ak  AASRIE R RS AT R TG
T T OTE

VH%FELEFHEREFFDT I B2 2 -

(2):%;%_'\? Ti ,—é ié_i 'F-]J Eﬁ_é/,é,\ o

@) 2% 22 AWFF o

1.3.5 H # g =t R (Other Participants)

FAFPIA o F EAH G AP G RIS Fa 8 0T
g 2 b4 b 1408 3 8 4 (Attribute Authority) ~ B 3R PR3x4 48 (Time
Stamp Authority) ~ 7 4L % % PR% 1 ##.(Data Archiving Service) 2 + #
? s (Card Management Center) % > ¢ e sbih @ ¥ 3t A v ¥ L0

TEAP T E TS GIE R eI AR G A F Y G PR

Dy
4370
ot
R
3;
~=h
\

o)
W
1]
b




l4B7E" i#

141 B@E* BT

AER? CEFRBEIRTILAFERELY 155 258%
32 GH(F EXE et G -
WA ST CHIGET Y T @A % 2 1% L(Transport Layer

Security, TLS) ~ % 2 #& /& % (Secure Socket Layer, SSL)id 2t 1% ¥_~ P&

W | T ER g 5 g

$L| A &4~ [ g aEnes Npad | g I amE s S
[RGB T RS YRR R
B R | PREL o T ER E%’{,’;E &

.@‘&Q ’;{»9‘;’:\%'&%;{7 r\‘%’ﬁ
ﬁ%ﬁ$&%9 EF

ERs FES
fﬁ)@*%;ﬁmiﬁﬁrﬂ?
G LR
- BHF g F LR
B2 ORHEMEF 2
ez ﬁ’r,]v} SR AT 4R
Fﬁ GBS T AR

*oo g T2 \%ﬁq@
Tﬁii’?% 3:‘]'%1‘ é’i
%u,ﬁ.]‘ﬁ_ﬁﬁﬁ%}'} s
e/ TE RILE
HI PR A o




/I}IJ*QP;F’_';@ """i‘%f
-0 | TGS EF
2 | B FRA S| Y RAE
@\ - ‘tﬂ‘( N FA%'%T\EQ}{%* >= ’f_‘é_ l&b B o2~ =X
B P SRS SN LA w‘f"@ R Ay
B oA AN 2 B | MEFoRE €4 BR
, E .“EL :T?\i B Aq\ ?‘%‘ F]’; > ax g}i AN
ok A g s F > | Kz pRBB(F
A Fres SERA(TH
?*@i‘ﬁx‘ % TR P ST
AP Pas iy $)iAdeite LR
?,J{:ig;z, e TH(BL R B LY
FALEL 50 R A 2| A M e =
TR FEE o Wt 522 i)
¥ o
/I} /\')’ﬂ—_ .3 ->
R LT
" . B FE o
3B A E'g—g—k';—‘beva SN .
B ‘E“T%k Ca | Yo drﬁ)@ﬁ”‘;ﬁ%’él-};‘l (RN LR «},{\4)3 2
. O BT ' SRR
R - PEFHRA T RPN KT
Aﬁl ﬁﬁ?’“‘z‘gﬁ_&?%}ﬁ'—%‘p . FI‘M ‘E%FI‘E‘\
@%ﬂ ﬁ'r/} , G 5 ‘ ~ = p%‘ﬁia’; 2 @»}%Kﬁl; e
— £ | J}{E‘T/‘}E&$ ﬁ_)/l i 2o W
F'I%\'il?:’l ﬂ'—gﬁ—?f\;%é

A A
R L R 5 3
@ FEFH/RDY 50
I’L*’f Ei\:,u \3?‘&
I EEH o

4
VAN

Z (k2 AA)mw T
PR FRELR
/ ~ R PR R AR
J‘:r“z' fzﬁ#ﬂ‘TFRz@*,
%TE B3R
Q@\F &5 “"qhﬁz

'q_‘—ﬂ-

5~ B e 2
’EIW ’T’}’ f? SSL)&FE"._

1@3%%}; w

7 .
ff L FaME SN




A A F R OO b
2 G HR :
& F . B
5
% 25 DV ix 2 A
‘ T S f*ﬁikﬁﬁ“é‘
SSL &2 | CA/Browser ' 2
ARy EAA A E
Forum Baseline| _, :' ;‘; ? g:% EE
Requirements 2 e R dp | iﬁjﬁ 'T’f
for the Issuance | ="~ *r % & m'} P
and %L—Qﬁ?ué Rt 5 i-&i%
Management of | ¥ * = 2 i ¢ Hete 2
Publicly-Trusted | % fc 4 = 2. /¥ B3
Sﬁe[glflce}fes 2| E o @ vh e e
FE B 2% 2o ) o i A
=] 7)1 3 —’ E' =4 FQ =B ) L g
J—F‘l-‘ ng_ J F l%é&i}%‘&é}i ‘::]L o
R R
2R LY
BT IRAE o
/%/——; ‘?&\ ,-’ P VY Y X 22 13
SSS?&%QV gNB S AP D
s Forurrzovéserl' chm AR ESHE S
N Daseline | g-u) g 32 L 4| * ~ &3Fehh '
Requirements Pt X RN | AR KB AT
for the Issuance | . [ o 2Ry
ol - Bk e ELE
Loy A TR 2 = % %=
Management of | R IR
Publicly-Trusted | &3 # EE Nk X5
Qerflflcates % 1% HEREE
HEBT 3B ERUE N
L FH Y
R R
2 LHE
R OIRIFZE %
R R
’ﬁ ,?]/ H_ R
— — M o
3 3&\ /\’ VE TS > S5 2 3
S “IV & B |k i | AHER
SSL /57 | CA/Browser AR T RE IS X AR
F T o
orum Baseline | g=w| g 3¢ 7 48 | b ~ #3F0R %
Requirements Beh X RN A E KB AT
for the Issuance | L [ oo oo | oy p e BT
- BpRASEETERE

and




Management of | 3£ > if * » (%
Publ_lqu—Trusted T 2 o

Certificates % ¥
HE Y 3m
S
AR
2R L HE
T RIEZE
P 3 *’é 2 &
7o ﬂ LR
- g 2RA o

F A OTE ok
:1‘.‘.: ™
42
3
e

1

- sq\

®FRGAR AR I SRR AR IR 0 2 B DHRIR R

‘-\w
[e]

rh e LRI S ¢ A SD S SIS 5 sl G
142 8# " IFIF A

PR PR AR S B FEREE R HTRERE

oA NELFF R AEGHRERRANMED > ARt A sl F

q4

RIEEE kS 617 St gy S447 ik (Key
Usage) > M g & i@ * Bulchksg ¥ ¥ Bl fadl blgmut v
P AR 5 BEAR(critical) i el BT AL o

143 8@ % %57

hF IV AR RS 0T SR

10



(1) i 5
(2) ELFHE2 Lt RFEF A
(3) +% i B L

OEEE LR EIFE

(B) iz s oL Fbp* 2
1.5 B3

151 8@FHITERAF2 372 FRBH

HATEAR ERARST PH AL EHETE TR

L N ? me o Eéﬁ 5‘_3, o
5% 7 35:0800080365 -

EB D AT R B2l BRI A ¢ ET R

@+ it 45 1 caservice@cht.com.tw o
Howom R R & MR TR o w5

http://publicCA.hinet.net % 3 -

11


mailto:caservice@cht.com.tw

153 BRRIFEXRAFL G L

APEY o h FREBETIHTEARLT B B EATAN
R FERRYELR EFF A PR AP AP

BRGIY K ARER PE R -

dr|

%
o

p=
2|
=3

4y
%V?
el
pre
&

BHEPH T LLBENIFTRA
B PR FHMEARE T LR EREBEIRS

MERPIEY P P R BRI MG
R R BGRTYAE o LR AFILY AT 2 GHEORWE (T L F
ErAFITELRMT Lo ARHER G0 Fhm L vE
HTEm e T -2 191G % % (Root Certificate Program) » #-¢ &
RREEMPIEY w2 f FREHAIVEFN WS 52 BEBHE
¥ H (CATrust List) o 45198 @7 F 2 R¥ > Fa ik £

5L
«u‘

= 5 B zn

CRFRFIEY CHFAIEP T RB R BEF IS TE AR
PP SR RELLARERP RS GEAP R oL AF R
¢ NN I’P’:‘Z‘-!:v °

s o

*TE LG A s ’f 3R Arig T2 A TEE AR
2 pFERATEREG TSR g2 MEE R PG
B deriigAe 2 3 N7 A A B P FERATTERE
FOTASPRRE > A ey B pF S R

12



16 3 LATHB

0t LS50 o Lk 2 e 2 L3R o

13



2aFEIRIRELFE

21w R

AP SRHRELLF AL E G AP A E P2
EEREEL TN 2 ATLARE REY S 2 R ERES LRI
P B 24 ) 2R PIRGE 0 AE IR R B anient
http://publicCA.hinet.net o 4-Flgc & 2 & % & iF > B30 2 B ivx p

P ¥ 1% o

Rz FiEe

Diz% 22 Rz > TH>FTEFEE ~© BRI EHE-BFE
Bgak e

()% A iTE AR PBFTF R

Rtz B2 PRy 24 &2 -

(4) 2 F sh3ngEpr 2 & o

GC)AfFE G EFT AT ERPRES 7 o
22 AT SFRAFR G

()~ FF A% -

(2) & A L o

@) AFmr A2 BHE(ELZEHEL P EHPHBL T
B EMITRF DT BE I L)

4 E#F2 &% -

(5)"& 1 f# sk s i -

14



(6) ~ g3 AR B B AT L o
23 2F g X A pER

(DAFmAd P FHMP AL 7B T pfatiEs
AN Y N 2 A~ i

Q*FRA cE T EHEAEBEBLFP 0 DTG
B oo

(3)%?":"“7&£/7)@73"&4%;_*%]7’& ?/‘ SR

THLITI PN DFREFRE o

24'%}&*:#4

SRR S AL TR E TS L R
Eﬁijmﬁ)%jﬁiﬁ?ﬁéwﬁ ? FHE > G
AFALATREE N RSB EEa s Y cph L f F IRk

FE A
‘)&;%"%1 e ’ﬁﬁﬁfl;aiq’r v FIp A B %T}B’» T L R

FREZEMBEA SRS P RAFETRIREE T Mo

15



31 &%

3.1 & &4

AF I B B R L ALE T X500vE - B u] 4 AL
(Distinguished Name, DN) -

3124 204 L&

AEIRY ST R RG> BB W L AL(Subject) # & AR
Bz AMeE F2 MR T MR AZAMD LR

IR G 2 ¥ 2 48 & A (Subject Name) g 7 2 4 %] &
(Subject Alternative Name) = p& CA/Browser Forum Baseline

Requirements for the Issuance and Management of Publicly-Trusted
Certificates 2 24 » 2 {F & * p 30 L (Internal Name)# %% IP =

a1t (Reserved IP Addresses) -

SSL #F @ PR #c k8 iG 8 2 i * L (Common Name)s2 /& 35 3 48 %
LW riie = 2 ve £ P L fE(Fully Qualified Domain Name)

oA (OV)2 SSL3g PR G Hvt— b n| LHLE 3

¥ 322 § it B A T R 4 (Organization) f i o

B 4 %2 (V)2 SSL 4 FIRGAEE B vi— ] ZALRE S 7

% 3.23 @i B A 4 L F 4 (Surname) 22 % (Given Name)

ER R JoA

16



P s SSLARRRIMBET S S B SRl R 2 g
PR LT LREHE BRI P

B e SSLEE PRI GER Y
AM LAY LR 2 RS L A 0 g

* A% 42 (Sub-domain) p e e s o

% 18 L % B (Content Delivery Network, CDN)Z| SSL #f & PR #ic
WEHET T S BE* RPFEH - = 2vx SRR LN EFELNY
L

314 ¢ A58 2_ 12 R RR

LA R e AR 2 ITU-T X520 &4 B 2 % -

3.15 & ibFIE

AFIEY w S 1R WG EE XS00rE - @8] LS
C=TW >
O=Chunghwa Telecom Co., Ltd. -
OU=Public Certification Authority
P EREIE S AFIRY w520 A2 NG E S G H X500
PR SR LR U RN
C=TW >
O=Chunghwa Telecom Co., Ltd. >
OU=Public Certification Authority - Gn

17



He n=23...

AEILY SR X520 BT EPEEA LR e s
MR QA M A RS Y s ariAran X500 HfE g R

%jij#ir’}oﬂ&?;mﬂ,u7qfh)a r,ﬁ_,‘c,"q:(nzlmf")é’#u

T OXB0 B KDL B B LR A

B countryName(¥5% & C)
stateOrProvinceName(45 & & S)
localityName(%5 % & L)
organizationName(%z & = 0)
organizationalUnitName(%z % & OU)

commonName(45 % & CN)

serialNumber

316 B s > FUZ &4

FOREZBEIMEFEAFPEARFHRZEE TS24
BEAR T AE IR S P A EHEETE PSR T
PEFRLF ORMY S AR PAIIE ARG ST R D

- AL TR PR RN AR 2 o

317 b L £ B2 j34L 25

\;; lé%\ﬁ_’,fﬁ?/_ﬂt\Q?ﬂng‘%rﬁ dyéé’#ﬁrﬁgl%ﬁ&

B P Y e

Fror v A SAPMA BN A T BIEEBNEY
SHY ER P d S RN A A AF R o

<+

18



Hitm bzt 22 5% o
> s >
. * F'Fi

3218 T % hdhe

AFIRY C e RFRHFFG 2% {E P NERES
W A fER S e

(L)d s ¢ v = & G E4gH > RHEBEM P 7 wBiE
F2EERF P2 B BHBET AFILY o ATUE 2 A )
ﬁﬁ%Z%%W%?f%§%°

(2)d * = p 7AW EMKE - R A2 PKCSHIO &Y AT
U R EgAEF 0 I IREFRZIEEY oA e ¢
o IR PSR I 2 OB BARSREZEREY TE R

T LEIEE SR T VYR
322 s b A2 g

$+ 5% (Organization) ¥ 4 5] 91§ 2. @ 1 ~ FH AL S £

A FRAR7ERE > RRIAPFEE RS AR LRI AoT AT

FAEE 30N R SR 3

O O AC 6 i

5 1 QFr &Y FLEFpehiT Ity Ty 4g

& -

19




22

F 2 %

\

(VAR

~
RELFHEATRFLEZHF

LL*’J' s IZ/FEFNLE' ?‘;ﬁ—&_i_é/lq\ o

(3)* 7 TefyeL

o ?ﬂu, B 4o 28

BB (drde S =

A

¥ 35

Rk LA L 1T 34aE)

()% g2 b A g

SR VY Y TR SEER E Y RS

BAR B i (bl 4ok )P 2 47 M

=) 7% 2o SN IVC A RS e P o
PERERA R L FwERALAFE AR

B (S L dmpe

Sl g s (R EEY FE

HW 2 A (Mo

/4

ol

)P e B ABET RHA | F 2 R (e

WRE TR T LA B I §r e

TRV FFAE R AR DA SRR E R

SRS E NN R T A ) TR

:_"lir'fl:%’kﬁé': El?;‘%'»

"

20




R L FR| 2R R

AR S GrlgET ¢ RE R A L MK
FiALA N S B RPN ¢ S R BB
ﬁ&ﬁi_‘g\‘ f]; A /l;l'gif"\ 7—“& ~ j\’;\?i"]‘g\ FE'I'}I‘E'.L‘%L-EF b/#‘

IFEIL)R S PR T (RN S AR 0 X

Y GE L EERER) ) MERBHS
F

Y ATAEAR ",_Tz‘i Prdpiz A B~ 2E2 A RS

(Q)scFris b (3) & 8 =2 & A g
J{FT’&&F&% (ﬂf‘) H F%HH S N ?Fk7 P/A,\ﬁ"—\gj

O S A T ALF gﬁﬁﬁfwgw ¢
oS 7— Elp,gpxwrﬁg ('f#) H [had ’ i:%}g)g&_/é\? %— 2
BN o

PETLAhERC L NN F Y R A L

Fro Rl ey s YRESY T2

21




i3 AERLRE A BT FHERY F TS

Fra B EGARHER &+ RHEXPF L FES B F

10

ﬁ
4
S

f&éﬁé“’%‘iﬂ@~f‘ G ERE T E RN A AT
FLTRPHIL 3 P RN o R g

* s &?%L%té AF gz

s

s

aa

w

S
m

&

3.2.3 1 A £ 4 2 3w

ot B 4 (Individual) £ A gw) 2.

® s RERARR 2 AT G TRT

%

f%;“’:l; , IZ%Z P?' 14 y:_B.&*‘ t‘ekr_ﬁ”ﬁ * 2 iﬁ-‘{’ YT z\b"l’;lj
TECE RN B A Lo g2 2R

EN
B > VBT HRRALS
(3)% F TRikyHL -

52 ()7 7 wad & @ E st -

22




B AL g2 2R

EIPCGERUEM) L E o AFRY g e
PR L TR AT A 2% 2 AL 0

W

i

PR g AR g L A

FFF]

(B)* F TRtFyHEL -

5 3%

Ol A

B OGP Y BRE L P AR
B MA pYEFTHE IO RNF LEERT 5%

PlacR R AR ER) > i

/'\N-m

I - Bt
BT 2= 7
=

P (bl k5 & L) DL R YRS > T

"V

o
o PO KRR D i g P

g N
e 2

<
"
—~
&
&=
"1
T
5
1
3
¥
-
_:\
o
H
Kz
|
)
Y

7%
T2 2

o
2Ty
>~
N
pull'™
=N
F
e
o
2
ok

(w
‘=

N
)2
ey
Bl
pull'S
=K

(27 FH#FTL B AT bl A SRS (e

PR LR B (dot ¥ a)E > AEIL

() TeAR 732 -

P FATRBEB S P ¢ oEp

\\

23




B AL g2 2R

\

LA E T F R RITRE @ e L

ORI AR SRR Y g RS e ¢

o PRI A e E 2 B G (Gldet A e b 2

-

e
A

SEER) o Xk RN R AL A .

;ﬁ--ﬁﬂkr-‘%ié‘% e AER ’b&’f# N
BB i 2 wﬁzﬁwwwhﬂiﬁw~é
BA)EFE R E D R TR A
B 300 TR 2 R TR (B e B
) RIS SR AR AT GRS

LS S AT i?g-#?f\ﬁ

o

\_

(4)ig * p RAGHEFyHL

PP HEEIEY CEFL FHERELT 3
BEEHELF R E&GEFIHL RY G
Teeid Fr@EP B Lo ¢ KA §or

[
Mk AR ATE G o
(B5)¥ Fak & & frHIBE2 B 4 P o Y

A AEE A EREAL Y R
EH 2 FEERT 3 KB LBRERELF

24




w5 B A 3o N 2 A2 R

(Small Office Home Office, SOHO)*%¥ 34 -

FoplemBrgEpAd* HEILT ZERE

3.2.5 ## HwEin

-~

TRBBEARBEIM CHT HE EFREL AP FE A
e N NS R Y T N

(\Validation of Authority) » F/Z:23Z B A 7 R 2 B F L 1 > Bde !

FLE S RO M

(1) Fd =2 B RIS T
RFHEFE AL ZEMAY TR ERL G A

(2) %dé%~@ﬁ\%4ﬂ:~Fai%$%$§ﬂ“
#E $ 7\ﬁiﬁ%’rv.\s;x i A f‘/F‘ 1/\;1/‘— ,@ ;ﬁ*]‘ 'ﬁ%(#— A
B2 P)FPEEN AR

(3)  Fd fRd¥o o P A R H T R el 3 S

Y RN

AEIRY CF BB B A GE F G e R R g
AR L
&Y

SR

(1S B e GFEEIP A F T vl FFERLT

25




IMERHFF S EEY G A A Ry

(Y FRFEEERELL P AP ET F ML R
CBE Y R RERFLT SRR BT 5 AL ARG -
@) E o2 A FFAL L LDAPIRAFP-F B frlE A 42 T

<R L o

P HFL(DV)2SSLIG#E Y 3+« ik e CA/Browser Forum
Baseline Requirements for the Issuance and Management of
Publicly-Trusted Certificates ( = #§ 4 & ~ & £ - Baseline
Requirements ) #ti:k2. > ;%3 - & % 7 (4f) %3.25.19° 3 %3.25.6
S)FEE SRR R LRy AR ERREINOV)E B
% 7% 7| (IV)2. SSLig #% ¥ ’j"“!rt TR R S SSLIG N 2
B LA P BT A R 3228 $3.238 01

BT A L s g o

3.25.1% %Y H 5 RB LHIREA
Fd B kg Lfire ¢ 9L = (Domain Name Registrar)# /g -
Y ¥ Les LfEM % 4 (Domain Contact)m FEsn® 34 £ & =
Dem St LRLZ IR o 3 R R T o A

(A FmA AR RF32218 Y 2 S o0z
AR E REB25HMEY & & I

(A FLe wfrp Py A #H RS L4 (Base Domain Name)
e DRI PRE AR LI pRECZM GEE R

3.25.2& pﬁ]a_ﬁ?xf‘fz&m%—ré'i:‘\xéﬂ \kg: BERE D

5’%‘5%*‘ THEEBE S P AEE RS E RS

26



TIR %A B2 LY o FERLY G L R 2 p R LR Il e
PAEIS B FE TR R AR A 2 T SR g G E S/
i 2N BEES N 2R F B oy o

EHTIEEBE S FASEEC TR BORERR L
ez tlie e

j‘%ﬂ_“'ué\;éi{““"b"”j'ﬁa:ﬁ?vﬂ&whﬁ‘ﬁwu\ﬂd—a-éfi ~ BB
e dng i *&j—ﬁﬁuj,ﬁﬂﬁ%ﬁﬁ%ﬁﬁﬁﬁ?fﬁ
b1

FEE BE BN MECE LI E BRI LR

FEE S BE S NI

GRHRI P REEARE RGP E > R AL G DRI F o
A EAER o

SE 'ﬁ@iﬁﬁw%ﬁﬁwﬁmrﬁ’%ﬁééﬁw
3.2.53fc i LA A 1 T A

Hd T RIen L F 2 T REA Iy B

FHR OB 2ve bR LR R S A D G R
IR I PR APILY R PO TR TN e

FLarp FImH AL RBEE A 2 TEHLS o
F-URHEEBEIE BT ALt B el

SHLZPrAIE ok T RS R LAY T E il

F B ALY AR AR R EIA L G DR

3254 R ES 2
JEd B¢ 7 hgesiE < 2 (Domain Authorization Document)

27



Y ik 2 R B AR R R S
R Y o JRERSREL 2 (1) AeRREGF RO F
ESREE F,(Z)MWHOISP e AnFiEi 0 e LT F(Domain
Name Space) ehfesd$eig ~ 218 > 1 p F T s o

32554 $HF TR P F TR

Fd FEsnA T A ¢ 2 - %" well-known/pki-validation™ 3 A %

T oo d JANAGLY 0 BB SREZ P g hH R T > T SRE
s LT AR E WS EHTTPHTTPS (G4 35 5 B > Frsn

Fiﬁmm}_"” & LR

(D5 & Rz T p %2 BB FMEL P F & A meta tag
R o RFHER R RT N F A FE DM NRPAR R S
B2k &

(25 7z TP %49
tag”y s\ i ehe T H R pe g iE? bR

AEILY R ¢ il AR E TR

-2 BT A i Y B (1)30% & (Qdek ¥ ¥ ik Bt
R HEFEAAM ZRET R AFEIE T 2B EFF (4o
AAR R53318) 2 (g E o

3.25.6 ¥ Lk iz ¥ { (DNS Change)

YRR S CRIERR LR E - T RAT AR
#(label) » A5 d FERLAT S B 28 ST (322 DNS TXT ¢ Ll 4
& % 83 & S(CAA record) ? 130 » LY G Al = 2ve

ok @ N E o

TS
—kr% ig & K_{;f#& TE ’ j‘\"%ﬂt‘ NN T'PJ F‘ NN }ﬁé‘-:‘!}fk ]i'_é‘_—l——luj‘)& FE—; 1‘\‘33—

28



- 2N E o m 2 AR AZiE(1)30% & (24 % ¢ pﬁ‘ﬁ VEiE G »,%_
R E > FBEAPM 2 RET R LFEATRY 2 PR R A (4ot
AAE 53315 ) 2 (satgisiE o

33 &4 L i o oyl g gy

FEOFREGRYYANND Z R (L4 VEFRE]
WEMITE D P EATY GRE RRF 32 HFRLEFHY 2

g e

3L BHEHZ 244 #

oY SRR R H R EGEEREY N B
THIZIGEY ARG Yoo o R P SRR PR 4
Ve e 'ﬂ—;]%mﬁ'{,«“ -ﬁ- AT R G AT TR A A
Bk 2 BT TEH B ERIEDNI ¥ 632282 PO
Eagie PG b o L AR OT 2 o

3327 2 ST F

%%éif%ﬁ%ﬂﬁﬁ%iﬁﬁiﬁﬁﬁﬁ’@@*%gﬂ“
EATY G 0 i ¢ R EBI32G R T HWEATY e Y

SR Y B ST

3.4 B @AY 2y E

AEILY e RN Y PR R A Y e T 0 R




7 e L
2V g BEA

TERR O 2 R

",'

=315
P~

F R

30



41 e

411882 ¥ K

(e

A BATRNEHEZY o
TEEEAKAE (rked BBV THELX 2EPANE)
2t B8 (4o Web Server~e-mail Server 2« Lync Server %)% B4 & 4§
B FlhEtr A EELN Y 0w Rd KK AT LT F R

25 ] =
MIBEY o

A12HPM RERF &

2k

ﬂk’g/__ 10 ¢ NN l—}i T.PJ v NN é’ F] fﬁ.‘&gﬁ@ E—%‘-‘—‘g E"f")j/,{} ,&gﬁ

F_*

FRERBERRE A TEAR L R BEY FFR TR
R A B IR A (Ao R R Y FeniB AT B B e
PAE R REY A bR R 2 g R )R PR

HE o R R A EIEY S RREEF TR SR S
IR o I AR AR S ) J‘!'Ti“%{‘f{ :

(D*éﬁﬁiﬁﬁﬁﬁﬁﬁﬁéézw%%ivva&wﬁw
¢ %aﬁ_#qu Fold o

3
Q*FRA SR LBEY FEEFERE Y S RERT 44

31



HORETIRLEHE

B)* = aB-@AFRS vt g2 QR BFAREEN F T
2t FE o TR E 1AL &R TR GHE ARENF T
WF o ¥ P Ry P> B2 @R ZRE

ORES SE4N EN AF S XX X

(G)* # 2 BHI R RE T AR A NEF S RER
FRIIEL o 4 PR AKT RS AR B

R B BEFE O BiGRE Ep ?os o 2 2 Rk ER
Boa g Y HBELEER T

6)* # BAEE % 2enT TR E 2 ¥ RH Y kA o FT
HESRT LA %bﬂ%%ﬁ%ﬁfﬁ%ﬁﬁ%ﬁ%a?ﬁ
Ep FREF -

(N FR? SheFlee @zt FEERF % 2 Rigd & RA L 2

GERT RS SER T

‘41‘
N
L
N
8
\
<
(

£
pre
It
=

Wi (FLFupEs A2 Ed o

427 FBEL LR

B 3 FheT

o

(1)&#? FHEEBERY FFHIR LY » 9Tk
(QB#? FH#ERY FTAHEAPMED TR RS

(3) _Qria 2 ;j_;lz ] é

EAVE o8- WY - RNV E SR A

Ej:-}l' NN

=

4 G A2 PKCSHIO &2 Y 4
FEHPERIERY AR

32



4.2.1 & (7 u]fodgn] # i

AETLS SR R P SRRk B AR R S LA
LR EIRREGHEFT A TELAEDRT o frdpiiP 5 EREHEF
BIEEARES 3252 RTRE > BREY A ABFREIAY =
B2 TR ¥ GRETFZFHFILETHEIERETHE - 75 4
RGN Y AT R A f e Y o] BT TR EL
FZ Y HEAY 2 MR B AFIEY e Yoo g
K2 BEFHEERAR 2 RF % 240 VRPN L L RF o
pl05S# 17 1pde > A3 e i d i L4 L L (Domain
Name System, DNS) & R SSL 1§38 ¥ 3% i #rdiizez = 2v2 & 4
FHAEE REEED f; & 7% 15 7% (Certification Authroity
Authorization, CAA)DNS 7 /& % 4(DNS Resource Record)’ & #:1#&
P ETEEDNS T e sis 2 AMAFIEY w75 424 SSL
BEEFZEBFEFEY v ALY L EAZIEEY e B RLERIE
AP AR E P SSLBH K ST w A R L
ARLATREEEPREEFBFEDNS Tihesk-A gy w7
422%8@° AN S

Ik T RES S 2L TR MR R R R ER T T




PRE AFEY SR AP P ST P ERHELY oo

F L I8 E/;,,\"li%é@‘;z«gg\:;é;{;\:,j\"ﬁgﬂ,g;gipé,u

T UIERE G E 2 ¢ % 0 xﬁ;!ﬂe" ;%—:F%LE/A\’*—kvajb%gfvaj )83 )
?lm\:‘lugt T-FI\:J:\J _q:],,":i‘ }/\%{_‘?‘]Z Pﬁr‘é%%ﬁfﬁgﬁo j&%gﬂ:d;
PP T ALY G AR RIEGEEY A FINES T 2 Y

ks diEs 1 ERY

423 AR EEY i E

ﬂ\?ﬁé:u}» T'Pld'\’j"’_JAIwE&F’&Pfo:J\')a}ﬁEI,%‘ %I_W;‘o
ER R K S Rl T i G A e
%ﬁﬁiﬁﬁﬁﬁ#ﬁ’ﬁwﬁﬁzrgﬁﬁﬁﬁﬁﬁ@¢ﬂ%ﬁo
PP R JRR Y R 2 Y S EFREOETAT G

ST A R - E-T R Sy

sk SSLIEHE B 4 Sk A SSLIBw2 ¥ i hie it

Hr SR FRERE  BRREG AFIEY S Mt 1B (FR

d

o

)&FﬂLé;?? A2

43 R FBELZRE

e

431 B EFFEEIBHNITE

AP s By s ARTIEEY TG 0 Tk kv E
ARSI F2ZRL BEFPMOFPARRS > NITL X TELT R
FIGEL 3

34



}? 2& .H; 9};&‘_—.1

(Dzep P wRFPUB2BEY FFEHABEIAFE? o
(2 A F3d CHREEP P ERZERY FEREF L A%
Berp @z AR AR E AR REF RS R

£ 12:47‘; I oY ariE 2 Y ,ﬁ—dx.}‘ EHBE -

@) Fd ¥ AR BRI L FFREERY 57 FE A
B kv BAPM SR L5 P v FIES AP M
TEFEAP P T ERPAR  BABBEAFEY o
PR ERF I TR

(4) = 72 #%?ﬂﬂMaTPﬂwa@ﬁ?ﬁiiﬁ\%ggg

Rl BERRGRLERY FEA Ak E T2
i ﬁig.l/@l % > 5 % (Transport Layer Security, TLS) > ;% 4c % &
# o

CES EARSEA R AR E ST Fa 31 IR SRR FA

SIS BB B éﬂ&ﬁ@ﬁﬁﬂﬁ'fiﬁjwﬁ T o

432 %7 gl 2,

AETY SR ABEEF 0 R SR HA LS E
P S At PAEBIR T o

AEILY SRR Y SR R REFRE R I MELT
EAATBEY S o BP AR TR R EF A R g2

Doy pUe > BFHE RAFIFRLEFERE

7

35



A4 X BELER

AP TR RERRBELARS L S AR

ﬂ)@”ﬂ%j?i%'%§% BENF 0 BEY R FAR
BTz TAET I/ &Y ikt TR - 2EF"Y
%ﬁ%ﬁﬁgﬁiﬁﬁmﬁé’#ﬂﬁxﬁrc SeE2Z F o0 R
B 7 R o blde SSLAFRIREHMEREY SFFEAFARMEH
2 SSLG#E2 BFELWMY L FRY 3 HE FE TLS 4o il 3¢
2 m v LR RY Giice o VIEBRL 2R SSLIGEZ B 0 ¥
242 HELATRIEREY o

BT FE FREEI L TRATFT LAY 2 i -

RoRABITEFDEEE I REFZEGELFTIEFLL o

N

FRE FRFR LETLEBEP FROESRITEFDERE

hEILS SR B

B EY G kR R EET BB RN

3
FHBHEIM LA BEY - R E SSLEPIRBEED G AR

ﬁﬁﬁi@%?ﬁ&oL$" B2 G F A
AZRFEE R ET PTFEE R RN ERIEGEFET R
BEARY L e RSy Y pR R 2 TR -
iR oo

BABWARLERY FER LYY A CERES M LY 2
112 Bk -

36



B FEIESREEE oW o f SO RAR S Bk

Wﬁﬂ%§%£2ii%amwvi1%?

441~ B2 BELEY
BHEY FHAALFMEF L BN FLAFREEN F AT
‘&B“ﬂ\?,_t‘.ué\#“z?q,:}ﬁ_ [QN&‘ﬁ)&)’—“E' ’—%——‘Fl]zo

442 % F12P w2 BHEF
IV R R R 2 F TR L RS LY BE

EORLEEY FEEIBRELET P P S FEAFIR S

FAB RS ELY ¢ e DRLERY FF

443 % F Y S HE R P W 2

F R E_ o
45 4R BHE DT B

451 % % &M G e

P ff‘«llﬁ"’ v %—TB’» ﬂj\?/'ﬂ SR IREZ BR o HEg®

A2 B R AITEAEY 133547 FEFELTREGEL

(Q,

Bt R A TEARES 1AL &9rm 0 % 2 24N A WP

-Eg-

TEARFT 6LLIE 2R T -T2 Fhp &7 HHEERER

FRAES BN o SR FRBRLAR S o 2R

e

HEF DAL A AGREDRY N HE T NRYEF R

g
-

37



LAY B (TR EZH AW L AT B )l &
T Y A T Y T TR T T S Y

452 i EREY BB @I B

SR EE S g A B B LHE OR ST R REM LY

Tf
=

= G EEE KR * @ & ITU-T X509~ Internet Engineering Task

Force (IETF) 2 RFC ~ CA/Browser Forum Baseline Requirements for
the Issuance and Management of Publicly-Trusted Certificates 4p i# % &

2 g Y -
8 K L i PRAR G BB 16

7

—

2B EAE T

ST T BT Rl o ARTRIBEI] s 0 AT R Y BB

PHBRREFT T SEEEA LGP SBRALRE LA
TIRARB~1E o G B F P 4% 25(CRL Distribution Point)snix %
TGRS~ Bk &% GEPIE

H L ‘7\ P:-‘n& F)E.—i 'E‘ :5- % o

38




PP B EE PP U TR R ET AR F S
SSL/TLS = #%(SSL/TLS handshake) :

(1)  #i=% & & SSL/TLS id 23 8 (SSL/TLS Session)&_i% i
WG B EAL P R EEGEY BRERE
DL e

() BREARAELE GHEEY bt BEDSE M
BB AP R G EAY KRR AL
G h o

3) BERBAEGET L AR L2 HGHEY @

4.6 57 H)

WWH St SRV GHEAEFEY S BFEERFED I ¥ 6.3.22
AT 2 0 OB AR B UL L aE AR > o
4618 EH2 %

BHETRF|H > ABr ARG P B ENTEITRARY

(B2 2B 44 22T H 6322 F 40T 7 I

2 =z H Lo i PX‘} i %dF— IR o

39



@@ e 2 2B 24 AR BT R KRG 2 A
ERTE

4628 @BH 2 4

BRI E 5 R ALIGEY B2 AN R KA A .

463 8RB 2 2R

oY R EREDE R H R EGEEREY N E
T35 g R fi-;}%«‘ Catee it NS o e VR S+ s A2

‘!

RTEZIG Y Al B 3 o aRer 22 B4

464 %* = 5B EP2 FF il &

@4&2%1%if*%$*éﬁﬁﬁwiéﬁﬁﬁ%?*ff
B2 8B - FrAkA 2B B2 3 NEFEHEE

®d o

Pd

4655 REEWEEAE 5

%#ﬁﬁ@pﬁimiﬁﬁéﬁi?ﬂﬁﬁﬁ’ﬁéﬁiiﬁ
B -

46.6 BREBHEL B RES#

AEEY _'rfvfé%] BRIRBEH OFGCRPATEFIITRELS AL

il BRI LG EBLREEY R ES RN EELEF o 1

t‘:uldb':’j\?/_tl:ufa,z,\zijz— ﬁ};)& zﬁp—‘jﬁlc“ulé_\&}j\)& }39‘«3_

ok

o

40



467+ PRV wHACFHANAEPBEREF LR

AN P T R g RIEDEREFE L
4.7 872 &4/ { #*

AR T IV IE L L

4711 FF I T BERBHEEL 24T E T

AEILY 2 PR AR A RRY 632 &R { Ho UET
FREKFREFREAKEFTERE  TREFHEGAFIEY
AR ENTT BHOL o AFIRY CHUATF R EGEF T S
Z_ 15E % BE R 3‘1“' P RTENRER- ST N R F R f"'fi\" o
EFRi&&m s FRERLFN AR EBFEFRL DY R AT
FEINEF R EGEFDTE O BB L -

AERY S ERBENE PR EGEFGEY LR B
D HY REFBHENEGY ATV o (AL B
Y ERRBHERFEY CEBFIHTERARY 42 $R TP 1 K
BEPHE( ELLEELFEY )Y gt P FRCEAE

MEWY R EFT DL RAFIEY CRTRE

hoh FIRY w R BB 0 B EgRRE R Y
g - F - % Sl
A4712% =82 £4&{ FHch¥ d

BEF P2 FREHLEERY 632 FHERY % &4
T T REEEE Fe g F

41



P REEES 18225 352 % o BHERLT A
b AT I d s %“;ﬂhfﬁ%%wﬂpmm—az
BB ITH (AT Y FATOERE Y AT ELALA R
¥ 418 % 42 §R T IET

PR ERAL G AP R AKEBLERY > XN 4
WY BB A2 SR T BRBHELA Y ¢ ¥ FATEE
472 {HBREMKZ Y FF

MAFR? o ? ETEEFERFRLY SRNT HEEPE
&Y o

@ = & fikEips %2 4 (R B A) o e
EE RN T AL

473 8#2 S4&{ FHF DR

AP G E L EGE ! FTLBERFRY o
ATE B ALY ERREERFREY CEEIHFLARS 3]

3233412 42 &2 R ITFFL -

s BT A e ALY S EATY R R0 A
TEA®Y 313233 41% 42 &2 R gyE2 o

474> " BEEHLIHL F8 il

Y PR B2 3 F i wiRE Sy 432 &R T FE -

42



NI R Y L T

Hdr Py cRIBEPRBELGUH DT L LY FT
RRFERFEY S22 BEFHTEREY 4TS G

)@ =% «i-:lzz,g;{%%g;t.,_;giﬁy # J—»@FBF\ ;E\‘%;fﬁﬁr _H")@%{F\
-

PR T U LEEGBERE ST LS RLREEY

>}

o

ke

476 *FRY w2 [ EHFS

;Jx?;a?c* SRS RIRIA R O SR E L GR TR 23T
15 ﬁd A A R AT A FHEEFEEERLHL mH oo
P FER B R RRR RS B Y BB

x .

A

477 %P SR Pl 2
B P ST G RIIY CIE R A ML B L

iﬁgﬂuiT%@ﬁ%ﬁ@ﬁ*ﬁﬁﬂﬂME%@ﬁ%?#
—r'\j\?/“}lu R‘—""!Z.I ﬁ&_|j? \_‘:‘L ’ ,Eéllo

48 8% L

4816672

43



BHEIMOB SN Ry DA MOF £k LIBHET
frh3 2 8EIND PR - BEFLE B

Brdey L ER L BA DL
B F R

i ?1ﬁ%’ﬂwﬁﬁ

‘fl’i’.}?i\“@g\ B/AJ\ E_¢b

SIS }3

). /E"}%}L y H »—v%u%ifé
BLEFIRENERTY o

{=
5 4.2 FH TS AR o

b/

P2 % 2 A (ol itig 2 (AT
T A) o
483 BBR L h

(1)8 3%
2 1 amif

rARIEFE
PALR o B EF T L

Y K PRI ¢
5 5 ‘sz"‘

lim2 T

CRER B R
B dgnpfis > TREFM DG
SATIRHY 2 RN R RBEAL 25
Fobrr o 79 5H tH 0 %?ﬂ“‘i\%‘r&?ﬁ@
@ RF S R %wﬁw %5 010i%
PGP s fRT 2
&2

IF"%#FL%? £t 42
v 3_.41 lik #

ETINS

—é—}gyr‘] }g—,)& ;s)%
BT hL B
%

¥ 549 &yl R
A% BB b BT
LR P s AP Y SRR B B SRTE
‘7 gﬁ?‘ Ej_.'ﬁj /:gi R J\jg\é&gvl]q.} R F/Aa\ °
Qe ¢ m I FROCEL o MATERY FERBEAELY I
F :\.;Iéii::i i%/‘ﬂ’“o
@) A FImP S HEp ¥ i R 2 ATEEY

44

R G A

Z@’:ﬁ 'I‘/‘}% |'— o

- %%{aii‘g

s LA
e



CHTOREE A ARAP MY P w2 PR AR AR
%ﬁiﬂﬁ%%ﬁzjéﬁﬁﬁwa&ﬂﬁéi%ﬁlw’i”%ﬁﬁ’%

BRI ¢ ST 2 RUIB A L SRR L SRR

E

(deri b 2 B B R F IS B DR BEE L G
R P FIREGUEHAMITE L FEP P L ERRAR > BAB

9313%%?131_:‘ o TR B RR 2 T A o

@%ﬁ%igﬂdwaaw6@@@ﬁ?ﬁiii\%§;z
eft > BERRBHLBEY G REKER
% 2 #» T (Transport Layer Security, TLS) > 3% 4c % i# 3% o

el
W
P
_E
T

(6);it P R WERRLZATEREY FEREFER L 2
R Irz B ESLLEFE > 2@ % ITRFEZDRIFT
BHEEFA P AR PN R RIGE -

484 % »BBBL 2 EF il v

AFIEY L HF P RBFR{ZEF I RRY 432 ¥R T
FEIL o

PRI ERUFEFREEN T HEEY P LT DA
ﬁﬁﬂﬁﬁﬁ%ﬁﬁ$w~fmiw@i%i%awﬂw@ﬁ»@m
R RS Sl R NS P Tk

4185 S RLBERL P

R vfi‘jﬁ*?’t%ﬁa%?% BFENFEFREGEN T AR
BB S R RS WY -

45



486 2 F P w2 BEHEB{FF
A =

%

TP GRS ERLTEF ZATRE
HATREBLEREY RS RER L L F o
AT

o

TPk G S B ¢ IR B o

NN ]4

487 A F P S HH# R WL 2

PR e

49 B E? 2 b

AELRREAPBETEEE (DG F)T AR AR

L S EMIGEA R Y R BARR

|

491 rit 5E2 % o

B T T A RRPE(E 45 R TTN) s B e i P

ROE R EEL Y

(1) 3 akBA - d @ ¥ AgRELHgodun
e i
() BRAP TGS LB PR S L E 4R
OFTIEETT R
F’Paﬂx?fﬂ:‘ufﬂ)}*’l‘;l Bas:is et B3 0 2 EE L &

* o o

@)4W@Bw§7m&1ﬁziﬁ;
G) i “ 2 ERF MU Y - BB A AR
(6) ff’ﬂ\?/,ﬂ NN f‘%_\g‘ FI“._. lffu_g‘-ﬁ] ‘f,vi\%g\;ﬁiﬁ;’

46



(9) i P2 MM 2 i o kAP M i R LT

=<

AP kRIS F R B EB RS Y <t
AR i ?ww&ﬁ"ﬁﬁ%ﬁ&ﬁ:?ﬁﬁﬂ%ﬁﬁ%ﬁ&ﬁ

Pro A EIRP SRR VR0 P B N REG R L R RE ) T

i’rf&%‘{‘_’\ ""T’ﬁ A o

492 B3Rk 2 ¢ 3K

Foroazrp P RN LR R A (e e 2 AR
DB RIRA R4 2

493 @A L 2 2R

Sl
G e e B RRPIEEA L R > TR TR
R TEG TS B %wkiﬁ“%ﬂ‘““@%%
BER S BLERF BLPFEEpH R IS
Rz kP o

%

&2

a A\

+ 3 %
P = ;@}

52 F =

A~

5

“’»”

T
o
e

(kP X FROTEL - BREAL Y FL
Ij',_’_t‘,\‘_;o

CESEN

(3)%?/'6 tuj’q.)é X p v :\..1—'): j\7 7& }%\ﬂ- v i./\f Ei: ’—{—_‘é"

FAp B GIP oe 2 RAER G  FERE AR R B R ms
Bl R e ¢ oot B AR B

47



(Ayieri 2 2 B WER > FFIS Ry DA METET LR
R P THEGREEAAMITE D FEM Y v EVRRE
VO R R B c] A R

G)smmhFme w2y d SHEAHFHRLE 2~ 2F 2 7
VR G RR lii";ﬁ‘”‘] R A ?‘?\Tf‘l » G ERE

@

@ & % 242 2 (Transport Layer Security, TLS)™ 3¢ 4 % i@

o

(3

494 B @A ¢ 2 KUY

WA Y G RU A A 0 RRE AL E I © SR 2
FRONBERL Y GO E o P P S Rl R ERAFE
P HIp P e g S A REd o * 2 A H R 4G
AR e iz {i&?ﬁb’ﬁai‘i T KRR
o ey P s A2 «a_, Y S 3_7 e
HL2R1F2 > AFEP SR PFFRAUEREIGHER L2 T
g o

495 2 FRY & ILR b RS R

e 4! 7% P =1
# F 4 2&7%L 5
S FPALR O FRLY FTARFLFILEL > AP s
1 B1iFxpm Rt GHFETE

o d o pdEN LB FIp 2

496 %1 EEH o & BRA L R £

T;i?f&‘:g‘ﬂl%? 71‘”?/—‘:1'\9”’1'{%;? &’ﬁall "@i*ﬁf’ﬂ\’?ﬁ—_
P ’Q#iiﬁéﬁ}%&i'}%n‘“ AR A[EERLE D URTZEFEFLT
ke B BEE R PIERAL BT BEAL R L XM

48



HRE BB ORBT R L R G o0 e 2 d g oni

&

Aur
Ri
-l
=
o

j‘%l‘iﬂ'\»’ HEREORATRRY 2 R 2ZGEFTH O KD
P MR EREY AREEAL G B ER U] RendeT

http://publicca.hinet.net

4.9.7 BEAL FP §EWF

j"?"“"“’@ BEL P BEMFI R 2%
B A R 2 F el U 428 36 ] P e LB AL R K Y
ﬁ’*%ﬂﬂ“*ﬁ&ﬁ%%%ﬁﬁ%ﬂ%w’ﬂw%&ﬁ@ﬁ%
PR R EERER L G A gV el o E
W TR EDRERL G W AEN > CHEEF T I AR
kT R AR AL P o B | TR B T

498 BEABLFP FF 2 B AHBET

AEILY s BB B HAR R i L T S ATRE (the
nextUpdate) =i -1 Z# g ok G0 2 F o

499 P IBHEARL KL EHLT H |2

AFIRT CRERE Y R ZBELAFEAE TN R
BHERMAEAHTIRBE >R EGEL AR -

AE Y osd M RFEREAE S TR T B IR E(OCSP
Responder)# i 7 & RFC 6960 2 RFC 5019 152 224 chan |+ i§ 38
83912 T (OCSP) IR it & A H 100 o B § 4+ % £ 41
RSA 2048 W/SHA 256 &% Sfici 52 B # R BHEF AL LA

49



PRA:® & W PR E 2 1R i 0F G 38 F v OCSP w it & eiiie

% RRTA AR A .

4010 | BHEAL BFH2Z R T

W AR R R 496 §2 MR AEEAL TP R
SRR 5 499 &2 M GHEMNE LR TR RERTRF
BE AT ke

%‘}ﬁ@ CA/Browser Forum z_#f.4=> 3 105 # 12 * 31 p it 7 ¥ i@
* SHA-1 3% S of 82 B % %% OCSP v e Lenig @ A § 12
v SHA-L BEBHZBEHRHEDEZ T £4€ @ * SHA-L
B BT B2 % OCSP w 2t &g » 383 105 & 12
8 31 p ¢ zc* SHA 256 jei% 3Bl & 72 % % %% OCSP w 53 4
UG A F LY K 2 % SHA256 G S H 2 ] 5%.%[@5’1’7‘§§_f~

% &4k ¢ " SHA256 325 S Bow B 2 § 3 % 3% OCSP v 53t 4

& o

5 A BB R SSL G2 e 0 M s TR P SSL
B fE 2 S (E% 0 A HI0 0 I35 RFC 4366 2 4% i 5 4 b
B 7 R B3 1 TR F(OCSP Stapling):& 7> 7 35 1 * = 4 T0% 2%

AEBEEP RBH 2 RS/ EPM K TRP 22 3558
B sz 2 TR i VAR B AL AR TURIRZ

=g o

4912 s pifaprz Hu F g K

g 2

AP HB 2R E 491 % 4922 % 493 ez o

50



)}',

4913 e B2 T d

'/(—T';&fé ':LT]/]‘*

B 2 TR e
(2) B f’l‘ F,\_‘, L‘u ,Fl v ’i—)& 278 5

ﬁéﬁ‘ﬂi’]%? o
3‘@"}} £

>

P

Fobs A ,,,,T%U'r@‘-ﬂ/;g‘_f«?%%p?ﬁ%? BHE2FELE

et I EE I S R ERUE
(3) B P T RN

eE M2 W Ao
4.9.14 ke B

2 v

:'zi‘ﬂ‘-

L
TR KT L R g2 Y 3

(1) #trptiz» G2 = o
@ =g

SMARR T ELE
4.9.15 HpFis® g2 25
d * H#& ’i‘ T‘P' ¢ ’“*ﬁgﬁ'ﬂl ’EL‘A‘} Ei-ﬂi P¥-19 » Ay ﬁﬁ'{
[ @,,J_ixfglmt‘m’%?,,t‘m%f Wi H LIGTE o 1L b 2
%‘rﬁﬁx%ﬂ v ’F B ER dx?,,r’ R q%frpé;.;m B o
49.16 ¥pFiat G2 KJLHF 2 B2 EFF
oS e UG ATRE ip o ¥

2y
#f fe B

:r.P. ¢ /u}"@:fg{‘_i'}’/\ 1 'I}_‘ T
51




PRAEFPTARRS FPRUER ) AFEY B L BIFIPR A
G R e JTAR R

oA AR R RS 0 ALY L ATR R R . AR
R ARG R DR EYPRF LT FERIZER
FIHp epERF o

Aok LIERAE R BT v BRI R Y TR
* g PlEREIAR 5 ocen(Valid) -

4917 txfp & * §E2L A2 F

d o SRy e R P SRR Y R R A 0 A Bl
FERFLBIAFRY S AFEY R TRBZREL R o

DEERU TR = ERE LN F RPN PO

05 # A & PRF%

4.10.1 & it |&

S BLENY J YRt S S I SO L ke e o
7 #7# 2L(CRL Distribution Point) » & ¢ 32 @ & ¥ 3% &4 F g @R

i %38 B RIS o

52



4.10.2 PRF#cP¥ *
AEIRP LR T X 24 ) P ¢ BTG E R B IRTE o

4.10.3 ¥ 5 # %
AL

4.11 ¥ it PR3

HORBERBREY SRL R AFRY PRI § SRR
SR R R N AN A
PRF% o

AEILY Rt AR R BESERIN A P L ATA L

B oA R E A vm B E H ORGSR AR 2 SRR o
4124 B & Wi E BT AL

4121 G4k F RV RICR BRI
EE Y 24 B L4447 ¥ 4R F (Escrowed) o
4122 A S ERTAXRRERB

AE TP oo F A L 42 £ 4 (Session Key) 4 % & w 4

(Encapsulation and Recovery)

53



5. Rt ~AFZ2 A B X

5
iz

5.1 R Wixp

511 R AR B

AFRY s RN ETREBREGHP 0 PERFFE
Q]VJ-&J@{}&]“}"’“‘ILFTJ’% R }\ﬁ:"l’p%?"ﬁ\lﬁ'—};\)\b\lﬁ,ﬂ

3 T LA %

'ﬂﬂa}
el
A}

B UP L ASEREE A FLY w2 g

512 F ¥ 33

AERY 2R LB AR A Y SR
AR~ o W RS e .

AFRY PSS REGARTE FLEIF 28N 2 E
BRI A HEF B3R AT BEL N i ¥4
B 5485 4 R dp Ry B(Finger-printed) & 1 3 1]k Sbo dp RyEEE
B Z R B RER o T LB S R E S R R AT
AR TP ERE -

%W%ﬁ&?@ﬂzwl4ﬁﬁﬁ%éﬂ’%%iigﬁﬁ?

sz B UL ASREGAH KR TrE BB

54



FAPBE KA o
ERV J}'% A [ FHRTERS  ZTHRAT E!'.p,\.w/\’}g £ p{f%}?i'%- B

Vs

ERP T AEREY O RRNELHH

\:\«

AP A RIS Y > THEBEN L Td AFRY

AR AR 2 AR R
AP AR A B S s BB F T 2 B iTT e
o ML AREL RS
(DFgeesk & £ F 0§ Fir o
QR Hrm L TR -
B)FEzn ™ 2 % S8 F & F iF 0¥ o

513 R hfrz#

APIY T KSR B R TR FT WA
TRFERE )R AP ET R A AUPS)T E B TR BT
TRpEFrHE o JET 6 PR T BRTEFETH -

AETY G R ERNEA A TR R R 2

BR R S B B RiE ER A -

5.14 -k { B 2 F#

APTY iRl GRS RFE RS NN A (5)
PERFLRDOKW Pk 2] MR kLY E AT s

ks

55



515 % ¢ [

—w@
“1’“
i

AFIEY G EE G op B RN LIEER G AL B L

2
KE T RELBEFMTLAR D T R MIERIA R ﬁf

B ek ‘Eﬂ;*%'f‘-""gﬁ&‘f"m?ﬁﬁ%—’fmf TR - > AbllE

ST T 0 FORAF R L G A 2T o
5.1.7 Bt i

5931 E el A Y e RERT FRR Y PR
WA AL - T REF ~ H# - B BB (MO){r iz )58 e
R eIRE EHER YRR Kf TR G e ER o kA
BT R o

518 ¥ B

Py FEen Bk F LY S 5 EAE30 2 b & 4R ePp

Ap e osgd TR 42 R #2¢ (procedural controls) » 12 2 2 7 U

E f’FZl'\%:If'—_'_a R BLend BV D EE & J (trusted role) - & B iFenA

56



A

7 R e B & 4 aozkw] 2 #@ow(identification and authentication) >
MR A ST E AR/ X 25 EILNIFRER o

5.2.1 f 4f & ¢

ﬂ\?/—ﬂm'u,prlﬁ'—,[ki&@ r}ﬂ&?,_t’.uﬁﬂbmﬁgas‘éfé@
1&@ e R A V%o VLR Ok EAE j‘.‘ 3 71\?/— me o ,‘, Zm % z'}t?:i%io

ﬁ@@3%@&@%&@%&1@%%%@@%%%1;&?%o

AEILY RSB RHPKI AR 4 d 0 SB[ ERE R
FRAAPR RERA AR WE 240 F B IIET A P I8 .
—fﬁiﬁﬁvlf’f?u%%‘ié:})%f{’fy_{ﬁii@;\: ERXG LBAE
(Chief Role) kAg 2% ena (£ > @ 584 & ch1 (FF E %A 4o

L

B E R fraE A md o f st
LI el i A R iﬁ tE B o

WA R A E I o2 b

,
™
53

EER A
W pxde/iz b5 & F IR -
W Ecde ik G F AL PRAR o
R LARE T

Bk S A R -

57



WO E A DR SR ARk F Y o i
(R TR 3 RS
CESER SR

2

SR B ehp W ITARE o

AN

B R EERRITE -

u ﬁ—'ﬁ 7 EE e AT o

WORE 2 bl D2 R A% 28k s

AR L 2RI s P IR g Lok s

522 & ¢ &%

AEEY b A RRE 521 ST RNEFTIF LT AR

oA G LR B AT R

W p2f - gF AR ASAGRHELS 2 B3

@i f -

e
|

1]\2

—\

|
\mjt

Bt 2 A2 e 4f4d 1 iFo

BahmbiEREE T Em 1B e > 3T 7 UHFp

P
4—\:%’};1‘;431:"7‘,94:?0%’}";?&:]6 o

58



5.2.3 % B x4

T A fede T

CRESRE

PR L BTk d chivds >

W & 12 § (Administrator)

"::B 4
—i::rﬁ,'%}i

B %+ B (Auditor)

L‘
r:'

N

Y&

2 e A ﬁ j\J}}f-‘li °

B ‘a:F f (Operator)

REF 2 et foRAEE -

B F W >4¢ A (Controller)

FR% 20

& BiEF2IE P T2 B 04 |k

m

g m&ﬁj\#lio

I3 ERamA R kEE

Bl T R R ATAE

, e ‘ i = gy
497 P BN A AT
= R
:é‘ig 25 ,—\1‘)[:[,, E_E%? 2 1
WYL kA
iAok k2 g% |2 1
—‘ﬁrh%%fu

59




z 5 Y < > S P :‘a @7 e

57597 9 SR E% R iR Ep | P TR
wEh

AEAcE A FIE o2 1 1
2 &4
fade iRk 1538 & B IR 2 1
%
Fade iRk G @ R L IR 2 1
i*
W etk - 2 1 1
Bkl s
K K hp o E 1 1
(S
GBI R R TE 1 1
e X =k iy 1 1
FAERS cBEFL 1 1
KECAVES o- 8 T
it 2 erbonlag 1 1

5.24 Wy 2 s - B4 d

#FNCH BB e FZE - FH R AP R fraEl 84

HAREE P RS LI BT F R

RETLS o el E AR . Y KRR B8

fedle > REBUrEN R~ EFR PR foaER £ o

60



o

53 4 f 41

531L3F R TR -EHR2Z2F %

LARF* 2% 23"

(1) A ez 2=k o
()¢ 3 ’é—ﬁ 2

(B)EiFE L £ 4 2 T -
(4) % B ¥z g3 e

(G)* RHE= 2325 o

2L RSP

AP SR HFEEERL R 1 b TP
IXF%‘;%E’U 3—?:\-‘»’—""’ }ii I/T:‘E‘E" ’:TJDT_:E%;;E

SRR St SENE LI EE LR s

AR 2 BpiE it IR I £ HE
CRAEA LG RRE LR R g T R

61



4 iads F i

AR MR BR et s £ A

LU SNREL S ‘E.’E F%’A%

Brs R R F AR

P

g7
w7

532 L3 & B A%RA

AETLE AN R B2 2 LA

Fh o RGLE A THEN M 2

533 KT PMF &

FHF o RaB @

"E! -15/2-':/\’:\;/ %#‘A%o
CR A T

—“

i d !

)

-
M

llz

1~ AFEY v > RIT
2~ AEILY o
SipE (FARR o

ERRER S S P =

YU Z_

~N

i

A Wi

.wiﬁ%x&ﬁwﬁﬁ
k-
”*?ilﬁv 2 :éﬁﬂ'\'.ﬁﬁﬁi%'i’fiﬁ” i

fr#&ﬁ;l o
I&FE*\? lﬂ" =BNR /,“‘

)yt 7"-
EN

oS R B R TS o

vl 2 £ IR TEARR o

j\?ﬁ__ﬂl\ﬁ “ﬁ}/\
G &R TR o

S
o3

3

B A TR R
RRRRIME ERAFEY 2R

2 Ae sl
A Wit 7 3 g AL -

£ FLL
A2 {5
P e b b R

A

e

1% R

& St
>~ E

BRILE EIEARGEY 2 2R o

g'f‘-"’b&%ﬂ o

ARG enie * 2 3 (FAR A o

¢ NN .L é’i%#& i%%ig?’ °
SRR

& KUK B enp # g
FRE R R R

/,

il

7

G ] AR o

IF,ﬁﬁ.‘aﬁﬁ_{_}:\P °
FERE o

62



i 4 BT VRE R

4~ LIS R E ERAFEYF2ZEA -
S5~ ppiripbaaERE o

FHzr | 1 REIUPERUER
7R 2~ LSRR ERARFEF LR o

534 L K7 VRE Kz 4 F

AT R - M AR BREAFILY w2 Hp
ERE TS il R R S 3 4 AR A R
EE R FT IR R 5L DR ek U AT (TAR R

2 HF (T o

5301 *RFEAFF 2 R

2 - BER GEXP2ZE P Ed BPRUEO2ELT ﬁf?f‘—l
AT T N T

3 FEE - EBFAEAAPAELTAE xR AN T RIETR
1 ik ?u*ﬁﬁﬂ;ﬁijLﬁé’ﬂﬁﬁgﬂﬁ‘E%

R
SE i S
5.3.6 A48 78 2 FI3

AP e b AR el £ B RICR S A TEAY
ALY H 2 RS RARER g DE RE H AolT E

GAFL K BHPEEAERE AT E

=

_%Y'

<M

63



53T7TE-RE X B2 T

AP PR f 2L RERY B3 AR

538 R/ BB 22 it FH

AR R EREI R MTRAE AP h AT

e

L pz ARTF ;%j?.,&"—i H35 (7 mp % 2 fi"{:’j\?ﬂﬂ NP

5.4 % > fEFEALR

g AE IR g pAPREPE 2 BRE > 5 & S(audit log) ©
FrpEP RSB AS 1 TR s KEEEH WP R o o7
FEAEPEETRET > IV EEPERE VR ERLL 2
e e 5‘&% g 9.5.2. 47t 2. Eﬁ‘fi}% R R S VT oo

541 #isé¥ AN

1) £4%2%
L= * chgsgna @) o

@ % £ Ioid
IR S E £ FUBCASE R

B T3 ZEF SV HROL T Hiks AAFY G2

Yy B

(3) B2y

64



AL LR Y A

(4) m1i&HE

WG AL Y A

6)%%1§g

.'4\'_')‘ f’i’-g’ff’lélﬁﬂo

[ f%’*‘éﬁri’éﬁii\‘i&

(6) )&Fﬁ—ﬁ"} J Z_ ’Fﬂ

L IR AR RS

(7) )& FE'—)%‘ ik 7 Fp ’I‘é'\"l

LR i AN

g2 gL

W 5 R 11' 4

(8) TR T2 Hrz

9 2%

5.4.2 & Shh AR IF &

AEILY s R AR B
HHALTF e 4078 B 0 s R

A2 R U2 ek o

F

2T &

o

o ¥pALH (T #

ABF o P

65



j\?/‘ LN 2 ]B; *ﬁ%ﬁ—‘%j}ﬁ‘ "" ’k °

5.4.3 fE4% & &b 7 9 2

P FHRRSEERTA B > 255448 5 54542 £ 546
§oOThy s TG e T o

FRPTROETH DG S B ABETH e b4
e RN I %fc’

5.4.4 #8% & Boph 2 ik

E]'H‘_I"f\_"‘:‘ E’ﬁ;——%j\éﬁﬁifi p:u'z’k‘j}71 \‘lg—]}’l}ﬁ;ﬁp"/ﬁ"‘
S RRRET RS R EL S RBFITAR -

5.4.5 245 & S § M ALR
TINEP LD CE T 1% o

(1) ~F3md wsph a3 @ p hiFh -
() AEILP BT PR R FROTE 2GS

5.4.6 % 245 4 %

2 ApHenE 2 IBRE > & - (audit log) -
T REPESHRp B AL 1T RER  FGERH R P A -
FERHEP RS > 2T AP

R AR

5A7ﬁﬂ£iﬁﬁiﬁ%
FE A ARk Mg o AP A RT3 F R A drslde
Al R I

66



5.4.8 33 B3

pl04#E 104 AEIRY w2 JEEL P ou s B EIEHEE

PR f SR SR B D0 L 0 SR R AP M SR SRR o

f 1034 7 7 420 4§ 320 w8 e AICPA/CPA WebTrust ™™ for

Certification Authorities Trust Services Principles and Criteria for
Certification Authorities — SSL Baseline with Network Security —
Version 2.0 2 CA/Browser Forum NETWORK AND CERTIFICATE

SYSTEM SECURITY REQUIREMENTS Version 1.0 .z _2_ = 3\ &2 47
FEFREHEEG L0 LA FERFBEMEL S L% o A

T ¢St AR & A Ak (Infrastructure) £ 4 { AT L o

SRR 2 K dk o o 4

(1) AF2P wh L EpHAR T 55 FHE2 L #
(2)2&;3@«3_ £ R R EH L2 E R HLE Ao
Lff»‘iﬁ’—xﬁz;} ff_lgﬁj,}‘g\:ﬁsﬁ s BPEEITL AT G 2
TR SEXHERT R I LR FE Y GFE A A
AENAPMER v 2 .

67



5.5.1 £ &% 42 377
AE Y S sl T

(1) ~ g 327 sqkd o B SRR «h(Accreditation) 7L
(2) )& ”_%‘_‘? Z}IF;F.Z{J,_;_?-
(3) £ & ch¥x §

(4) s P9k # Wik 7
(5) & Sis fm fi 2k wenig se g  ATeRp R
(6) B#EY FehF 4L
(7) A ik ¥ senFoR

(8) 4 3.2 & #iir {ﬁﬂ**bbﬁuﬂﬁf

(9) #1% ¢ B A2 g
ﬂ@*%ﬂdwﬁﬁiﬁﬁ&&
(11) #75 4k § 3 & 2 2 UG H Ak F P

(12) #75 chf&ts e &
(13) * k@2 TREFHM 5 P8 T TSR 4250
1) o7 H T & feenv 2

5.5.2 fFHh2 T 12

AP SRR RG AT OPE S 10 & % RRIE
Tt AR . AR 10 £ o
5.5.3 [FHh 2 ik

(1) Efie * 2 AL LIFATH ~ B s PR AR O A o
2 G+ FRS CEPREET LRFHTHEBIY - B

REG R o

68



(3) B Ab AT AL T R 2 g T o

5.5.4 @& HA2A

AEIA 2 T R R SRR A RS AL X g
3 TR G 0 kB AR R LY B A R R

S g 4 -

55 mRes2 & F

I e L e AR g R T AT S 5
gk PHEFERTAOREREET ER o FHZ TN EE(]H
BHESBHEEL P EEPEER)E - B PFRTA g

E“ FIsF 5 B/Pr

F&E&Pﬁ’é% ’ i#‘%'}l’ '4 ‘z-‘ 4@ %& 19 m*ﬂ_ﬁlfﬁﬁ& v m ¥ e

g
&l
&

Ay

[aad
#
G

g iR R R T R RS P AR T AL

5.5.7 3~ 2 R FH TR L AR

=

‘f
\3;
:

BRI EBFA TR > ApE A f e R

ERRER I i T3

EREFMT AR PR EFRESRA 0 B0 v B

R R EEF X2 pHpEnE % o
| ﬂ R

69



5.6 £4H L #

AEIRP L2 PR EMGERBY 632 SR T L Ho L H L%
Hie o UATEMEH P E

T EELE S ¥ AT

'#F‘f"l’ikl;]ﬁ‘ #;E] ?E'Ti\‘.o

.

BET P2 PR EGCERRY 632 &3 HEEY P F B4
i Bz oo

5.7 4 ALfzss LRI RALFH

571 R%&EFHE i Bz k(2 RE

AP TR RAT A AR ASLA - e S
RN TR

5726g§§~w@ﬁ%ﬂé~-%§%\ﬁgé
TR ARG RAER

AERY TR RF R M TREERZ R RS
PR R TR

-&rj\%ﬂﬂiuﬁ’l m&%ﬁﬁii& & E E’xt‘afgj\%‘ga,uﬁj
BFEMTABT PIELrRAFEY CREFRLFE £
i

&% }13’3‘? P gy 4 o

70



5737 ERRA*BEFEY wE X ssglafrz
B RAR

Yed FIRA SRR EKEASE O FEUT R AR
(1) 223 REFE > WAt 22 13 2 if 1B
(2) Brak A FILY S ER EMRIGHETEF " 2 BHE -
(3) % 5.6 F2 42/ A 4 AT &MY > BIThEE L
%",;:51‘}}3_ IR A ;P)& }ﬁ.i/"ri\. °

AERY cEEDCRE LR AEEY o E R AL

ek B w2 B F AMEEAMA L D2 REB R
BHEEY 0 X REY 56 §2 LA AL FTNEGYH > MATDE R

SENREHE B A2 BHEEE T

IREANE R O

71



58¢ #%
PR A%

j&?;ﬂ"\:‘ NN

BOPRABRRE S RRART I ERFEAMRATEFE

FPS LR PIEA © SRR CHCHBRSLBE AR

\:‘ 1@{%%? _l‘,l—r

1) =

¥

?ﬂﬂ W RNIE M PRAF 30 p o oo i Ara ?ﬁﬁﬁé G

‘v—% > 2| 4 .
/grfvfi),,'i?’if S

PV PR R AT

HEL R0 E L A2 G REB
Bt E Ak TS IRAZ d B B RH %ﬁ&%~

ER2FF o4 REREE A E s 2 5%

—

2o e @Ay o A gt e

F®

T
Y
=i
‘;Hl;
)\\it
o3
(w
“v
&

SR o F LR E 2

ER R A E Y w2 E5 0 RMAFL
BRSE R BRI -
FEAGBHIRECEEBERE PRELE

ﬁ%ﬁ&ﬁﬁviﬁﬂﬂuﬁﬂﬁﬁ%ﬁGOBﬁ’

SRR AL R F P Rl L BRBR  Fi

72



s
rE-

73



6. % 247
AR fpatd A FILP AT T enPeE 2 o
6.1 4spitA AT %

6.1.1 & 2 2%

AFEY 2 HF 2R Y 621 AT L 2RAKEEY
BEEHF R SR SHTCHES% -

AP S REY 621 &R VAMBAE LN AU LMY
# i B NIST FIPS 140-2 2Rt 2 i 5 2 &2ind > % k2 =
BN ERER Y 6228 % 6.26 R T IEE o

AEIP 2 hsGAEY MR RETRF

6.11.1% = A4k2 A4
dp e S FHAMRHAT S 7 AN MY

6.1.2 -4 % £ sk BiE BIBEY ¥

SRR ¥ TS SR Y 4 L N LT A
BEEP TR PR R ARG ICH)A 2o

6.13#% »2 2R S4B ELBEPBRE

SUCE NSRS S Y R RS SR
B2 N EMEBETREY o

det 0 E AW AP RIS E 0 PKCSH 10 B3 Y 3

74



e NN S LIEp Y ozap P B Y 321 SR T
T GFER AP HBOF R AR N 2FERY S h0R 4
GBEITREY S o

AT 2 EE SR B ﬁ%l & % 2> > 2 (Transport Layer
Security, TLS)sV H @ 4pfe &% { B Bezn Tl 4o G ix > 30 o

6.14 #-BHEBHL SR EHBELTHBRY

%?ﬂﬂ'“*\j/7 \%)&)ﬁ‘d “lia_,l")&pﬁ_,u?wﬁ'“ ,;? ’

»
2}
F_*.

ﬂ-\?/'ﬂ ‘“E"’h%ﬁr’?}ii ’ rﬁ?gq* =z f’éﬁ'ﬁf&pﬁ’%éi&lw’»—r i\‘

"‘:; g"ﬁ l&‘\'—é—%—’% l% g j\? \i1 NN ﬂ\_ﬁ/7 \éﬁl)&g}ﬁ_ﬁfl :(A‘ 3E fj&pﬁ

™
A
7k

T
L
o

;ﬁm?lmﬂ,u)&}ﬁ—'ﬁ Z“F-’-F-Bg—g%{’d* ’glﬁﬁ"%ﬂ

'F_B

u
PET }3"";,"5“7"'»7 SE AP BEE REEHERY T
73.&?%_ &?deluij“ﬂ\?ﬁﬂcu ﬂkj/7 \%)& 3—- ’—"}‘Eif;&'w‘/‘}
A PV L TR

6.1.5 £45% B

AEILE it £4RE B 20481 A chRSA 4 4k % SHA-L
SHA-25632% Sl 5 72 B 183 -

PR R102#127 31p (5) 2% % & 3 S 2@ * 1024 == h
RSAZ 4z & 2 R4 N8 © fA5F S 45 -

FIAMI119£12% 31p (§)2 % » * =& fE & * RSA 2048 == &
X 2R Ry DH B g 4G

A E119# 127 31p 12t % 2 ié ¥ RSA 3072 =~ &4k % >

5 F 4R § P 8 fARE £ 4

75



F & * yrFl v 3 %48 % & 2 (Elliptic Curve Cryptography, ECC) %

FlgvE -t 3 &NIST P-256 ~ P-384:P-521 4 &£ & -
6.16 24 S 82 A A 5T RS

RSA i & 2 24k 5% 5 Z «H(Null) -
AEILE S R £ 4R NIST FIPS 186-42 4.4 & 2 RSA

W E Y TR > X% F S % B #ic(Strong Prime) o

oS AV ONICHF N IRAH s AR R e A 2 RSAFE 2P
SR SWEN s SRS R

# 134 NIST SP 800-89 % 5.3.3% » & ¢ 3 ¥ & Fril 2 dfdp
(public exponent)ifiE & < *t &% % 20 3ehd e 0 b0 A How T
216+1$r2256-1 B oo pb ﬁ;—‘iﬁ g{)@__ % e~ L;ﬁg;;ﬁﬂ;}% He=x > ¥ ;;75 /)
752N F Hi e B o

F O PRES RGBT E 2 B E 28 AR B ENIST
SP 800-56A Revision 2% 5.6.2.3.24" ¥ % 5.6.2.3.34 /x33*73 ¢ * ECC
Full Public Key Validation Routine22 ECC Partial Public Key Validation

Routines & 4 2. »cdp o
6.1.7 42 8 * B eh

%fg;ﬂ?:‘.ugig_ f%!ﬁ%?f«“;ﬁ,)@ﬁc;)@i}%L T oo A
PO kb MapEEd Y FTRBRAFRY cEH 27 G
FEMGT RO R TR hi kT 4= 5 keyCertSign %

cRLSign -

76



PR 2 el ICH AL ICH 2+ 8 i 1 USB Token
o RS TR 2 AR P2 R
* oS gk 2 fizen 2E ICH A2 USBToken B » % = g e 5 &

A Aot L S ARE -

i

PIRERT HHEBEL £ AT LR A AR o LR

PR SR 2 AR ALY & o
6.2 # % & 4 3

6.2.1 B H B E 28

Ap e s %l FFIPS 140-2 Level 3338 2 A1 18 %78 ficke o
PO EMEE R TE S B EI1SOT8L6ICH s H W Ll o

6.2 £dgA 2 5 A

$AEILY SRR PO 2% 240E > ¥ meout-ofn
BUAFS SRR FIY SR R R 2 T -

PR R AL S AR T R
623+ % &4+

N R S I IE RN ELETE N L

77



6.2.4 % £ 4%

PR E6228 NAMGAFEL S AFE S ER P AERY wF R
&4 &1 % i iBFIPS 140-2 Level 207 F 2 Sz cnlCH s fo @ & 3%

gk T A -
6.2.5 % £ KA

AERS S ERT PR AGT ARG g B R

# P 5.5 4L 17 4p $ 2 dy DA -
6.26 % £4R/FT RAB LT B

AEILY BT R RS T £ R
(D&skA S L3 T wp o

(2 4 4kF P FIE v o At FR A 2% ¥ > (m-out-of-n
control)ih= A kA A F P SRR AT R O Sd TR EKR
HEFICH v R > T TR R EGH > DE W BB
e d o

)L # BABH P > 2% £ 4R~ 7 S B4 B 73S R ol ~ 18
2P R WEEGP B E B RAIEL N PR EGH S R

ﬁﬁﬁ»@ﬁé@iﬁ%%%%%ﬁiﬁﬁo

6.2.7 # B & ¥ BB

P 6.11 &2 6214 2 o

78



6.2.8 # B & dy2 gcbe > 3

AEILY w2 kg2 Fabe B § AR EICH B kirdl o 7 R
e pICHed PR RHEE T RE o

LI 28 97928 I SR T I 3

6.2.9 % s 42 B 3 N

et o

AEILY AR S R R
6.2.10 # % & 42 &

FELEOAERY SRR EGRE Y T EBEEL B
APPSR AR I PEE PR LR o B T

LEBRAF RS  HATA P

i
=3
T

e N Y IE

.,3‘1}

B CBE AL EFEREEERERS TP S (LRATE)
M P G AW RBE e EA PR o f R EERTE B AL
(Zeroization) > i FE FH BT HAEY FhApREY R4
%o

/T‘ SR R R e gmd\?,,a,ufzgﬁ%hw LB
4

EHEHEERPIEFICEHS € A F Y ST AT P

79



EITE MM
ok 1B 2455 T e e SRR A 7 B4R R > R AV

114k B~ {8 P (accessible) > B GE 7 iz B % DY TG 48

‘-6}

EX1E

Ny

S RS AT A AR Y ) PR AH K o AR
Y AR FE R T IRBEETR B LK EILI L et
Ao FERRAE PG hEKTRE B 3k

4ok 1B £ 455 7T BB R SR X N3 B BPRIE > B
FAREBE MCEY NG RG] PR AR SRR L
Eo M“,f (erased) °

W ’-"L‘f“%fﬁiﬁﬁﬁi—% ;\. s A y"'iﬁ_‘q:\o

6.3 £4¥EE2 H & EL

PR AL AhE AFILY o fF R S np R4

%o

6.3.1 2 & 42 IFHh

AEILY CHRRTY SR EL A D EREOSERINGF
B B2 & 24P 0 AR T RREY 2 0B SRR -

Ny

80



632 2B EKE PR asg e P

63212 FR? R EHKEI R EHL TP

AEIDP L2 NMgE gAML R S RSA 20481 0 % £ 4k
B EIEER Y L 4205 > 'Jf"?*!?éﬁlpkv BB 2 B
B3 5 2108 5w FEIEEA P~ IBES R A TR
PRRESBESMBER A B LA ULEY ALY R
TERZT PR M BEPALAHPR R Y BRIREBEE L
PSRRI Gk A F Y w2 R AR LT S
20F o3I PR AR NARIEER Y P UL 58 o M IGER
AR TR YL PIRE2 # % &40 S KEBHER Y H L - X
Lo BRI EAFATHMY BHMAE B URDY BPIRBE?
(BBATOF R EGBECFFOR BFLAZTIRBY LS

FuBEELHEEY) -

6.322 % ¥ Mg P2 # T N

APV S 22 DN UG L MR R S RSA 20481 %
bz BT 5 510& 0 DB HE2Z G WL 5 5 10E -

ix y% CA/Browser Forum Baseline Requirements for the Issuance
and Management of Publicly-Trusted Certificates % 6.3.2&2_ 4. %_>» SSL
G T B H (FATIE39B N o

6.3.2.3 SHA-1 3% Sy B i2 § 2 2

kP REF RS 2 % >3 2 CA/Browser Forum % Baseline
Requirements for the Issuance and Management of Publicly-Trusted
Certificatesz. .2 > 105# 1" 1p A2 B H 7 i £ # * SHA-132 % &

81



Bogb iz ggEmitat »BEA T HEEPHEEHE - £ 11106E 1
1P BEAE T & F SHA LR S liow B 2 R R REEER
A AL A T RIA(OCSP)w B & e (7 v # % SHA-132% &
w52 R FOCSP RIRE 2 B#) - BEWBHET e Ay
% ez SHA-IIR B E W HERS L 3 @B - SHA-2SSLE# + &
# SHA-LT BE B EHENE R+ S 4455 - p 104217 16
PAz GEPHEA K2R ¥ SHA- LR Sl & 2 B3 BT p A
#1064 17 1p 2 SSL# Code Signingi& # » F13 & * Stk 4 0 &
W B F S ol & 45 SHA LIRS Sl B2 2 5 2 2 (R i
Hfer # R R SHA-LGHE S F & KR G -

AEILS S RPAPM A Gl A WA F IR o 5202 £ 4R
e M E I ¥ HRSA 2048 WISHA 2562 G 3 ~ 44T 5 ergE

ﬁ;

% vl A2 E106& 17 1p ASSLIE % 24 wSHA- LB H F 8 Fc R 2 2
* k82 SHA 256322 S ficiw B 2 20 2 342 B 15 0 # 3% 7 RSA 2048
W/SHA 256 SSLiG 2 - F&if-* =i % R * 412 2 5 ARSA
2048 W/SHA-1SSLig % » B 4pafn| B 2 AP M Fe B 2 230 A § 3L

Fds FAL A 2 B~ R o I A T m-out-of-nip
? IC + %&°¢ » FB|C+ ¢ chpad foqugﬁe, ,ﬂi.gl »|CH eip A |G

("2 A% PINAS)

82



6.4.2 frb T 2 FHE

fede Tk d m-out-of-nip g ICH e i3k IC+ cHPINGG d g A R
piTsedl 2 WiegtE Ryt > ICH B 2 pd 3Tenikg A | €47
K EATHPING -

FE O DR T EATESA 0 T A ICH o

6.43 1 # b T2 & B

AL e R 4 e TR A -
‘“ﬁiﬁi—*g*ﬁ-%%@.

6.5.1 F T T ¥ 2HWFE R

AFI o AR Bk S T
B W R R ST AT % 2

(1) 2% &d &8 ngnadg o

=
St
<
C
o
i
T
)
Sz
<
C
P

(2) #& = p 7 %_& (discretionary) 7 B~ 41 ©
@) i 2fEpia 4 o
(4) %2 BB HILFFFPKIZ R & & 35 Brd a4 o

6.5.2 § % 2R

AEIm Y wf PR EH * i Common Criteria EAL 3 3%

T T ITE ko

83



6.6 2 & ¥ Hp $eawir B

6.6.1 4 P F I FH

AEILY b kS g CMMI e s 3 5 i o
Ao P w2 A xR ERALT G ER
iAap e SR
GRBEFRBEPERE C P RBERTF TR -
ARFFE T REL e % FEEFL2BFFRETAFR

3
i ER AR P4 A RS e PN

%$ﬁ§$$§ﬁﬂ@°
662% 2 FIRIFEH

AP IR i B % AP dmin i BRFREL A

FUR A T AALIG T o
AP TR EEE 2RO XL RE RN D

ARAEE ~pRAZN 2N

AEILY e ol A SenE 2 BRI S RS
o P g B R SE2F T ek A A R B o

AERY S AR RIS b RASIE X 2 E R £

ISO/IEC 27001 ~ ISO/IEC 27002 ~ ISO/IEC 27005 ~ ISO/IEC 31000 %
AICPA/CPA Trust Service Principles and Criteria for Certification

Authorities 2 CA/Browser Forum Baseline Requirements for the

84



Issuance and Management of Publicly-Trusted Certificates £
CA/Browser Forum Network and CertificateSystem

SecurityRequirements 2_ = j 34 ¢ 2 _e

6.63 2 FFH X 2FF

EEICIRGERIRG 44T T AR LG
6.7 B % 2 FH %

AEIEY 2 3o R RS ED VB ot R A
BN N2 40 RGE R (L E F % DMZ)- i 5 1) e E e i (Internet)
k2 MEA 0 RET Y B BERBEALF AR
iE o

AEIEY o TR R R EEREA L TP kg R RE
BRI N ECR U= Ry

AP w2 G R KRBT AT R R
»E Rk B Lk A B g B d B (Filtering Router) & 4e 2 iF3E o
RNV LR RIEE A R E S sd

P AP ILY w2 R R 0 BRARRT
* 3 4-SSL VPN s 4ie {7 K AL ip] & kgt tk - SSLVPN2Z i€ ¥ -
WP B EEoT R A Y o Tl Y $6.6.28 2 > SSL VPN &

Bro g hd pEPR T

85



6.8 P+ g

hEIEP G RS E ReR RAE 7R SR e ks
PR chl FEld 0 XRE R0 T PR 2 o

D »GHF#EFFRE o

(2)* =GR PR o

)& @Ak F P 2 FHFPFT

(4) s SR E2 g4 g o

i BB EEA ke

—~

—_
N
<
C

TP 0k e pEds (F

7T R

86



. BEBERLFT ZREEE
B T PRIF2 KN 205

TLEEES S

AR AT R AIGE § B IR ITU-T X.509 - CA/Browser
Forum Baseline Requirements for the Issuance and Management of
Publicly-Trusted Certificates 2 IETF PKIX Working Group =7 RFC

5280 & # B FTHEAR B AL o
711 A BE

AFTY G EH X500V3 MRk g -

(12 8B FHH =

AEIRY S B EZ BER L ff_iz% g ITU-T X.509 ~
CA/Browser Forum Baseline Requirements for the Issuance and

Management of Publicly-Trusted Certificates 2 PKIX Working Group
7 RFC 5280 & H & RTox 2 2o

713 %8 2By 5E

AEILY o R AIGET R R TR Y GURE A ng

sha-1WithRSAEncry {iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1)
ption pkcs-1(1) 5}

(OID : 1.2.840.113549.1.1.5) :

87




sha256WIithRSAE {iso(1) member-body(2) us(840) rsadsi(113549)
ncryption pkes(1) pkes-1(1) 11}

(OID : 1.2.840.113549.1.1.11)

sha384W {iso(1) member-body(2) us(840)
ithRSAENcryp | rsadsi(113549) pkcs(1) pkes-1(1) 12}
tion

(OID : 1.2.840.113549.1.1.12)

sha512W {iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-1(1)
ithRSAEncryp | 13}
tion

(OID : 1.2.840.113549.1.1.13)

AEILY s BRI RR A WA M AR > TR ST

EE e AP N

RsaEncryption {iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1)
pkes-1(1) 1}

(OID:1.2.840.113549.1.1.1)
714 & £33

B HAME RH A B E o v R X500 drE- gn
WAL 2 ARl 2 R ITU-T X509 ~ CA/Browser

Forum Baseline Requirementsfor the Issuance and Management of
Publicly-Trusted Certificates 2 IETF PKIX Working Group 7 RFC

5280 & B 3745 40 B LR o

7.1.5 & &4

PEF e LR

88




7.1.6 BEFARKS BB

AETEY R EPB AR R AR AR

B e K A

AEILY R e HR%ET SSLEEE BEITRF 6B T
iz * CA/Browser Forum subject-identity-validated OID
(2.23.140.1.2.2) -

A ILY s R e ] SSLIG A B R HRng T

iz * CA/Browser Forum domain-validated OID(2.23.140.1.2.1) -

AETY s F B A % SSLIBEH BRI g

iz * CA/Browser Forum Individual-validated OID(2.23.140.1.2.3) -
IANE T L ER R

AP S EFERET FAELUFF o
718 Fcd A g iE 2 ],

AEIRP s B DIRE A 7 ok *L 2~ (Policy qualifiers)
71O MEERBER XM L =2 TR a2

j\?/,ﬁluﬁiﬁm)& S“L]‘,Z,_Ll)& J{ﬁ\%/uﬁ%@l ZF#FU?Fﬁgﬁ_

£
P ou o

89



(28R FP 2H3E

121% R85

AF Y s 4 ITU-T X500 V2 3 4 26 %A ok - (CRL) -

T22 G AL FP 2 BEAL FP FP R

AgId o BB A L G (CRL)NEE A G iy =
(crlExtensions) % & & fg ok 5 &% B 3~ 4§ (crlEntryExtensions) ¢
ﬁ Pt ITU-T X.509 ~ CA/Browser Forum Baseline Requirements for the
Issuance and Management of Publicly-Trusted Certificates 2 IETF

PKIX Working Group 7 RFC 5280 % H & 375~ 4p i 2_ 2 2_-
73R BHEM L A RIFL RS
2%

g TP sk 7 & IETF PKIX Working Group 7 RFC 6960 %
RFC 5019 15 3 4.4 2 &+ 1§ %4k i 43 5 2 (OCSP)IRis ¥ 4G %
¢IG 7 ¥ 75 B F L (Authority Info Access, AIA)HE 2 4f ¢ ¢ 7 &
¥ 32 ¢ & OCSP R34 4t o

131 *F5

AEIRP LR IRE K AL A3 (OCSP)IRFE7OCSP 434t &

g F TR

o AR

90



o ¥ 2395w ey~ (identifier)
FhualwEas e 7 i RBEREE CBEEF FCA) LA
(Issuer Name) ~ & 3 & # + (CA) = B & 4f(Issuer Key) % {* LARE
2 B8R F L e

A I AR 439 (OCSP) RS chw 3t é ¢ § 1
T A

1 i e
WA B BL(\Version) v.l (0x0)
OCSP w i 7 PR B OCSP w Jis PR F i 48 & f-
ID(Responder ID) (Subject DN)
A % P (Produced Time) | v s4té § S/
FaIERERN SEIRBREE CREET
(identifier) (CA) % #i-(Issuer Name) ~ /& 3% & 3

* 2B £4g(Issuer Key) 2 #4308

w2 BER

1& 7 i 75 (Certificate &7 A ¥ A5 (00 2o/l 0k /2

Status) A 4r)

» ) L it ERIIY RE 0 &

(ThisUpdate/NextUpdate) 7 4 »xpFE R (ThisUpdate) 2 =+ = {
#7pF B (NextUpdate)

% 3 % & % (Signature wEite hERIFEE 0V 5

Algorithm) sha256WithRSAENcryption &
shalWithRSAENcryption

% % (Signature) OCSP w Jig P IR B er1 g &

& 7% (Certificates) OCSP w i ' PR B chig 35

732 PBHEME AN TIRIFHF L F -

AP R PIGEMA L A TURIFT OCSP v it e

91



FF T HARE

o OCSP IR B4 438 %] = (Authority Key Identifier)

$t ek OCSP A:4te 7 7 “Etd#kc(nonce)ty = pF » OCSP v j&

e L BFe FARR IS E o

92



8L i3
8.1 424

AP CERLE LS nv“%ﬂf(“ﬁ#ﬂﬁn P AL 12
Br ) &3 e /Y RRR A F IR Y S i TR ﬁﬁ*&
HICRZE AMTEARAENTT DL 2R TERE o Y DRE L
Trust Service Principles and Criteria for Certification Authorities %

WebTrust Principles and Criteria for Certification Authorities — SSL
Baseline with Network Security - # ¢ 54 1 & £ &% SSL &% & %

2P -

8.2%#’34 RELz ?‘f{s

AXPHL PRI AG I S P LW E A
eI g WebTrust for CA -3 ¢ ZH v ¢ 1R
34 7 Trust Service Principles and Criteria for Certification Authorities
% ~ WebTrust Principles and Criteria for Certification Authorities —
SSL Baseline with Network Security %% 2_ #&4% % JF]‘ JE RS &)
EFIIRAE > AP A R RS B iR Tk Sufbin B (Certified
Information System Audit » CISA)&* & fp & 38 > ¥ B i 25t 4 4
% 12 F 2 5 % i WebTrust for CA BREAPS 2838424
BEWHFT L 2P AP G% > A g NP R

AR iR (T AR

93



oo

8.4 #&51% & [l

o § Fl4o™ #rit

OES-EARTEEE VRS S NARE 2L & LA
AR~ 4 d BFL XYL E AWM BAR R
BRI

QFzsnird @« LT BRACELE 2 fp B ARAE T

@A TERAETHZ2 P FEFEHBZEHITKPE > 2 H

AEEY w2 FaAiEEN AT LY o

FIETRAREREE A1 E 22 8% Y R AL F P

s TSR 2E L2 AR e E R e RN EE

'3

FREERET P LRGN E > DHRPFRFLEL -

St

A

LT EREEE BRI LGENY A A F Py ¢
%i%-i F 1l %Kﬁ’ﬁ Uﬁ"—r';‘: i fr”@ F.ELLF{ ﬁ\ 2 G Pﬁ? iriE

FHET BLENG 2 T3 TR FHFI L o

LREEN P W A DN IR ¢ AT 0 AF IR R

Y

A

L

7 IS B (Site Survey) rFE AR B % 3w 4 ) o

FPEpEr P e e £ 2 AR R T E A AR

94



L AP TR R E A & AR
IR R A P ERTHY DR B Y LT BRE
FICRZ2 ATFRE AR @ &4 F 5 (compliance audit) # 4 > 01 'E i
PFAREREFRRANBEFT R TERRE L G o A7 F B

HEHB e 73N NUTRAPAOEPFEDE > URmFAFRY O

(DFF# s k27 PR L Frzd ¢ o B TRY &

@ttt » RELHARFRT > A2 PG FERFA

(B)d —>’\’T-}1' =NR rrJf %‘M]%}B&f‘gﬁf&gv-?xg%é%é__%]_g«j\

7

RAZR 2 T 2P Bz FPz 89 AP FREFPM2Z A1

Ah
Ao PG féﬁ%—;ﬁbﬂ}*’%ﬁmﬁ At )ﬁj‘f}v‘.‘:’%ﬁ“’f ‘F!T = o i?fi'“
2 BRpER P SRR EAD TR EEP DA AR £

g3 o d fEP R kg CA/Browser Forum Baseline
Requirements for the Issuance and Management of Publicly-Trusted

Certificates 2 WebTrust™ ™ for Certification Authorities — SSL

Baseline with Network Security » I > # X 44} & 4 SSL & & i p

95



o f LRGSR L PR R 3% &

I 15%EGHFESSLGHEE FHE -

SSHEHWHPEREFZFIED

WP A R F T ABRALY RN Y w2 2 S E A

ERNTEABR TPF > JHEUT (TH
(Dsesr7 @ & )
(2Q#-7 f & AT ek FILY w o
Q> BERT2Z AP > A FILA #2230 p Pt

iafg'iﬁi;t‘*{f?ai,;l 19 g‘;fibs}%‘ Mé‘gj o*ﬁfﬁggi_;n\:l,ui

=18

ik A B oI Pt oo

8.6 I BE AR FWE S 2

T ER AT 5 93 BRI R AP

D AR K TR 2 S BP0 s % 1 WebTrust

® for  Certification Authorities %2 WebTrust® for Certification
Authorities - SSL Baseline Requirements % 2. & 3% & 33t A ¢ 12
P R O BRERFEVRETIOERLIEEEEN S - KT 1
SRR EFREP L N AP RR SR 3B P 2T

R o 2 F|cut D ot 1 AP E j\?,_:‘ N s .t

CIESF EENCE

96



O s ¥3fciz X3
0.1 % *

011 BHEEF LRI F?

AP s L WEBEY GE BE R ES R R
AR R E AT GIEE Y TR P AR 2 iE A H?jﬁ’_%}%@‘%ilpﬁz’

912 8@EH T
BHELAFFERAMERZ GELY 7 DML EK
TERGSIEEREAS -

0.13B#EB LS K LR

v A B RA L TR B R T M B39E R (OCSP
PR R EEC M ERT OSSR TR P T I RBL DS

9.1.4 13 % .7

AEILY ST B2 BB EF A BT T AF RS w2

FARY CEFRERT 0 HAFRY CHMBEI LEATE R

BoEYCARLEATEREREY > FFRY o RTRY S R
Boop AR B A9 2 A B Y3

97



-
o
1=
™
4

-
+
Lt
&H
ok
"
w2
~=h
P
2
=4
wz
(i}
pijud
st
AL
Dy
a0
o
‘-—' N
50
T
Lt

Pt
N
=4
SN
s
)\4_
prs
W
o
o
S
7=
~=i
o
5
@
[
S
&y
Qe
(\s
X
&y
>

IHIOBHEFEERLTEIBI AL T L FHMY
SEVEAPIER FLEUEL TRAKRLERMBFL o F
NHEEPERFLIE 2325 3FERT 45 P 0 ML F Y 4F
g)*ﬁﬁf%ﬁﬁiﬁﬁig PAFRAR 2 o 20 0 10 p o> 2 2
AR DY EFT o j\?/,:‘,u Fiep APEiFLF = A l%u [ER7. N
SPERMBEFELLE A PMBREY AR T AL RR L G

#+ & CA/ Browser Forum Guidelines for the Issuance and Management

of Extended Validation Certificates & £ 7% €3 1.0 en& f o

023 ¥ BMW2 FELFHAF =

BTS2 EHEEY )L FRAFAT I LT

98



03 ¥BFTALIBF

0.3.1 %2 T

(1) % EAp b ehf % &4k % i 5 75 (passphrase) «
(2) &4~ #FehiF-F FAL o

(4)A 4 &8 2 7 AP R B2 k4 o
G) 517+ R v fhtide? A2 2 fhi kb2 72

6)5] 5 L ey FApR ~ 2 o

S S ERNEE-SUERNER B TELE R SRR S rR e

N ) e PN

(B TR & O BRNT I FHUG T FARE P R
T

QAFILS it m R AT 2 FHEBE - B BES AP R
FUABRALFL FAREBBTN -

033 FEBRFTRLF =

AEImY s ikRTF K F 2~ Trust Service Principles and
Criteria for Certification Authorities ##& -~ CA/Browser Forum

Baseline Requirements for the Issuance and Management of

99



Publicly-Trusted Certificates ~ Trust Services Principles and

Criteria for Certification Authorities — SSL Baseline with
Network Security % i A FAL /2 dT A F P w2 % =

@%?ﬂo

0.4.1 ¢+ w4

iﬁﬁ?gﬂu%$$2gﬁkﬁﬁ%§ﬁ%fﬁ§moi%
LS AT BT R CRTEER O I T U RS
%0

942 1‘ “‘}ﬁ_ﬁ?.

P aBEY R LBATAT IR TR ALY 7 F
LERZELIRTIE R - B2 REEFE - BERL TP a2

FALEHED BRI F e 2 Fa s GREPHEEG L6 aF2
FAE R A TR PR NS R RRB SR
H2BAFTASRARZEP TR EE AFEY w2 p d

FE R LT A2 B THRE A SREORE 8RN

0.4.3 I # 1

T g

BUFTRAL PN BROTALERE G EEHT 0 T A
AR RTAREESLTR

HEEAT2Z RHFERE S BLEREAGERY T2 BER

100



044 FEEF TR NE

fef AP IRY TG BAFTHE RS LT T2
R FERBRREENLABAFTREETEEFEED X 2%
g PR B &£ F 3 ¥ 3% ~Trust Service Principles and Criteria for
Certification Authorities 1 # -~ CA/Browser Forum Baseline

Requirements for the Issuance and Management of Publicly-Trusted

Certificates ~ Trust Services Principles and Criteria for Certification
Authorities — SSL Baseline with Network Security 2 & % 7 %232

MR o AFILY ST EEP P SRR EEER TR E E o

945 * EF:FTRIIL Ak R

R s R A I R s L
B A TR ARY %,]éj@.f@;&?gﬁi?%{}ggy—%o?é

931w%ﬁﬂ?éibzéﬁﬁﬁ;ﬁigﬂﬂw%?

0.4.6 Beit TALA & L8 1 F

PN ERPNA BN TIA LS LEERTE 2
FEAF 042 EF TR ki TABFL HAFLY S RT

AFILY LR IEY BB 22 AT %—ﬁi#g?ﬁ;‘éﬁ#ﬁ.
FoARENRBREEY 2B AES L2 4L TG RTE R At

K§\Io

101



OS5 FHEMZ £

THEP R AFEY S FEMA
(1)jx4§;31_a WSROI Y SRR BAEA o
QFRFAFE? CHEFFRTEAER Y > ERAFH

2
7 % %

2,0 WL ©°

() A HIL? o o B R A B RA L P -
@)+ (% 3 -
AP R R ANTERET j\ﬁgg‘_ﬂ_:‘,uféﬁ,’}f@_é gT§K,§1;

AP R T E WA o B JEREARERY T ¥

=
>~
%
P
P
&N
B4
N
=)
A
o3
o
=t
A N
3
e
—n:‘ N
Sy
i
%
(w
s
e
P

0617 £FT A * BEIEY w2 KEHRBR

AP CEBAFERAER A FRI2Z AN ZEHE
FILITE o AHILY SORFEEPEELT 2 F T
(1) ks K &2 & (T AT o
BEEEAR S U L
B) L § 3 2 o F | HIRIE o
(4) gk ~ % & Prfpie % B o
G) &% 2 2 FEBAELFF -

(6) & # = R - LB L BB URBF L -

102



MEF2ABAFTES wdrzap d w2 % 44k
@)F ®eskE 2Fm.

(9) % % 6.1.7 &R xRk * % L4k -

(10) A 4gzap @ B FEBEEP M ITLE .

(11) $HE 2P ¢ o & R iTasw| g g o

9.6.2 3P ¥ w2 KFLPER

¢ ul@ﬁff ANEERBR T2 ZR > b TR frRE
S R REAPM TR 11 ¢ B A 1 FeTs
FFEFEd P PSR

AEIY g BB EHEEA ML A U e A
BEGEREEIN P CEFHAR25FEF 2 HY "2 gmT*
PAAxae 4 ~ T 4 VAP EITERHERE

AP L ORFBEEFIT 24 E

(D B FEY FIRIE -

Q¥HERY TN 2 F5 o

(3)& * =~ 2 i3 ;ﬁ)&‘ﬁ F&g%j\?;ma SN P I A

e
(4)2 % #3213 a-’P)&FE_F] » ASBH B (g ﬂ\’giﬂl‘t‘ LS
o Rl R TE R MR
O)RFEFEIN &4 B 2 BH B HESEE -
(6) FaZ3rp @ w2 f i} b4 o

T

0.6.3 % = 2 KB i iR

S RREEERN T FE et B E o RBAEE Y

103



EARZRE TR BEHE A TREFE

()7 * ik eE AR B AR T AR AR
YT LA

@Q*F2? vk LEEY FLEFEE

—

S P RZERY 4.4

b

SRR E L ST X

@) # AP FAFEY A EF 2 BFEL 0 RAREBEN FF
ot FE o TRy 1AL SRR BE O WREMNF T
U 0 A ¢ o B R SRR

D* "L LFpr it AP h i

(G)* L IGEAFA B> AR B ENEF O BER
FARTFHL o A F R AT AN E 2 EHA

SOR R BRSO g Ay vow o ¥ 2 RAdgE R

B RN E
BAL T FRAP TR EREGERESEE S w2

(N AFRP wheFlemz ot FEEpE > % # phad & L0 © i

ERAEE ARG 2 EREL > AR ”*?ﬂﬂ'ﬁ% ¥

0.6.4 12 4f B BH 2 KL R

@ ALY CEFRAEOCHEEL BAGEEERLT 2F
Eodep iR o RERAEZAPMIZR NI (TEEHE L O
Ty

(DRFaEf > A2 w2 G h gy

104



TR S A TR AR R R
QFiHEHEE b A FE? CEF L BHEF RALAKER
2 FREEUREEE -

3% %@ﬁﬁ&ﬁﬁiﬁﬂﬂﬁﬁﬁifﬁ%’%ﬁﬁﬁﬁﬁ
(4) % %&ﬁi&%?iﬁ;ﬂuﬁﬁifﬁ%’@iﬁﬁﬁﬁ
(5)l ﬁ’ﬁ)@\:ﬂ.ﬂ féq**’?ﬂé‘ué’;’} avﬁ“2§ E‘}%\IL,F

PEREAE AR RS BALPE L A% T
NSRRI IR LY S AL B RR B 1 URTE

%

LI éﬁ&ﬁ%@mfﬂ“%%
(A FmP cdeFlag iz ¥FEFEPF CHRERY BGEEF L
His R d B e A A2 EFs: 2 ENAERY v g
@) FHEEF R ® Y ApILY R G ARG C
REFLIMAFRY SR EFE2ZFEH T RRY 141

SRR Y G -

065 3 # 381 % 2 KEAH R

TR

105



o
T
b2
S
=5
-
R
ok
&
i
)u.

2.

s
4
=y
—>my
=
\
[N
ke
.
yu™y
A
S
g
>
Rk
==

R T I I
%’k%?ﬂ )@d‘?’l’rr’
> * o

* ip?&pg_ﬂ#\lzlﬁ@ﬂ\ F#Z%@‘#Er&gé"giﬁ,iﬁ

RS A e

i

BiERAE 2
S R E_F]B AR TR
9.8 % 1= T4

AR 2 p sk

PG E o iens g

A ?Eﬁ‘?‘

BEFLEHgRmsIg2LHT

WP S 32 H R

X R

%3 ¥
PRAE 0 T B R HIERE P

PTERRAFIR? T2

4% % 491 &0 gE2 Ed

22 2 A B e > 2 G
FY G RAELBEY T

j\?;g_:* SHEAY L BaER AR

106



SIREAL TE S EFEERAL G E LN FE o 2GR
%i%{{#\?ﬁt/\#\ ET )’E;}%B’»i@ R ) l}/)é& }j‘l é’F. 2&‘1}1}3

2 B TR FlR Y g L fiE

N

091 % F¥ w2 Btk

>§—

RIS G RSEY S RN TE 0 FRL S B AR AT
ERAE S ApME L RTE AFEY w Y S MR HEREE LT
ﬁﬁiﬁf?ﬁ‘“”@ﬁﬂ FHEITEFJ AFEY S REF
BB AFILY R d s AT R A M R R
TRl RIRBEE @Rl AR G o A gy

SEE - R R

1;_
=4

4&

iy
o
“
T

Iy
T

|

=

BEA PR HREF U™ 2977 > 4o &
ARBEFE AT AN VERPEERY PREIR

U

& E s L E R UET S )
¥ 1 3,000
¥ 25 100,000
¥ 3 3,000,000

PR SRR EH L ESHA  REL LR RRY
Y

PP SRR S B (FE o FERLAEL ALRATE

R ARME SRR A P Y e 22 M GHERE 2N

107



TRTAACAGEGRF AT A 'uﬁﬁ%@‘?’%f{ o
SEEAEP P TR g2 ARG R TRE  RHER

FE AP B G R

&

£ 2
910 }i 1‘5{;,3‘)3 ‘q-&‘?w: .l_'i
0.10.1 % 2 12
ES S S LR ESLER R S A& R R
¢ &]%‘z%ﬁiéﬁj—é}if%iii - ‘L Ijﬁﬁt;%m%ﬁg" Bllf ?\‘ﬁ “'/{ o

9.10.2 ¥ i

ATE R S BATR A TS B2 L F M 2

0.10.3 x4 en ik 1R

B AFIEY SR ARy R R ATE AR Kb kR
FoB e AT R A FEAES R T T BASE RS
BEMAAPM T E AR TR RS NS RET o

011 i & = f B enip W]id 4 &kl

j\’glﬁ'ﬂl;u\ T-P-Fllu‘q""’"l é\‘ﬁ)&’/& ﬁbgﬁ%ﬁ;’;}g{ﬁgﬁ’]
TR A AMEEE o SRRV 2 RT3

B -

=%
4

W
o

Riz v > T F 2% o

T

108



9.12.1 i3 T2 A

22 W N L= L 27 2L 2 = N 22, 7 )
ATEARS E YR ITEEB T LA FER -

BTN e R e B N BT B R A TR R

0.12.2 if &8 | fcdp 2
9.12.2.1 i 4ri¥ 4
AR FEEEPERE N L LY SN S
PR 2 ¥ (T Ao
9.1222 $ { & P
RRLPHY PR ES LR FEA
(DB FRE*F > WA PRI cpEHRE2L 30 Bp s
1R
QP FRAE L+ AP SRR 15 Bp I

b5 18 18 27 o

109



012233 82 % BT
2% {IEP T ﬁ’ﬁ?ﬁﬂﬁ:
9.12.2.2 é‘lﬁi(l)'g?%@ﬁi}i < —‘FJ’]! s HHILL g o2 pAc 15 B
pIgExpN o

91222 &2 Q@ FmBk 1 ¥ ¥ YL A DL pAT B

P }’E{% P\ o
0.12.2.4 AL R, L84

AP FLLE WAL R L A > A
ldi%ﬁréﬁ_é\%wﬁé ;i;g;-‘:}:\/\ﬂ\?ﬂﬁl,u,j\?ﬂﬂ,b#z_ﬁﬂig

ML FRRL{AP -
0.12.25 B s 22 72

AIEERABE NS FLHEP RREF 9121 2 % 0122 SR T E

S22 iREy 91223 e 2 P a2 15 BPpEE B

0123 % JE B e G HITR P 2 BUBFB2L ¥

BHEIFCR NG F PBBHEFCL TP B ER Y P P RE
B P IO 2 B nIE A F 2 B P E AR
(> BEF I ITEAR BB R L -

110



0.13 £ % j2 -

A RGER S e AP e £EP RS B AEG R
AR R oA FRLLER G B RS E SR

Y- FEiEER
0.14 ¥ i%k &

EHAMERY ST EF 2 B PER LR Y FARMRE L

9.15 3§ * ;2 &

gy d T AEITE F R PR R E Ry BAR M
T2 R e

0.16 3238 if ik
9.16.1 % & 45 3%

AMEERBEAG LY A IR AR (FFILY

Pas s S RIRBEE) BhRS Y RFHgTL AR ]

=3

e
S
o

$k~iﬁﬁﬁiﬁ%urﬁé%ajﬁww%ﬁ,&g’

A TEE A g L.

111



0.16.2 #&:§
AEERA RIS B X R 2 BT E 20 A

;\“gff'ﬂ‘? dlu—rljfir_/ﬁ ﬁ’i _ﬂ,& °

0.16.3 ¥ A 2

|

ATE AR DR TR S R S L

-\

Atk ATEEAESE U R E P aE AL G R BB AT

EHEG L

9164 £ X/ {7

I R AR R L A S 1
BMAT > RAFIEY X F TP AFIRY méf fj-i‘\:}ﬁ"%*
it XS FET - G R H S RIEZL R IR B

EFF%*T’& o
AERY AR F AEHRTEREPM R TE LR
REAAFES oA AR EF AERITEARBNE

P LEZ LN

e RS E SN A SRS (E A ¥ S ER
?iﬁ’iﬁgﬂu%é&wééﬁgoifﬁﬂwﬁﬁﬁiﬁﬁ
e K P HgAR R PRTE 2T 7 a2
BfE e

112



F AR e

113



G- SRR LEE

MR > H RS
AATL f\g(t)be Approved Trust B S p E
. BEBIE TP
AlA Authority Info Access £ 0 0k 2 o
American Institute of | » 3 2 o0 s ~ .,
. ) Y Z T 2 ’ %/Q
AICPA Certified Public 5 Eﬂﬁ,:z E §
Accountants g
CA Certification BEBH > 5L
Authority 2 o
CAA Certification Authority | #1425 2 1818 & % I8
Authorization %o S 2 o
CARL Certification Authority | /& ZE 18 8 1L 7+ >
Revocation List S 0tk 2 o
CMM Capability Maturity | &t # = 8 & #3] > %
Model 2vids 2 o
.. . BFEIFCR 0 3R eR
CP Certificate Policy 2&:& » g
CPA Chartered Professional | *r & =~ € 3-fF = ¢ >
Accountants Canada | - 2 %t4% 2 -
] o ‘) %Bﬂ’/ AL )2 /i_%%&‘;
CPOID CP Object Identifier 2"? SR
CPS Certification Practice | @z F 7+ ¥ £ A8
Statement LV ar 2 o
CARL Certificate Authorty | & & # 4k i
Revocation List 50tk 2 o
CDN Content Delivery NEBERER o 2R
Network g 2 e
CRL Certificate Revocation | /& # & 1k i+ > %2

114




MR > A &
List Vg dk 2 o
DN Distinguished Name | Pt — & %] & A
. SRS A R )
DNS Domain Name System a2 o
DV Domain Validation ;‘:5 ol ik
eCA ePKI Root PETREREREE
Certification Authority | ¥ «~ » A %4452 o
BB 4L
EE End Entities , A ikd
Chunghwa Telecom N RN
. £ AN N
ePKI ecommerce Public - - I,Péa;;ji
Key Infrastructure SR ek
(US Government) (% B)% 2% 5 20 g
FIPS Federal Information W o 8 D -
Processing Standard ™~ g T
FODN Fully Qualified SRR YL B
Domain Name 5L Vigdr 2 o
Internet Assigned L e ¢
IANA Numbers Authority, H:‘;;‘;L ]: ;“21 #
IANA R
IETE Internet Engineering | # "% % i 1 47T 43|
Task Force oo FRNER2 -
.. - B A FEL o LR
\Y; Individual Validation fo FERl o SR
Netonal mattutsof | (PP BE
ey =l EXENE Y
NIST Standards and 42 L
Technology ’
: . REPBHEMLE AP
OCSP Online Certificate v RS IEEE R A

Status Protocol

¥ RIS -

115




MR Euy i B LA M
) . FARE = %:QELKIT
OID Obiject Identifier vy
oV Organization RS 0 5 R
Validation 2o
Personal Identification | ., , ., )
PIN Number B A S
Public-Key N ;
SR EGBIBEE
PKCS Cryptography " # ;?; gﬁzﬂ
Standard oot e
oK Public Key B EAGAHIEK
Infrastructure S 0tk 2 o
. . POV R VR
RA Registration Authority ;jl ikd
REC Request for Hekigr R %
Comments L 2 o
. =z 3'_?@’3)1 ﬁ] ]L'v'v T_ 0 %ji
SSL Security Socket Layer 92 -
LS Transport Layer L RS R
Security g, u;ﬁg‘r 2
i 7 & J l‘fu ’ 9}\51 It
UPS Uninterrupted Power TR i}

System

&2 o

116




7 V4 & == 3]

'F}@? 2 © ﬁpﬁ*ﬁ

7 B~(Access) AT IRASLE i 4 o
FPdrdl(Access | FTEAEOR T F S AR S BAESH B KRS
Control) AR EAT R B U mﬁ ® o

Frds Fopd &TJ?B"'%E%%E— o B (4ot KRB B A ARIE

(Activation Data)

—\
4\

@%*%ﬁﬁ*w@m%$?+

FRWETg
(American Institute
of Certified Public
Accountants,AICP
A)

B 4y ﬁ < € 3HEF o € R Ip 7R The Trust
Services Principles and Criteria for Security,
Availability, Processing Integrity, Confidentiality
and Privacy x 7|#&# 2 ¥ = » ¥ 5 WebTrust for
CA ~ SSL Baseline Requirement & Network
Security 3 2 ¥ L H i+ o

EEBIY B A AR S BREF T

¥ 3% (Applicant) P
(LR F‘ﬁ‘}' TR A R B E P L
b 4% (Archive) WL O R A FEAEPIRIE T PRI R
BEMPRIEE * R o
B e pAEEA 2R 2 AA
-7 (Assurance) (BRFHFTEARRFPETAERN S L1F 5 2
% 13E)
LA B REE Y 25 Lk (BHEF T

(Assurance Level)

PARRLPEAERS LT 5 2055 277)

47 (Audit)

Tk “f‘u#"“#lﬁ"{@ RN rat R W A G ah e
W2 YERA ~ DHMG g KR AR
fé‘éi'»ﬁ?z il AT BRI DG o

F£+% % #(Audit
Data)

'FPV? dEERER . AR bk TR UE
RBAETEFAGERZLBE Y g

(A

~%| (Authenticate)

(Dzkz 5 B 8flnd 2 £ 82 a2 Bk i
#A4LF 25 - (AGuide to Understanding
Identification and Authentication in Trusted
Systems, National Computer Security Center)

117




Q)% 5 BRI T 5 AP A DA 1 .

E el i
(Authentication)

=
()& i@ * F & 7o i S GARARR AR

% » ( NIST.SP.800-63-2 Electronic Authentication
Guideline ) -

(7 EE FRGE L kR LR i#ﬁ
o N SRR A B A TR
S

(3) #Fw| EauaEp o (AGuide to
Understanding ldentification and Authentication in

Trusted Systems)

@ orEf 4R 3 #%](Mutual Authentication,
National Computer Security Center) £ 4p % 2 &
AT M E D S 3 BB TR o

BEBE T
2 (Authority Info
Access, AlA)

R M ERREBET A N F
Tz o MreHEAELAR ”i(OCSP)ﬁﬂpgﬁz-
[ hF s 1R ’&é’_’é’_%’f ’F)ﬁﬁ—i '8 pﬂ-'%?pz_ﬁx = th
?”ii°&ﬁ~ﬁmWiﬂaﬂv%%w?
LR T

SRR LA
(Authorization
Domain Name)

FRBRERE - BRI AR LG
WL el -AE e
BRBHT 7 g pﬁﬁﬁﬁﬁ“&ﬁﬁ
(DNS CNAME lookup) #7 %+ % @\ EAER IS
LRI R e Bl LR TR RE
2.0 o dr&k % }_-wak—i)“r-fﬁa_s gg?%
~ o PUBEB L R IGA G RL = v £
LR B T 131 Folg ’31‘#1‘#
T A "éq‘“'J‘,éf F B 5 BEE(label) 2 3
I A # g - F-(Base Domain Name) > » + fé *
PR ENE R - BEDREERFDOP Do

#% 1> (Backup)

BERARENAFY CREET ERRZY o

118




BAES &
(Base Domain
Name)

Ui dve AR L2 - %A Arp &
4 (registry- controlled) & o 3 & (public
suffix ) 4c_F zxp £ F 4 (registry-controlled) & =
B 3 E (&]4-" example.co.uk ;& " example.com )
Y - B LG e b
B LAH B+ 2 i LA g (domain name
node) % & 3 ICANN 2+ 13(ICANN
Specification 13)*t # 21 3% (registry
agreement) il * “E & g LA (gTLD) > A
W el LHEALT Y MAHRER L

-

& & & F(Baseline
Requirements)

4 CAJ/Browser Forum #7¥ {7 ¢7 I The Baseline
Requirements for the Issuance and Management of
Publicly-Trusted Certificates | 1 % #Fizim < it 97
(¥ ehiz fm ig 37 o

(Binding)

e AP BT Rl (% £ )AL -

2 P e
(Biometric)

LR L

B EWBHEEE(CA
Certificate)

EEHEREBEIER

fe 3O RUR B0
(Capability
Maturity Model,
CMM)

d £ F+ P £ 15+ & (Carnegie Mellon
University, CMU) srdic §8 1 4247 3 h’L’r(Software
Engineering Institute, SEI) vz #ic %8 7~ E’Lﬁ‘
(Software Process Assessment, SPA)£2 #ic 48 &

3= 17 (Software Capability Evaluation, SCE) ; &

& 7 (Certificate)

@é‘ﬁ’fﬁ-# ) f%géﬁggﬁ?%?#%#§ 0 R B A
2T R TL 2 Joo

(DI EFREFTHF - * URREF AL
Q\?%i?;ﬂ/;\?ﬁﬂqo(?’;k*i %2/}:

QF M2 B=FR P F eI
A B DIBEBIE -

B.# =2 LfL iAo

119




C* "ol k-
D& sz F »cfp B o
)&f}ﬁ*}k}’f#%f% :é;:g,_- .
BAEEICR Y A BT A
£ % ITU-TX509v.3) ¥ a8 “Fasc i
Wwﬂmfﬁémqmgymi B
mf&;ﬁ o

6 2 48 1
(Certification
Authority, CA)

(VEF B2 B 24 (23 EF2F20%
5 5 %)

@)% i 7 4 55 i; R o o
T?Iﬂ’ ITU-T X.509 & ;% 2_ \F;’F 4?5%?@‘{3&
2@ ;S,b};fﬁ.‘)%\ |], _};u &)@ }%(\ﬂ. _};u °

v rk

Zz‘ﬁ*ﬁﬂ}

123 RFC 6844 (http:tools.ietf.org/html/rfc6844):

FEEHBHEE | REEEPFEETERERE L AT R s

=g % ( The Certification Authority Authorization

(Certification DNS Resource Record ) 3% 38 &4 & se2

Authority By Fip WEREPHE (- B I B) R

Authorization , ;;;%g iz § 387 -7 CAAT s

CAA) ERRNC RN R R R LI R
ST ARt 50 s ) ALY

&AL

p (Certification ERF2ERRLGE  FEY S AL

Authority BEPHESF EHEECE T HEEBREE

Revocation List,
CARL)

BT RE)L R

187K
(Certificate Policy,
CP)

OF LER AR 2503 5 IR L 1S
BE > HHRAFRT LT AMMEAL L
*l@ﬁ\@*o%¢%%w$é?@?m
FAERF 1EE 2EY 3)
(QE#EFR % B ERREY IR FHTF LB
PR L B P g e B

S EEE LR ) EEER TR B FCR
P kBRI R R 2 A e i*ﬁ%£°
BAEFCR 7T Fp I HEr G2 %

B rl R I K AT (T e B oo %ﬁf’ ?FJ

120




Fgé{gfm?& ;y%,u%&ﬁ,«—s—\,)&‘&f{‘ﬁi;
T TR TR E D PRGE o

H ip i

BEF IEFE A
#& (Certification

Practice Statement,

CPS)

(D9 GRS 2 7 2B
WUERRTEE RILH UL (TR
Bl (RFEF2% 25 T72)

Qe+ FBEREHEREL TERA( R
S INEEE N - SIS [P T?B"i)f«*é‘.;%"i%
F(F KPP BRI A E W RTE )
E S

G R b
(Certificate
Revocation List,
CRL)

DE#EPFE I R FoXTEERER
ﬁ@“igﬁi@ﬁél(&ﬁﬁﬁﬁig
BRfrEaips i%2§%8ﬁ)

()9 BB e FH o fH Y ed g
ﬂﬁﬁ%§%__nﬂﬂ AR Ik 2 G

Se k4 g

22 R E3FF o € & e 375E The Trust Services
Principles and Criteria for Security, Availability,
Processing Integrity, Confidentiality and Privacy

¢ (Cha_rtered g F|EE 2 ¥~ 5 ¥ % WebTrust for CA ~ SSL
Professional Baseline Requirement & Network Security 1%
Accountants 2 HIWHE o b bR PG 2 MIE L LA
Canda, CPA) = Canadian Institute of Chartered Accountants >
¥ 8 & CICA-

At

A £UEEEERA S AN IR G 24 A0 H
(Component

Private Key)

ERITR A A AR R £ 4

L f%
(Compromise)

FMBL AR LR EF FAE 2
Rig 34 2 AGRRFL - AT LB
s gL

(Confidentiality)

PR EERAGEREABHSAS E B

* o

NE YRR
(Content Delivery
Network, CDN)

iR RER T PR ETT TR S R
BATA CF BN F M AR BN T

SRS RS

) =
LI BHE

o B E P (Root CA)2 A 2 = 12 dF

121




(Cross-Certificate) | B % ch— fal6 3% » Bt - G E B G ZE(CA
Certificate) » m 2L% = 5z -
TR - lemtg -~ - niEhe s % U F
(Cryptographic B OBIR N AL (7 3 RABI S F) 0 X2 AE
Module) e EER N o
& 4oty . ,
— ) & B £ 4K T 2% dHprL o
(Cryptoperiod) B 2T
FHzEEData | FHRAER A GRPL L DL pUR AR
Integrity) A PR o
BRI g2 s S NEY L -
Bk TERZBETH  NEF A2 PR EKHE
(Digital Signature) | *c % * ) F T+ & F 0 LEF B £t 1R
2% 215 % 3 )

Rl L ALE R A
(Domain Contact)

Efé‘_’%z ° (’7;':; z‘%i‘-‘/z\ E
43P L PR AR Start of Authority & 4 (DNS
SOArecord) = & A # 3¢ ¢ fz WHOIS % &
SRk sk Ay ik J“(Domain Name
Registrant) ~ 3 w85 % & (technical contact) & ¢ 32
7 % A (administrative contract) ( 2 2_f B 5 8 &
f 3 LA(CCTLD) T % eht ) o

32 7 4L (Domain
Name )

L el DAL K A i 1 B & BE(node) sk
(label) o 7= T4 IP nk 5 A 557 5 efhz
F A

e 3 ‘éﬁ;gﬁ' X
(Domain Name
Registrant)

TR et DAL S (owner) 0 2 f fr@
TP E AT EARNE T WA RS L ﬁ;f‘;s‘-_}u 55

H i~ (Domain Name Reglstrar) PR %ﬂ} ,é
FIEAR LA WA RS DAL B Iﬂ’_‘éi (il
£ WHOIS 7] % "Registrant"2_ p #8 4 g4/ £ o

CERY =
72 8 i~ (Domain
Name Registrar)

Fhp RANBHIY P LH2IET 73
(1) % it L HfrSEip @ < (the Internet
Corporation for Assigned Names and Numbers ,
ICANN), (2) Bl lsiesd oAy ¢ o (a
national Domain Name authority/registry), 2 (3)
P pe F 3¢ s ((Network Information Center)ﬁ H

4\:5_ A~ e r‘s ~ R4 ‘.‘\L&‘Q\A‘\'AFE&)

122




E i 7 7}70’- &AL
(Domain Name
System, DNS)

Bk p B P bk e LA A $5Y TR
E‘ [e]

fe 32 % 72 (Domain
Valiadition, DV)

SSL g2 t24 » N 2L el &

#\"gr\'gj’i{' ”"7‘ L‘ ﬁﬁk}‘\;f@;’k ﬁ’lzv\oéi@l‘é"?
%73 SSL lG7E2 xb > ¥ & & TLS

lE ’ I_‘z_.lt!i,.‘/z“ff"ﬁ\‘:xs —«é’—l:}%—ﬁ qu’»\?g‘

FE* &
(Dual-Use
Certificate)

TN B R R TR RS ARG

& 78 »cHp

B o o

(notBefore) %

G o U
“F o R (notBefore)

(Duration) A o

S i RPN LR ER) SRR
(E-commerce) P 3 A0 B PRFR o

e RIBHE 1 ¢ g * 4R %,i‘*é‘vj*‘vié‘
(Encryption TAL N Ao BTV Y ka2 A
Certificate) A TR AR H R el D4k o

¥ BE4 (End
Entity)

A i%@i}\:}f?‘f‘ v & i,r. TG fk{ﬁﬂ}géﬁ :
V)FF g2 " BREDF T 2KIET F -
(2015 47+ AL 30 IB HEIET 5 0B  2
(AT ® ﬁﬁ%#’%ﬁﬁ v 4 722G Fﬂﬁ%&), 7

a,vaw;@;gg{;\ =1 iﬁ’&"‘“‘z’ SHAR
2~ F ¢ (Account) ~ H B & “:L (Site) -

By G

(End-Entity EF LB BFHDERE

Certificate)

PETEORE

SHAHEK PETEWGG A LT L i

(Chunghwa gaéﬁgzggﬁy,$%|ﬂJTXHMﬂﬁﬁf
Telecom _ BTAE R OB ARARIER TR HT S

ecommerce Public | . . . - N ”

Key Infrastructure, | 225 &7 5o AT

ePKI)

PERICARE |les AR5 FRAAHERIGHE

123




b 2k A K TR
#3524 [ ¢ (ePKI
Policy Managemet
Committee fj fi-rz

KERZLA¢)

ma?+@ W BRE T REEB S
23 B#RAEE Fg_’f#ﬁ&m‘ "5‘3' AR AR
BEF I TERERT S BHEFLEA -

P ETREER
¥ 79 < (ePKI

Root CA, eCA)

PERRE R SHAHEKNER %?#(ROO'E
Certlflcatlon Authority, Root CA) » Z gt Fg & 3¢ 2
B emARAE R ER B ETE DGR
o HoR 45 T 2ZAZR -

525 3 AT
# (Federal
Information

Processing
Standard, FIPS)

» F RO R A g R
W2 Fofpk e sl 2 Fed iR o 8
PR > F R L FIPS ¥ 140 SR
(#§ 4% FIPS 140) » FIPS 140-2 #-% /6 e % A 5
123 R 5- BF 27 RguL A4
B rEB o

7 L ds (Firewall)

FEITH(FE)F 2K HRER LT R
Kﬂ\#ljﬁjﬁﬁlﬁ gg‘; °

v Bl L
#-(Fully Qualified
Domain Name -
FQDN)

1 Wi TR e B A ¢ =B
FEReR LR R RS LA FAPLE
(PRAX L) B3 LALS 304 o blde
ourserver.ourdomain.com.tw - ourserver &_3 % %
# > ourdomain.com.tw H_feit LA H P
ourdomain & = % 43t £ 4L > . com R|E3d * 7R
e 3 (Generic Top-Level Domain,
gTLD) » .tw R 2_B]#§ 78 % 4 32 & £L(Country
Code Top-Level Domain, ccTLD) o % > v & 438
LR - RE IR

FEEr
&

el
(Identification)

A AR F e (F 5 &) amg > 3
g % > ;% o (AGuide to Understanding
Identification and Authentication in Trusted
Systems)

SRR EREE S R R L L
P BB B R FRY L RS ERE

B A B
(Individual

SSL 2& ;ﬁ‘f%;? ﬁﬁi‘l > uﬁ; 7 %g&; ‘%IJ 2] g»\g] E KA

B e LA R D R RBENEE
Faugm@mar 22 AL LS o g R

124




Validation, 1V)

B Az SSL G2 ek ¥ H ETLS 4o 2
%E;‘E' ) ATIE e k2 F —‘ﬁ—f{’,\)’lz— B A T rg %
R F AR R o

= B 14 (Integrity)

¥t Bl iERE > B H AR AR EOG B
Beo FAAIRAML > S0 G FES
AATE B 0 I dE A Ak R s fE
AR o

R B A T EE
# ¢ (Internet

Assigned Numbers
Authority, IANA)

E T AR ﬁ??ﬂﬁm%%ﬁ
Ba® @ P gl s s Lo S E U Rl

PE R fRE
#%-] % (Internet

Englneerlng Task
Force, IETF)

s R B g fodeds o F 3 Rk
> hitps://www.ietf.org/ - £ FF R 2 iEd A WR &
o dtiies BB AR €0 e
R o @ F RV REGE (T R o

&3 BEWBIE WA 1%RE#E 7 > EFZEEDEEBET
(Issuing CA) ez PEFEEBE -
Bed S i % B4R RIRY S \/,,iglgsr e
e PRk (B8 87 I e E X)) TR AP M TR 7 0
5%#?MW o PR ERRNELE RLBS LB
scrow) RIZEAS G E N S A AT - S o
BT RBpERDORT P F Lo
EHLEKY g gt e 2 2 AR A -
Exchange)
”il—
EMADRE 0o g g g s o f o SRTHF B A 6
(Key Generation B A -
Material) N
Bl EE AN e B T AL
(1) 27 13 £4% KU L 4c® @ M 4\:';,%,%%
4 4 ¥ (Key Pair) ARG MRy 1f 47 AR

(2) 8B P 14 S4g24a
$RA)EAT Ao

¥ 13 2405218

¢ &t (Naming
Authority)

p 'F‘Lal}:‘l - W LALT R R E BrE- R L
M PTRN T I Pp

125




[l A
(Non Repudiation)

HEABE S REGEFP 2 HT AL
BEBiES LA RHE Flas S AE LY
A TRY GRS T AL o FE cnA T

TR HEEF(REL- 2)a 5 oAk &
(- - N us@;ﬁ*’ Bl B R o
#%maaﬂﬁﬁ@mfﬁfﬁ%?% bk
B ATV EREARE PR ERT KL
J AR

s P
(Object Identifier,
OID)

(DL 32 Al o2 v B35
A2 O i BRI T R R
O A
FCRVIBHEFCR G B 2 n g 3 2 AR
LR (G EERE BT FA L
Ml% 13 % 21E% 4370)

(2)+ MR 2 i?ﬁ‘ﬁ#(lSO);;P‘ thi w] A
FES o R RE R AR \p‘%l | B> ¥ 1Y
B0 st iRl R Dl 0 & Rk

1:?_:‘ s ¥ 1Y mej\jﬂﬂq I‘é’}fm)& F(ﬁ\
'é AR E 2

REIPEHERALD
74 1 Z_( Online

Certificate Status
Protocol, OCSP)

H gk AL % 3+ 2(Online Certificate Status
Protocol) #_ 1 f& st t G a2 @ G igRHE
;ﬁ}%‘? WY LT R REFEZ (G40 B
IR E S K

MIBFHMER
91 TIRIAT
= PR % (OCSP
Responder)

@@ﬁﬁﬂﬂwﬁﬁﬁﬁﬁﬁﬁkﬁgw,ﬁ
BEIHESREASLERRE AEGR

R AR BE
AR B TR
#%(OCSP Stapling)

;‘gd SSL i sk i3 IR B w OCSP IR % & 5
=% 3 7PF R rL4]7 e OCSP Response 3t 2 (&4
ﬁ»%’ﬁw@ £ L P4W1%%#iw
Bm WEE)Z {8 0 T A% SSL A =L PRIEY TLS
Handshake p# & 3w @ »* OCSP Response &3 #
CEFRETR)NELY P E R R R
TLS ::48 % & » & @ 8 4f2. OCSP JRi% 4 B
# SSL ’&pf_#ﬁt« o S fES IR Y SSL R E
Ber 5d CAOCSP v s P IR B — 2 PFRY 7 If

126




B> % F2 SSLG#ET it i o» % d OCSP
‘}’}ﬁ%fﬁpfsﬁﬂ };b l" frﬁ V}’Kﬂ'L‘ * o= ?, pé‘/f @px
SSL 4 ki # 51 Jf o

S
(Out-of-Band)

F ot - Ak g ?lgm@g—' ;o Bidr
#* 73 A BE A v LR 2 R
B sk 2

SE ‘F Ep,u
(Organlzatlon
Validation, OV)

SSL BEPE ERT “’T‘ TOENm| B S 2
AR L D R PRI T R S Al
Jbtifﬁ"l’ii'kv7:€ Fk ;[;/\ LN °E¢@$—"¥§f

v N

s SSL B 2 Rk E TLS 4 B
E o s ey A zu;tv FE
F2xEEH o

.‘
—~

# % & 4% (Private
Key)

(1) eFF &7 > * NA3 =94

SR EHEY T UH R TR

= B & 4 (Public
Key)

~HEHHBE
1% 2% (Public-Key

Cryptography
Standard, PKCYS)

RSA 7% » 2 7T WRSAF % 3 5 mae 2
B AT T o ST B - kAN B b4
BBEAEE R SERBEY o

B A HE
2% (Public Key
Infrastructure, PKI)

d2E SR AR A R R
T~ TR AR F"f’i‘ff'}gﬁjl'\g%@ ’ 1__}% EERSY:
FREPIEAHPN RHBE L2 2 KEE -

" #% & (Random AT ARELY G R A 2 0 112
Value) ez gt R (% 0 Entropy) i E e
IR (l)é FI:E.E;:J &Y FAL LR RHE B

(Registration

E®EBET 7 ?/:.&\aﬁo‘ﬁ’;}“ I

127




Authority, RA)

B2 RE FaEz R &g 2
GEFTR BRI o

(1 B4 fF IR M R g
e RIGEEF -

& 4% { ¥ (Re-key
(a certificate))

BAG kBT AR TR 2 R A2
ﬁ°;#“$ﬁW§H%ﬂA%$%§@$&m§
E A NEE AR

GR e A
(Relying Party)

(DGR 2 BHEE V¥R T2 08
ER - AR A8 Sul B SRR ST AN
FLifz Pix(RE s BHE)E G ﬁhﬁ-?\‘/\
B &2 ¥ x‘*—% c(GHFHTLEARR
POEFERE LE S 2E% 650)

()i 4 S e re ZRES BT (0 K
SR E T BRI L W E R
ZFA LT R R

& 7% 2 #F (Renew
(a certificate)

WG TR

L;,%%%ﬁjé)g‘_,llﬁffi; N
P TR R o

REF R
(Repository)

(1)’% MG EREEHESE B GEARMN T
2 #8 % se(Trustworthy System) - (18 2 7 7%
”$%$@?W1H$E“ FH 2R 7
38)
Q)¢ 7 FEHIKLEHEIM T RPTRE -

HF
Token)

= (Request

ﬁ%ﬁ%i?%ﬁ%%M7&m’%“
(W@%%ﬁﬁ&iaf?ﬁ
T\f_&,qf@_,.l.bq:r—}'\)&% k2 }F;'raﬁi%"
;a_]‘\p B N R RRE 4" P A Y
;%_]‘\?4;};? & “_,’F.! BRI RER e o
Ge K AR RS 2

W

128




R S i iR L T
Hei B D0 B R R R R

EieRR o

ST & Rl sk
% (Required
Website Content)

\

R SRl et s B » 4y Fod ‘)&;ﬁﬁgﬁ_
Fo TF E - B 2 2 R F A e

= IP
(Reserved IP
Addresses)

IANA %k 2_3 %7 1 IPv4 &4 IPV6 =5t » %8
http://www.iana.org/assignments/ipv4-address-s
pace/ipv4-address-space.xml ¥

http://www.iana.org/assignments/ipv6-address-s
pace/ipv6-address-space.xml

& 7 Bk 1+ (Revoke
a Certificate)

ER ARl IS LNl NI TN - A2 p= C I

et g o
(Request for
Comments,RFC)

dogens ik 1 47 Z 55 B (IETF)3 7 - % 7|
ke ¢ 7 R UNIX frie 8 g pi 3
LGS R S TR S R R K L SR
,3:; o

£ 2R
(Secure Socket
Layer)

$ F = & (Netscape)H 11 Web 7§ & o 74% )
A @ﬁg’fllé]ﬁ ERL SR FAR 0 T
FEF X T2 R M2 3 RIRE R ¥

X FEER TR AT B R kb
ZEM A DR KB4t HTTPFTP
Telnet & )it 1538 3 22 7 3% SSL f% T 2.+ o SSL

BRBAY KRULGL DR B2 i
—}-JT/‘z‘ ~ ﬂ? l ?%mf ﬁg ' E l?ﬂj{?ﬁpz};ﬂ_—] 1F o
P 22 iz E_TLS(Transport Layer

Security) s @_e

L% £ 4% (Secret
Key)

AN A kAP R &ﬁ;}z\m” R AL E2
= %E‘E@J{%ﬁd password ~ PIN & 27 :& =8 1 4%
(M FRB)EZ il BB o

M- chgsgd & 245 0 @2 % 4 4@@;1;
WA > AT B UEB L o
fgd B > 3 erTL""Fi‘am/:ﬁHﬁ-r/ 4 G\'

N
Al

Sl
@s
[

SEEMBES 7 NEHERCE R (D 20

129




(Signature Y T T T Y ST PUPN-T YT
Certificate)

% 7505 2 #0158 8 % 15 416 % (CA Certificate) @ = > 3%
BB E s s s v 5 R SR o
(Subject CA) &7 hig 7R 1 A (Subject) “T4p FiG T HE A

LG G .a_%,&ﬁ

THBEBE
(Subordinate CA)

BFSRE OO E B AHERY BEd V1
15 % ﬁ%ﬁﬁﬁ%’“?i ZH X Y 108
?Jsﬁf#m@ }Sﬁﬁ’{‘

* = (Subscriber)

(1)31}:-]?& 228 o MT?% Z, 8 ’g’-r"—ﬁl I 'gﬁ , _'E. :
@Bﬂwﬁ\%$%ﬁﬁ@\f$§%%o
2"+%!v 5:9)

(2L Trlg iz B FE(TL 2 W) B A 4
W~ FURE ML RRAR
(@) % % &% PW?Wv-ﬁ%

%O

C)*EL 7 EFE/HEBEHW S o

AL | A

Bt v ¥ %
w4 (Technical
Non-Repudiation)

DB GRS OTHR A AR L 327

T2 DRI -

= % (Threat)

eI R R e A A F SR LT SR
BB TR IR DI RN F 2 o F
A w30 4o (Inside Threat) £ ¢k 3R 4
(Outside Threat) = j F7 =8 £4p J1 % 222
o T BRI hE Kt iER
Wﬁ$4*&‘%§ﬂ}%ﬁﬁ2oﬂw%%
g Rp IR AGRE T HTRASREGE
L_/Fif&nb"( P ﬂ‘;{'}'rﬂgli& é;wt\ LBz )
B FE AN FEETIRIR) B A o

P 2 (Time stamp)

R TR T S R E
RS ST ULY R

@ﬁ%ii%i
(Transport Layer

ws i1 f20x 7% 2 (IETF)#- SSL 2 %41
= RFC 2246 » ¥ #-H F % TLS (Transport

130




Security, TLS)

Layer Security) » 2 & 373% * ¥_RFC 5246 > 7= =

TLS1.2 5 2 o

i3 47 i H (Trust
List)

VR aELGFE SRGEY Y NgEHEHE -

iR eE
(Trusted
Certificate)

FEERETEEE 5 % 2V 2 B
REE GG o SRR T8 § OB A4

WO R AT R AR -

GRS
(Trustworthy
System)

B3 TR TR - R E AR

(D) >~ 2 3%% 5 45 FEF a0 o
Q)i%bﬂﬁ??ﬁ‘?iﬁiﬁﬁﬁﬁ°
()i %+ PFEIF LA -

(d)& - 54 eréfzrx % 2 AR - K o

P '@f”T’gﬁ ,:‘i su
(Uninterrupted

Power
System,UPS)

@?4&#@@? 3R AT )T AR
YT % é?‘ l%f@ R B‘.i% o ie PR
£ ¢%&%3F3§&3&%*ﬁ REDI FUTE
g,}rﬁ,Lﬁ’ag)&%j%’xé’z %&Xﬂ&’%ﬁ\liﬁ‘?@
f\ét{i#

Fx 32 (Validation)

6 % %mﬂwMﬁoﬁm{%w
( |dent|f|cat|on) g AdpE 2 BREY
ehid o 4§ 23k o (RFC 3647)

% B i (Zeroize)

&?f?iﬂé&p+“'ﬂé’ﬁd&%?ﬁ“ﬁ
TR TALAAR R

131




