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2 B & 474 #22 3% (Public Key Infrastructure, PKI)£.45 d 2 &~ 52
KPS AR K S 0E B R R RB RS L B 8
¥ OF «}fx% BGEE &Y - HIPKI (ﬁg %ﬁ—*ﬁ}&f’ V/L:)/éf L ET

MRS A (AR SRR S M RAE 2R F AR
B2 Ffa ks o MAHERRFPBET R NTIF AL LS

PECRR B Y 0 MR ELE DV R A { REORE IR

>§_
@
?ﬂ&
;»h

ik (Certificate Policy, CP) 7% i I3 S R75x 2. R 72 #4v

@z 25 TERIFCEAEREP TAER
HT4R B AR B AR e

(1) e gt 1 42 1= 53] 2 (Internet Engineering Task Force, IETF)
Aoz ¢ 3 L 2% (Request for Comments, RFC) 3647 ¥ RFC
5280

(2) ITU-T X.509

P& # ® # & H T ¥ % #A (CABrowser Forum,
http://www.cabforum.org)s = 2. Baseline Requirements for the
Issuance and Management of Publicly-Trusted Certificates(f§ F-
Baseline Requirements) ~ Guidelines for the Issuance and
Management of Extended Validation Certificates(f # EV SSL
Certificate Guidelines) ~ Guidelines for the Issuance and

Management of Extended Validation Code  Signing

1 ¢OET KRG TN

T4


http://www.cabforum.org/
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Certificates(f§ # EV Code Signing Guidelines)# Network and
Certificate System Security Requirements
(4) Minimum Requirements for the Issuance and Management of
Publicly-Trusted Code Signing Certificates(#j - Code Signing
BR)
PTRTRZFCR Y PR MAHE R L BEB T LRET TR
#& & (Certification Practice Statement, CPS)z_ i% { -
SSL(Secure Sockets Layer) s ©_= 4 TLS(Transport Layer Security)
tA P > FISSL I & TLS G4 (A 57 1R TLS $ 28 1
SNgEE o @ P obrbrg 0 TLS B@ P R LR * ch SSL B EALE 0 L
AR > AT A S gl S 600 TLSISSL B 4 7

i# PR ITU-T X.509 152 » & 1§ 3 #c i #7 2k chif- 3 £ s (Assurance
Level) 77 4 i& 3% 5 i 4+ % =/ 45 (Object Identifier, OID - 32 % 1.2
§)4 T 0 G B EA RS RN P e R A A

“u 1§ = (certificatePolicies extension) ¥ -

i % s fidp 1T 93 18 3 4 (Relying Party)$t>¢ 0™ 31 p e 242

DERPHEEF 2B 72 58 BN 0§ 3 B 3
i# %8 (End Entities, EE)P¥ » 8 #rc K 4~ 238 w58 £ 32157 Y
FREL P ARRE RIS I B W EFER
&S HEPF 0 P37 08 74 I8 7 (CA certificate) ® + it ¢ F
100 b T K BRI A 7 R R T R
ERFEFRRYF BN 2L FREBDRBFLELE BB -

(w2 &3 2 F1m1 2 % & 4 (Private Key)z B 25 %
WP R T E AR
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(3)i&# ¢ «1* 2 (Subscriber) £ i 8 (Subject) £_F it 3 »xiy F H
@¢5%%?ﬁ?@ﬁ%#ﬁ%%ﬁif%ﬁ%’wwﬁé
%*ﬁ@éﬁ%%%ﬂf%é% A G R EE A T A

AR AR L B & 4 (Public Key)z it & B 7%
(Binding) -

ARHZH 2 BEBE I RTEBERRES Y G EDBERK S

3G o Aot & gk #HE K Wm‘@m%ﬁWQvﬁﬁ—@
(Interoperability) » & ¥ ¥ & - # & R p b 2 B & 4 A H L AR B
BAR R 58 o B HRERRY EBNE T RRE aﬁ’&?ﬁ#ﬁ#
(Issuing CA)£ 3 %816 7 # H(Subject CA)2 ¥ sl 8 e i 43P B 1%

o

111 8#@&k i

& 7 AL A B GRE T # H (Information Technology) <734,
%7 Pl (Guideling) » * kg % - BETiE ¥ 2 ¥ G &R ATI R oD
1 2280 SN FRT AFI2AHBFANEE T 22 R2 B o
ARRAIER TR DR E IR E NG REEB AR R -
TH R RERFRT FER BERET R ¢ I NG ERK S
B m THEE P’%‘.—‘F‘T VEEEFERLRY AN RRGERE R
J}}, )& mi ¥ Iw} {Zt, o

HiPKI & 3 %, & 2 ¢ < (HiPKI Root Certification Authority, HiPKI
RCA)eg % ¥ p % & 7 (Self-Signed Certificate) » » &_& £ # £ 2% eh
LAEACR > GIRG ffﬁ e #& G #f HIPKI RCA chig & - ik R RS
¥ 2 f &) > HIPKI RCA g7 I & 1% @ IR 4 3B uE o Tk
HiPKIRCA % FE # B 2154 » NS5y 4 58T o
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1128@% R 2 ERF R TERAREL MG

B R T M R R R AT Ak~ G T B A 2

$ach BEFBELBEBETET - MR BOEET T EA

113 B @IS * BEARF 2 Bus

S T LA T T SR T
BEBEI Y AEFRRZEFRRF ERUBLRELES 2

oA HBERL G ARMER > VA PR

12 % & &A% 3

A2 itz LH L HIPKI & # 5 K (HIPKI Certificate Policy) » %
P# 5108 £ 2% 22p  AEHARZEIVEAT AT R T BT
https://eca.hinet.net - G EWHE & # HBE(F 7 7 BEF)C P & E
FCRBp W e P AR HAR L @ um e A AHE R BHBHE

TR B DI EACT
(1) % A (Individual)§ 3%
(2) ‘=% (Organization) & #
(3) 4 3 % 2% (Domain Validation, DV) 4] TLS/SSL & %
(4) ‘%% 2% ¢ (Organization Validation, OV) 3] TLS/SSL /& 3
(5) B + B ¥ (Individual Validation, IV)Z] TLS/SSL & %
(6) 2t @ 3% ¥ (Extended Validation, EV)%] TLS/SSL & 3%

(7) 2 ¥ B33 42575 & & (EV Code Signing) &

[ AL N
4 e @‘?f@,’i}’il}»\}a LR A
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(8) - Hm w3425 45 & ¥ (Code Signing) & =

(9) P & (Time-stamping) & &

B AREE BN

B A AR BB AN N2 Y R

A R LR A BPEEREE  FEEIBAEZ X 2EREITH

HARARE o Py AR

FABE

ErCR 2 BEBHLBET BEEAR L TLS/SSL &%

% 7+ ¥ Baseline Requirements z_ .2 3 T 7 — Renfia) » #BigL

\ﬁ i Baseline Requirements hif 35 ; &= MR 2 BEWIEL BF

FEITE AR bt

Certificate Guidelines

SSL Certificate Guidelines =% 2t o

W g Al TLS/ISSL & # &% % + &

2 REG E R - KA

EV SSL
w5 EV

TERARHEUHAEEARRIDEFRFE 2 E R LT
E e Y- N A
A P it @

18 7 T R 13614123459 2000
15'— :t;&

¥ 1 136141234592000 1

¥ 2m 136141234592000 2

ENRIEN 1361412345920003

%45 1361412345920004

Baseline Requirements

3 E A TLS/SSL & # 2.23.140.1.2.1
s3] TLS/SSL & & 2.23.140.1.2.2
PET RGN
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RS it

# A %3] TLS/SSL & # 2.23.140.1.2.3

EV SSL Certificate Guidelines

2.23.140.1.1

1t W Bve A TLS/SSL & # - -
"Rl 8 (EV SSL Certificate Guidelines)

W BREAESEEFERE 22314013

- S EEAENEE T EE | 223140141

He u{223140}; BEp e ER B GRS REHEWHLHTE
WA RIp A P E 2 RER T FRYTLE @ arc & id-pen-cht = {1
3614123450} 4 & = & f e tE e 5S4 fe 8 1 (Internet Assigned
Numbers Authority, IANA)zx# 2§ 4 & ¥ #c i@ (Private Enterprise
Number, PEN) » & Rz i@ * cnfe 2 28u 5 8{1 36 14 1 23459
200} F B LR EZ FHEREBAFA F P ERRBUT RY o

& ek TLS/SSL B#E2 BEWIE - £ 7 BEPHSF
TR 2 ARF e F* AEFERAL T MFET S 152
gt REEE U RFED S BRRFEAZ B A RFED TLS/SSL BE2
BEWH - F 7 BERFL T EREAIME Y 2 AR P 21§
FFRT M EESSS 3 B2 R EFRRE - KRB eV %
AR BEFTEELBEWE 77 BERRLATE RN
2 Code Signing BR ARfeme §* 2B HFAK T M FHEE S 3
Bz A K p & > pow(Self-lssued)* 2 T g 3#(Cross-Certificate)

S HUBEEH o - BT ABEAR T M RS A 4 s
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13184 f

1.3.1 fz’ﬁg’:?ﬂ;:& R€
Ao P gL ETRBHEFRKEEZL R ¢ (Chunghwa
Telecom Certificate Policy Management Authority » & fisc X ¢ 4 R
) f F AP H A AR E L (T AR A SR
FrryEro R ERL A2l BB FRELR §X
AU I 7 SUMERANEEI ik s & EPLS I Rk Ry e LR e A
ALAS TR 619 AR O HERET LA EBET S 27T
feiuk JIE o 1 IFE R 40T
(D#fEs £ 5+ BALR & BRBHL £hAH -
Q% & A AHERZGHEITK -
()% &~ B K L AP M AALE -
DFaAAHLZRZBREFTIHTLAE -
(5) % & % 3 ;3@ & & ¥ 1 (Cross-Certified CA) 3 3 ¥ 35
O)F & 2 77 v » A RAER S LA RAEL LT RE2L
BEW G E TR 2 HPE B
(NERFTIRFEL @ﬁ%ﬁ%*%ﬁ?ﬁﬁﬁ%ﬁﬁ%’”
7 4 FE T o

132 @i

B &g A AIER ¢ 45 » A #E R 0 I A2 R (Trust Anchor) — HiPKI

RCA 2 & = & #73% = 77 Jh & @ ¥ H(Subordinate CA) » P w0 & 2L

7 t‘if’i[”ﬁ‘;}

T4
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#®R W7 5 HIPKIEVTLS CA - BT RG> &~ AdE R 2 %

HAeT R

HiPKI RCA

HiPKI EV TLS CA

EV TLS/SSL
Certificate

1.3.2.1 HiPKI RCA
HiPKI RCA & # & #2013 )& & # 1 (Root Certification
Authority, Root CA) » » % & A #:E% i & 1§ 7@ ¥4 (Principal
CA)> i & 1 (TP 4T
(1) f # HIPKIRCA 2 p 5183 ~ p # 8L T HEEBIHER
L EHEEF
(2)77 2o A AAEX 2 AVEE BT I ERS 0 7 F
B2 ?ljﬂ:_ﬂ A HKAER G ﬁﬁg%mi TG TE o
(3) #-& & i FE W H A 1k 7P (Certification Authority Revocation
List, CARL » 3% & % 1.6.1 &)= # »t &3 & (Repository)
FERE gy B2 § i IT
HIPKI RCA e % 7 ir T £ 287 577 BaE B2 3
BE R R 2 P INEEH R T @ AER - HIPKI RCA &g 42

FPORis o WA RAER S 2 G EB L I 0E

HIPKI RCA 2z p 5 i6#E BEFHL2 BEPFH I I LR T
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(1)% 1 & HiPKI RootCA p $5%

7 B 5. 2d dd ac ce 62 97 94 al 43 e8 b0 cd 76 6a 5e 60
& 7 +4n % (SHA-1) © 6a 92 e4 a8 ee 1b ec 96 45 37 €3 29 57 49
cd 96 e3 e5d2 60
& 7 4*4p = (SHA-256) : fO 15 ce 3c 2 39 bf ef 06 4b €9 f1 d2 c4
17 el a0 26 4a 0a 94 be 1f Oc 8d 12 18
64 eb 69 49 cc
GE sy 12019 &8 2% 22 p 32 2037 & 12 % 31 p

FaREl £ 4+ & - RSA 4096 with SHA-256

TR FAEHBEIFELI EEREP > T F &3 Common
CA Database (CCADB) » » ¢ * ¥ e » & < e * $itl i 2 CA
BHFH .

13227 BiE @ BH

TRBEBE S A ARERY OV - BEREBY LR LT ES

2 E RS BROEE L RS TR S O S AHE R gt

HE0d B LT REEBHEFERELT 2K T BEEBE &

F2ATRERBHESEREY 3K T BERBE R

LB SR HPKl e T BRSBTS T OUE s Akl
g % %}ﬁﬁ_xgﬁv‘ IRTE o

TREEPBH S BEREHECRAAMA T XK R
T f F 8 HIPKIRCA 2 B T Big 2 381 iF -

®
%
=

HIPKI EV TLS CA 2 G #EBHBEFH2 EFE P IXI LR T

AT

e FaN I A N =
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(1)% 1 & HIPKIEVTLSCA 2 B#EBHEE

7 B %+ 3c43 cdcd dc f2 3b 00 4f Oe a0 73 fc 3e a3 89
& # #4p * (SHA-1) © 98 7e 11 0f a2 3e 88 82 89 47 65 19 47 2f
40 2f 1e 42 28 37
& 7 4*4p = (SHA-256) : 2a 8e 6a 86 7 4d 10 ed b2 02 6¢ 81 69
3d 64 95 7a 0f 08 1c 16 31 91 2a c9 5e
fd fc b5 62 56 57
GE sy 12019 &8 2% 22 p 32 2037 & 12 % 31 p
FaREl £ 4+ & - RSA 4096 with SHA-256
T ?é%“,lr?’??ﬂ%ﬂ? rHEREPTYIRE S L F N
CCADB -
132323 B EEbH
P % HIiPKI RCA & & 8 iz fr & A A2k 1 b2 BB 7 2
LHE ©

3%

;I ¢ s (Registration Authority, RA)L & f 7 W 2 %RE* = D
DRI A E M TR LT BRI B A AL
G R CBY B IR RFREE

HiPKI RCA p fFizzap ¥ w b d > TR FRL A L

7V ﬁ?zg‘l’t’q—zﬁj&.’%*{m T-PJ =4 :\_.r:T‘J‘I IE-O

TRERBIRT T AR N ¢ B0 ERE AT A R
R T REEB LR ¢ T A 5 T RERE T

10 “if’i;”};r\

)

T4
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foiFaE B 2 o P AR
S FEEAEREE RS R BET T EAL L RRE Fod A

BAGE P P ud FOERBHE R K
T AR R S ETREER L BET TR AR B

+% 33

AL A e L T iy BREL SR £
¥t G2 F R E4GPBRW A TEFTHRE 2 BY BRI T 244
FE o PR RBBETER PR EARD RS B B T
¥ P A 8w (D)4 * 4258 (Application) ~ #2378 ~ & PR i %8 (4= Web
Server~ u* PIRE)E K F)n 7 - d WHARMELT BT L4 o

v

Flpb * 2O G Y RG4S o

LRI AT REEBIES Y LR BEE

ESF L
1.35 7 ﬁ&ﬁi
RHHEEY PR EEL A B R R S4GE M i

B R TCAAHEREGERETEFEEDF 2 F (2 ASR
ST F 0 - 2 AGERIE) c CHEEF LR RAREEPEL

ERETN o RS TB T oxld o

=

RIBHEET TG R ﬁw’éigmaﬁv;{gw\ FEFWH
;%,@jﬁﬁ’:z‘//}’if\;fﬁﬁhﬁ“my’m%ﬁv ? e P s ;;)&FB‘H

TRy L (MArB R K E R NE) 0 AR R R i
PTG -
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1.3.6 His 4p B = R

EEBETERE LMK ES iPPRjZ'mﬁgf#lprfw Fivem
P bR - B IG R R (Attribute Authority) ~ BFER PR A
# 4 (Time Stamping Authority) ~ 7 5 3 PR3 % . (Data Archiving
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