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Criteria for Certification Authorities ~ WebTrust Principles and Criteria for
Certification Authorities — Extended Validation SSL % WebTrust
Principles and Criteria for Certification Authorities — SSL Baseline with
Network Security 2. = 2 # &« . E_o

6.6.3 4 ¥ X 237X
—E-&j‘_/') I’KFI‘I\:'IR»f’T $%7‘L?’ Z’}tﬁﬁ;&& Ké} °

ek )
6.7 FEX 2P HW
AEIY ez 3 iRt RS ED Vot it d R R R R
%Hk%iﬁﬂﬂﬁ%@ﬁiﬁlmmwﬁ*“”w%P@me’%
B2 MEN G R BEH GBS TP AR

AERY AP EF BB SR FE U E R R
ﬁ%/?' j\rgl___\‘} "-’;L’bﬁ"gﬁi 'fzqﬂ’)-a;°

AERY 2GR REE AT AR D AT kAL B -
Bl B O~ BB A A S Bl kA2 B L d B (Filtering Router)
EA R 0 IR R~ R R ITF o
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6.8 FF ¢

AT s R RPR R QR P R (Tl S PE > gk s
fffend Fedt > I Fgifrd T PR 2 L R

(H* =G EFFE -
2Q)* =g E R PR o
BG)E@A L FP 2 FHFFRE o
(4) A E B2 F A PER o

Faugt phELhfeR REBEF FAFTAE L ARPER TG
OARARTE e
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7.7 y&‘)&vﬂ—@l&‘ P2\ gEMR
A
7-1 SRR

AEILY AR m’& ;§ & ITU-T X.509 ~ CA/Browser Forum
Guidelines for the Issuance and Management of Extended Validation
Certificates 2 IETF PKIX Working Group 7 RFC 5280 ¢ H & 375 4p I e
A

AEIP SRS E G 2 2 F(Cryptographically secure

pseudorandom number generator, CSPRNG) » & 4 + > % ~ 215 F~23
bE A A R BERE -

71.1 %A & 5

AETLY s EHF X509 V3 4R A G

712 B EH L =

AFEY S EFDEERLEBER W i“;iﬁ #a ITU-T X.509 ~
CA/Browser Forum Guidelines for the Issuance and Management of
Extended Validation Certificates 2 IETF PKIX Working Group 7 RFC
5280 & H S ATR 2T o

7.1.2.1 & g2 w2 5E 6 #F(CA Certificate)

REEY o BEEAEIEY 2 TG FE PG F (Subordinate CA
Certificate) e "o f (=3P 40T @

a.l& 7 7T i (certificatePolicies)

PP L s e B AR 5 2ER 42 (non-critical )1 0 B p
B * A rze i  F R 3 %) 45 (policyldentifier) o

b./& # Ak 1k 5 % # gh(cRLDistributionPoints)

PP LE L R B H R 5 ZER 42 (non-critical ) ff 0 H p
Wilze A IR o2 IR A P PRI HTTP URL -

i}
s
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7 11 7 31 73 P~ (authorityInfoAccess)

PR G B HET L 2B 424 (non-critical ) Jf =0 H p
N g ?ﬁwnemBPW%FW$WﬂTWUMJ~W§*
W —})"\;-_r";: :'Iz}f Fﬁ‘? Im \1‘ fINN 7 E’] s 2& L’I’JHTTP URL °

d. 28 A *T 4] (basicConstraints)
LR R BT S M4 (criticaDFFE i o H pE H

*EﬂcAﬁuﬁéﬁm°ﬂ%?Wﬂwn T RFTAEBEBES
7% » #x pathLenConstraint # 3% %_5 0 °

e. &4 * £ (keyUsage)

LR R B BT S M (critica)fF i o HpF
313z keyUsage = & keyCert81gn fr cRLSign » F]# 2bd A g2 ¥
E27 P % A5 OCSPw bt g @ £056d A #7707 v § 4 OCSP w
BWIRBEHZFS - d OCSP v i PP E & % OCSP w it 4 » #7113 2
A ¢ * digitalSignature °

f. ¢ % *T+4](nameConstraints)

RETLY S E RS AP L T RE RSB RE S E R

i o
g9 v & 4% 2 (extKeyUsage)
BERY S BEBAF R o2 T B E A  EE
i o
7.1.2.2 * = 45 % (Subscriber Certificate)
a./& ¥ 7z % (certificatePolicies)

PECLE A R R HAET A ZER 424 (non-critical ) 0 H

R At = i VAJ/E%(policyIdentlﬁer) °
b./& @A 1L & % # gh(cRLDistributionPoints)

AL R R T S 2R 42 (non-critical)fF 0 H p
A IIze 7'\? w2 BRI ‘/3;;"}1' PR F% e HTTP URL -
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7 11 7 31 73 P~ (authorityInfoAccess)

U N il 7% & B o H AR 5 2R 421 (non-critical )i o H P
RO REHEEEY OCSP T?*)ﬁa-IF?PJ71‘3<‘3mHTTPURL HpE
ERRAE derl ‘zﬁ-? meY w2 p&5EFEHTTPURL -

d. 28 A *T 4] (basicConstraints)

PR s ERBW R F G e B 5 M e
(non-critical)ff == « B p F * WXz cCAHF =B & false o F|* S BEF €
LT R F TR BEHEIEE ¢ pathLenConstraint 1§ 3% T 5 0 °

e. & 4 * £ (keyUsage)

Lb;b%f:;ﬁ}ﬁfi;; EHEW o F T oans 0 HAERT 5 B4 (critical) 1

(AR < N O = k- AT mkeyUsage = & keyCertSign 4= cRLSign °
EV SSL &7 2 keyUsage %L % 6.1.7 & o

.95 o & 4% # (extKeyUsage)

ApI2e o2 EVSSL G e s v AT
% Z2R 421 (non-critical ) ff = > H p 7 * 3t 2xze serverAuth £ clientAuthe

A E § R TN B RS  AF IR w3 RE FET ¢
% fEfrs 2. EV SSL § % ¢

(DG FE P L ) 7 &2 R 32 B (Public Internet ) 52k
T bldetextKeyUsage #f L ff e 7 g * 30 5 PR IRIF K TE o

QEFENMF e ZVAFECHEEFACZERET A B &7
WY

¢4+ EV SSL &% » B & 7% P & (Certificate Transparency, CT)
2 A4 A .t 2017 & 50 5] 2018 & 4 7 % RFC 6962 3%
3 * 2. OCSP # 37 (OCSP Stapling) t% ] & {7 1§ % pF & ¥ 2 (Signed
Certificate Timestamp, SCT) & %J > Flt 2 4~ SCT *tig# - OCSP
Stapling % v&— # & 1T 5% 2 scr@ﬁ%# é FHEP AR P ACT
Log Server)#s st f# g jﬂz ?AFERPFE o A ? BT RO EEEF IR
TEPREIMAL T PIREY A XRY '@@ BPRPRETLF
PRookp IR oW R R LR AR R F AL 0 B SCT Ap R34
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> OCSP w Juit S 45 o = o 24841 27 *24] : 4% OCSP Stapling
Lol PIREF AT BRR T d NI PIREF LE OCSP
Stapling » %] p*“aw:r#,%c * 3% OCSP Stapling st < 4% Bt F 7
PR KA 34 OF T ;us? P PR % 7 L OCSP Stapling ; % &
gf;_fapsa&gm; “ 3% 41 OCSP 4% FEse CT £ 4£% G P
ALY R 3 B éTbTﬁ#&mf@Pﬁzﬂgﬁﬂ Wtk L

FROT > A 2018 £ 57 A e s CA/Browser forum & 3%
#* 2_ Embed SCT #+#1:& = SCT & %] » Flpt € LB IE & Pre-certificate
SR A ERBEFEEP R PEAS B2 E SCT 18 » £ % SCT ¢ 714
BRFESA EHFLEY 2o P o B AT Google CT 5z i - # * Embed
SCT ¥ 11:E 3] 11 T 4% & SSL & & HE AV U AR iEd v ?‘é-z@w—% X
PERECTRFNSSLGHE  FIrRAFEFERIpU el RIRE R
&L,%?ﬂﬂmw%a&%uam@”@&ﬁﬁ’vfﬁi$SC&

viBSA N EFEE ‘E-/F‘FE'P*‘) FEBE T RENEEEPRP
EREEY TP T AL BEBEEP AP RRERTATEE TN
L) %rglﬁ‘l_v‘ NP S i;%; Tk & I ¥ * v Embed SCT #4138 7 SCT @&
ﬁg?l » B & CT R4 SSL &FE -

7.1.3 /ﬁ-rr /2*" ’*fﬂ“v"J'ﬁ%

ﬂ\’?ﬁ—’.ﬂ o E m@ A %i‘-ﬂ‘:‘? v AT m/?ﬁ—n ERE "’J"V"'Jf% [E

sha256 WithRSAEncrypt | {iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1)
ion pkes-1(1) 11}

(OID : 1.2.840.113549.1.1.11)

sha384WithR | {iso(1) member-body(2) us(840)
SAEncryption | rsadsi(113549) pkes(1) pkes-1(1) 12}

(OID : 1.2.840.113549.1.1.12)

sha512WithR | {iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-1(1) 13}
SAEncryption

(OID : 1.2.840.113549.1.1.13)
KETLY G R BN A T W RGP S Y Bk P
) A 5
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RsaEncryption {iso(1) member-body(2) us(840) rsadsi(113549) pkes(1)
pkes-1(1) 1}

(OID:1.2.840.113549.1.1.1)
7.1.4 & &755

B DAME FHR A S B ZE AR F X500 i mE L
B D LEDBEAIE R Lﬁ & ITU-T X.509 ~ CA/Browser Forum
Guidelines for the Issuance and Management of Extended Validation
Certificates 2 IETF PKIX Working Group 57 RFC 5280 & 2 & 374 4p b e
A e

AERY CHGERIREFE B F 2 JE # 7 countryName
(OD254®WCJ7HER$?¢5M“nﬁﬂvﬁ%ﬁH@3M@1W?.
A o "’T‘ t“L ‘b » & Jf & 7 organizationName (OID 2.5.4.10)# = » H &
A4 3 Eﬁ]i‘»’giﬂ'v’m7 r,ff]u‘ r‘;‘xﬁ-‘ﬁ._:paﬁg)%m%‘iﬁ r,%é;’l‘l
i § By r@ﬁ_?,,:’,\.’mlnb}f 73 {—.%e_’x;l-br' CA
Lo AHmd o m’& EREE R X500 k- u] LAEE R E 315 & .

7.1.4.1 &% ﬁ 7 3 (Issuer Information)

iz 45 RFC 5280 ¢ #L? 4&(Name chaining)s3R 2 > & # i 0 S
— W] LHAF (Issuer DN)ep % > % A F #3502 B LY ©
3 A8eE - 5] L fE(Subject DN)AR P o sx & g IL ¥ & R af ch® 2 f
AR i AU LR S A SRR BER R p S
R FARR

7.1.42 % =532 3 §8 T % (Subject Information—Subscriber

Certificates)

Ape &»‘%%v} EBEF CRBE AT AFEY B P Y S RIGE
& E P iﬁ'Pé“?’ e 3 BB/ NBET TR AR TR E DS K
TS FERST e EVS SLEHEZ A T e Lo g
% %gév’ﬂCommon Name #f =5 J13R B € R % 3.22.5 & 7% F D=
D LR LAL(E S S RB EVSSLEHERA R E P 1 B) o
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7.1.4.2.1 3 ¥ %] £ 3% > #F = (Subject Alternative Name Extension)

B B E AR

extension:subjectAltName ISR

A e R FER AR R E 3.2.5 HiE 7R LT
T e L & o

7.1.4.2.2 3 §fra— 9] £ HAF - (Subject Distinguished Name Fields)

~ Y 22 W K
AR R TEANL 30

7.1.4.3 BEWBHEEZ 1L W T 2 (Subject Information—CA

Certificates)
REILY 2 BB RS K R I ok R B o/
HBHEFBFTERETRE IS RITHRFE RS o B 2 e — B9 2

#4% - (Subject Distinguished Name Field)4-™ # :

7.1.4.3.1 1 fre— F % LA = (Subject Distinguished Name Field)

R RANE R Sk R il
subject:commonName (OID 2.5.4.3) VA5
subject:organizationName (OID 2.5.4.10) INAR
subject:countryName(OID 2.5.4.6) INAR

7.1.5 & % "L
A TR

7.1.6 B IR I it BN G

AERY CEFREFEDREILY 2B R T CA/Browser
Forum 2. %t ¥ %% (Extended Validation, EV) SSL & 3 ¥ i 4~ i 28 w15
({joint-iso-itu-t(2) international-organizations(23) ca-browser-forum(140)
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certificate-policies(1) ev-guidelines (1) }(2.23.140.1.1)) °

707 e F AR AP 2

AEIEY o EFBET PRI P

718 B ATk 2 1,

ApEIY s RH R EE FTR T~ 35| g (policyQualifierld) 7
= P52 RFC 5280 #r2ff2 Tid-qtl > T 2 R7 GEF v 4
Wz % e LR s g o g s 1.3.6.1.5.5.7.2.1 -
719 BB FEITRIF LIF 22 R AL

AERY S EFRET T L BB 7 e L MR
fu’ﬁ}a [l

> NE z N\ 2] 42

7.2 BEA L FP 2 H k3
721 5% A B 5

74\? ®e s g ITU-T X500 v2 5% A G 28 e b ) 1‘1‘ (CRL) -

7.2.2 8% )?ga.t T oz g ;ga.L FPEDR FHoLF =

MR G @w F0 (CRL) ~ G @A 2 2 2 1=
(crlExtensions) % & 7& A aF 7 iE El #% o ¥ = (crlEntryExtensions) ¢ 3 P&
ITU-T X.509 -~ CA/Browser Forum Guidelines for the Issuance and
Management of Extended Validation Certificates 2 IETF PKIX Working
Group 9 RFC 5280 2 # & AToAp M 2. R 2o B 7P ff o™ & 0

i rE [

version V2(1) CRL&WE & 2 V2(iA R V2 e
BEE1l @7 E2)

signature 5CRLZ & R /7822
Algorithmldentifier- " #f e iE
& R g1 ek & SIGNED & # 2
algorithmldentifierty ¢ 4p
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i nE L
fe
.algorithm | sha256WithRSAEncryption(1 | # & /% & ;2 2. OID
284011354911 11) &
ecdsaWithsha384(1 2 840
10045 4 3 3)
parameter | NULL bR b NP L =
parameters > 12 —,’E! parameters
& JE3E P NULL > % 7 4 % o
NULLz_DER %45 % 0x0500
issuer CA DN DN JE & &2 % 3 2%CRLZ
G R I s chd M- R
4] & #(Subject DN)4p
(GX : fePKI® keyCertSign
Certificate 22 cRLSign
Certificate #_fr 15&)
thisUpdate | =t CRL { #Ter 4k = ip %= PKIX A %_1:2049/12/31
FF % (GMT) 23:59:59 z_w@v ¢ * UTCTime
B AU U - St
YYMMDDHHMMSSZ » # #
W i¢ §#SS 5 004 * ¥ 4
LN W e/ At GMTF-EFE%*
P ’é‘ “% °
nextUpdate | g3+ 7 =t CRL { #7¢ha+r = | R PKIXAR 7_%2049/12/31
e BF R (GMT) 23:59:59 z_w@v ¢ * UTCTime
FRAGE
YYMMDDHHMMSSZ » # @
W i¢ §#SS 5 004 * ¥ 4
LRI W e/ At GMTE%E.'F
s AT 4 1% o
revokedCert | RevokedCertificates ::= fthisUpdatez. av e 4 ey
ificates SEQUENCE OF 3 F »x(Effective) i 38 A& 1t
RevokedCertificate (Revocation)F = §t § e d &
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L P B

revokedCertificates ¥ (3L : 7
# 7 rx(Effective) £ 3 3% 18 %
v A EE)

* RevokedC | » — i@ 8 e

ertificate RevokedCertificate iz 4% » & 1

i® RevokedCertificate k& 4%
nE ATl

auserCertific | 3 » At B F 2. B F 5. | ePKIP #7@ * 2 153 K 54

ate (Certificate Serial Number) IBE R G16~ Bl £
#c > 1293 DER %78 ¥4 1 7
& * 92°s Complement*h
Al > Vi € v o 47 1
0x00 » @ & {F167 ~ it
BB b ib* 1T A e
Z R

revocation | G FEALR O AR TS PEFR | R PKIXAR #_%.2049/12/31

Date (GMT) 23:59:59 z_=v ¢ * UTCTime
FARUE » f58 5
YYMMDDHHMMSSZ » # ¢
W i¢ 5 8SS % 004 * ¥ 4
W2 @ g S 2% o7 GMTRF
» AT 8 1% o

Issuer’s CA¥CRL= % F &

Signature

BFA L G RPN B REE L G o heT A

g = rF [l
.crlEntryExt | SEQUENCE OF V- i
ensions CRLEntryExtension CRLEntryExtension » e ePKI

(3* : CRLEntryExtension

© 2 * reasonCodeiz B
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OCTET STRING - %}
reasonCodeiz & Extension @

% 2 Jp i * 11 CRLReason
(ADER g 2. — s

i rF [l

7ok A fis 4% 3¢ 22 Public-Key | CRLEntryExtension
Certificate :FExtension F #%
AR 24 k)

reasonCode | ePKIF¥ # * reasonCodeiz B
CRLEntryExtension » #
nE ATl

.extnld # » id-ce-reasonCode (= i*u
£2.5.29.21):z B OID

.critical reasonCode 4 Z_&¥_non-critical | ;3 %, ¢ *>FALSEX_DEFAULT
extension » #71/critical #i& | VALUE » #72DER ¥af5% ¢ >
% %_§ FALSE S R R

.extnValue extnValue s 3 424 4 fig &L wePKIP Rz 3 &

CRLReason # i¥ig * %
Complete CRL*® -

OCTET STRING v iE >

CRLReason A ¥ 5 173

ENUMERATED

Unused(0) w\ﬁ Pe PKIX 3 %> fePKI®
7 i8¢ * gt CRLReason

keyCompromise(1) % ¥ #3 1% $(End Entities, EE)
% AR A &ﬁﬁw
LAl =S ERN I V> S Al
iz * pt CRLReason

caCompromise(2) ¥ Rt 2w T CA
keyCertSignst cRLSign# % £
8 gl AL R

CRLReason » = ¢* CRLReason
# 7 * >t EE

Certificate » ¥ st * >t g1k CA
Certificate(3X & 1R4% &\ Fr T
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¥

F\

CA keyCertSign + % £ 4&
%‘sz‘ 229 XU S
%% chei4 EEG % 0 £ 374
BWCAL4&H » T EATE T
3 EEG# P » RIEEG & A 1
enCRLReason 3% i *
superseded)

s

affiliationChanged(3)

W BEZIGEP FARM 2 &4
TR (G 2P L
Y T T X
Rl * yt CRLReason

superseded(4)

§EERI 3 87 & (4o { f57
& 7 ~ CAHand-Overm & %
3 8~ CALR T FTRE
ferim £H Ty RE R
BELIES i Rk A L
PR 2DEGRBEEER)
MO AR TE SRR Rk 2
G pE > % * L CRLReason

cessationOfOperation(5)

% EER#E T 13 E i 7RI
dom R B s &
3 EA R 0 o

CRLReason
certificateHold(6) SSLiGz# 2 #* pb

CRLReason
removeFromCRL(8) SSLigzE# 5 * gt

CRLReason

privilegeWithdrawn(9)
(& : X.509 4™ Edition)

1. EEsprivilegesst B~ij (] 4
W fesl 7 s A ARE o R
¢ * pt CRLReason

2.#* CRLReasonii ¥ # ¥_d
EEL #ogfde - @il § £ &
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i rF [l
CA/RAS 116 7 4 1f
(Attribute Authority, AA) s
TR EElGEPE] g
3.0 CRLReason if § * »* B¢
a1k 15 % (Attribute
ertificate) » iz » # j¢ * 3% Bk b
= B & 415 7 (Public-Key
certificate)
aACompromise(10) TIRAAAE FHLEE
(L : X.509 4™ Edition) (Attribute Certificate) * 2.
T & 4R fh AR RLfEPT &
#* CRLReason » iz pt
CRLReason# & i # ™ gt
AY AN Y SLY.V.\
k2 2B HHEEL B
& F
crlExtension | SEQUENCE OF NEE- BB F T
S CRLExtension (3L : Toengh oo F AR R R
CRLExtension F 44| i chfe |3 P cFVER T s 7 £ BRI T
rEOR EKEED SVER) -
Extension F #* 4] i i 54 =
24P )
.authorityKe | Authority Key Identifier #§ -t | o 3% L =0 p ehE 47 CA
yldentifier | #f i+ » Key Identifiersn& # = | * Xk & % ACRL#7## * ch4
3R RPKIXARE » BB | 4fE70- & > i ACAL #
HEWH R £47SHA-1 | 2452 H 2 DG ERFHER
ek S iicE s Key % CAagwh— 3%RCAG#
Identifier NG e
.extnld AP . % 22 011D)
1d-ce-authorityKeyldentifier
(2.5.29.35)
.critical #ePKI¥ > iR d **FALSE&_
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i rF [l
authorityKeyldentifier¢ % &_ | DEFAULTVALUE > #712DER
non-critical extension » #714 | MG P o pAF & AL E i
critical =g % ¥_¥ FALSE
.extnValue extnValue m’p‘“ LA Ay H_ ¥+t authorityKeyldentifier:z
OCTET STRING f8Extensionm 3 » & Jf & *
AuthorityKeyldentifiers"DER
S8 5 ¢+ OCTET STRING
R
AuthorityK | AuthorityKeyldentifier 7% #ePKI® > CRL#4%PKIX >
eyldentifier | # %4 7 7 3% Optional=ff | = $ * keyldentifiert§ = > @
= » % % & keyldentifier - 7 i * authorityCertlssuer?
authorityCertIssuer#? authorityCertSerialNumber{§
authorityCertSerialNumbertf | i
[l
keyldentifie | keyldentifierf§ = 3 41 3] f& | Keyldentifiersrg 2 = ;% ik g
r ¥ Keyldentifier > @ PKIX1& & » B~Subjecteiios B#
KeylIDentifier & £ % 11 £ 4 SHA-132% S BB i
OCTET STRING 7 #4] ik 5 KeyldentifiersnOCTET
STRING i&
.cCRLNumbe | cRLNumber CRLExtensions? | cRLNumber#§ ~v #f = cp %
r NE 4T 2% % 2e4% )t CRLEA 5
.extnld # » id-ce-cRLNumber (~ )?u
§2.5.29.20):z # OID
.critical cRLNumber% #_&_ 1% d >>FALSE®_DEFAULT
non-critical extension » #7112 | VALUE » #7112 DER%#5 © >
critical enig & 7_F FALSE ol R AR
.extnValue extnValue s 3 4L 4] ik 2_ F2 35 X.5094% % > CRL Number

OCTET STRING - ¥f3*
cRLNumber:z #& Extension

% 0 % g ¢ * CRLNumber:?
DER a#§ i & ¢ OCTET
STRING e » m CRLNumber

DY AL EXF 52
(monotonically increasing
sequence number) ¢ 7 ePKI
P BRI D
CRLNumberig J& 5 11 & &
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i = P % P
& £ % 1 INEGER (0.MAX) | /| % & %571 = 2 e fF
I HCE R A s B o
AssuingDistr | issuingDistributionPoint issuingDistributionPoint$§ v
ibutionPoint | CRLExtension> H p Z 4™ @ | =8 % kF HGFR* 0
L $ 0 CRLEE & & %3
g 7 CRLI=HL AR 12 & 5 B
v Partitioned CRL#1i& * 2
Issuing Distribution Point % 1
B URL e nt > 7§ _pt CRLe
8Lkt
.extnld o
1d-ce-issuingDistributionPoint
(~ TT&L{2.5.29.28)1%?B OID
critical & Partitioned CRL¥ i14.d **TRUE? 4_
issuingDistributionPoint4 & | DEFAULT VALUE - #7124 DER
& _critical extension » #7114 Y SRV - R Sl T
critical g & ¥ & TRUE
.extnValue extnValue m’p‘“ LA Ay H_ ¥+ issuingDistributionPoint
OCTET STRING izfaExtension® 3 » % R & ¥
IssuingDistributionPoint F #%
A i IDER % 8 i 5 4t
OCTET STRING={E ©
IssuingDistr | IssuingDistributionPoint % — | & Partitioned CRL*® -
ibutionPoint | SEQUENCE > p 2 issuingDistributionPoint$§ v
distributionPoint - # = 5 i@ * distributionPoint
onlyContainsUserCerts Himom2i* 2 dfbfi
onlyContainsCACerts -
onlySomeReasons ¥
indirectCRL 5
.distribution | distributionPoint # =3 #% | &ePKI¥ > Partitioned CRL ¢
Point A Ay J_ distributionPoint ¥_#x *
DistributionPointName > @ fullName
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i rF [l

DistributionPointName » ¥ %
1 CHOICEF #23] i » # iF
* fullName &
nameRelativeToCRLIssuer

fullName fullName e 4 4] 45 2 #ePKI® - Partitioned CRL:
GeneralNames m distributionPoint 1 -2
GeneralNames 3 #14] fx #_ | fullName ¥ ¢ ¢ 7 11
SEQUENCE SIZE (1.MAX) | GeneralName
OF GeneralName

.GeneralNa | GeneralName®_1 i# CHOICE | ePKIiE * CHOICE®

me

T

uniformResourceldentifier » -
tdt 9 ¢ s A CRL:%
8LURL - % i¢ * pt Partitioned
CRLE%# G 3 3 s s> Blag

% & 7# cRLDistributionPoints
ﬁ}? otz iant BURLS
1738 4 é%gaf 2]
URL= 2 4pfF o

P
177

73R BHEAER T2 BNE

~

RFC 5019 152 R4 2.

7@ ¢ & OCSP crfRix e ht o

731 % & F 5

APIY g R B B A F G

I NYEE

li g’ Fa )‘5\ F/.ié_;g’
Name)z. 3242 & -~ & %

B A @

\z@ 2& \:.E‘—L f& }:;‘ %';u

¢ ® L& IETF PKIX Working Group 1 RFC 6960 %
MR HE R 2 (OCSP)IRFE - T
P4 7 3 75 P~ (Authority Information Access, AIA) i =¥ @

R ETEE

P h

& 4 39 15 7 38 W) 75 (Target certificate identifier)

A FEIFEE BT
5 & ’? H (CA) = B £ 4 (Issuer Key)\ AEABEFE

& % 3 4 (CA) ¢ fi-(Issuer
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1 48 4 %5 e i2 e 32 A% - te g ] BT
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FEPRAR o
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Pe BRGNS T REp P
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PEREIAET] | | RERRARE OB foftd o f S b
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e ERBAERF R B PR E R W

Force, IETF) e VB e BOIE (T J R W o
gm0 L BRERG ) REVGEDAERETE -
(Issuing CA) FEOEFREBE - EFBEREYT S NEHE
%ﬁﬁT%ﬁ%%ﬁo
f*ﬁfk‘nfkrﬁ"{: 2R R B g (doif F )
o o C o R A E T ALEd vl F ‘i’fjiifn‘*]‘ﬁgfﬁgé“
# % % % (Jurisdiction 2 4y (ZI b :1;: P
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:![J.éi—ﬁz}?‘_l_abﬁ kd m rjm\? 4 g (—QY'_E # )rT‘J yES
WL iRZEXD o
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EJurisiiiEii ::f SHECFEIBRME T SR To g > e
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Wew g R AR B T F e H K
5 s ¥ (Ke (%4 2 0% )40 Ledp B R {7 5 30 2t 3o g
g;;:rovw)?! Y FrikeiE R R 1 B 1B IR A
02 BAAT - 2 B RT o kAR R
o dEF Y S ink o
% 42 (Ke .
Ejlan;)( ' LR EHHIIE 2 2 TR JL AR o
Bl EE AL A B T
I~ 2P 13 £4%F AU L4cBom ptbed i
& 4 4(Key Pair) 3 S BT LR kT LR -

2 KEY 1 AHEINT 1P LGS E hb
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A E)ER T A
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).‘3

3 PFAL S 72 23 4 (Civil Law Notary) ©

&% 75 t(Legal

[

a&aaii PER AL SRR S HER A R

Existence) FoRFis M S H B E A .
# E 25 (Legal % EV SSL Certificate Guidelines #2 #5 it z’ﬁ%?—EFF S
Practitioner) TOHA T RBERERY GASTELR o
B G sy %% EVSSL G b & 22y - 28 F B s
( Maximum Validity | ® Fﬁ- A 3318 s ik EV SSL Certificate Guidelines .
Period ) 27 &% EVSSL &% ek £ »cp o
PR @S @ EEp 02 R S
BEFESPE L2 BB Faa S AT s RZEER
, B ERILE I R o B 3 T RS L i
it ) pl_ﬂ('al{i" F)A S oAk R B OR £4gT O
(Non-Repudlatlon) ) e - y
P BECER 0 FEY EFT S AL AEHED
FREKTEF o iz 3V R AR

FhEF £ A p B

7 % 238w 75 (Object
Identifier, OID)

I~ 1/ FH AT o2 vi- 358 ZRE
N | R M2 R I e ,‘» kAT ET 2 Rl R Ve
BoET R R 22 S B
BHFCR G B g A L AR B
- (Bd i icE ARALP S AERS 1 4
% 20E% 438)

2 % W 2 AR B HESORER chfu]a) 3 o
B E R R A RN T 03l
M= RS R o Gl B & AR A
BT LS K R P B R R R b
RS NPE

\

MG EA B T
Online Certificate
Status Protocol,

A g 7 K i 15 £ (Online Certificate Status Protocol)
L1 R GERAST REGEEY B 0l
AT RREGEZ G B~ ,.;;::%ﬁ) :

OCSP)

& AL e L‘?‘ ' / -
ﬁ%‘ FRE?‘}(EI;CSTP d B E LY SHTRBREDR T PIRE 0 Tl
Responder) 3 R ATEIE S B B3
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MG EM RS T
#7(OCSP Stapling)

- #8 TLS 1§ %MK & ;15 ¥ & # -(TLS Certificate
Status Request extens1on) PV R AR BEMR R T
(OCSP)= 5 ¥ — fite & X.509 Gz s e 2 o
A REEE o kg E LD OCSP v i PIRE
g4 T4 (B)4e3 o) pF) ) 9 OCSP Response
T & T K> &F - =t o TLS Handshake 4~
i AR Y o e b € K-t A7 (7 OCSP Response i# %
Br 2@ RETE) Y 2 FF&E% OCSP
Response 7% #xtm 2 * g » CA 4 i OCSP 3~
Fodopt WL 2 F 2 %3 g TLS ﬁ}’bvé«*'?%
& CAz R 2 SSL @& & > Fletpdg CA mé‘
SR IR TLS x5 CAOCSP v i PR &
T EF 2 SSLE#ET s A > » ®d OCSP w
e WIRE T i 7 A0 ok ® 2 F R iy SSL e ik
FEF G o

FoRE 2 F
(Out-of-Band)

RN ﬂ;’im@ﬁ;% ,‘i’glgrh@g—’ oo pldoiE #
THRBEONA o TR RO L

¥ % 3 2h(Place of
Business)

& % A (Principal
Individual)

ok 7 k
= EV SSL G R s R Y AR Earenn
BLUES j\;«;?, o

# % £ 4&(Private
Key)

- A Je s (Private
Organization)

i P
X B oy

o B % 4(Public
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Key)
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28 LA EHAMEY 0 UHB R TR G L
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ipd fEEH T 0

FO)ETE

4T P (- NN ETGHETA

SR AT RE
(Public-Key

RSA T34 22 7T IRSA R 5% % 5 A
E4gFpTORF o A R - kI B AT

Cryptography
£ 7 LE R o
Standard, PKCS) FRE R A R
SEEMGAHER | BESFRCRE S VR CRE RF
(Public Key AR 7]%”]‘% ‘fr'PRj"Zsi BL ARERBR I FREY ?

Infrastructure, PKI)

WASHES RAE 2 M5 -

Eqphpk
(Qualified Auditor)

i+ & EV SSL Certificate Guidelines % 17.6 & % &
& F(Baseline Requirements) % 8.2 & 4L ¥ 2 7?"1“‘ 7
R& R T EES 2 g R AR B

o A N
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Government

Information Source,
QGIS)

B A o
THLATE T o RT
L

;a LS ”?ﬁl’\?’u‘“ f?; ig 7

mzfﬁ—‘-_,. 1’]‘33}%&/2‘ fiiﬁa
A A F & A E ) o EV SSL Certificate
Guidelines # # i+ i * % = & & bl T AT R BE B
EaT o ok Bl § 2 2 BRE LAGOSH
FEEEFTH

@ﬁéﬁﬁrmﬁ4%

& PF R T R
&k (Qualified
Government Tax

’fxmﬁiffg MKh o FERS
R EERS R A #Bf’a@mfﬂ,ﬂx

ER - SRR R
2o e J]

Information Source, | fF# ¢ & ~ F RO A (IRS) -

QTIS)

ERepEZFARR | F DL RT R oBFRE > B8
(Qualified Wi AR T B P - AL D
Independent FTHAFT kiR o LGF {AF 2 Lok 3B
Information Source, ER BRI FARS SR FEFTTAFTEHELR
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QIIS) e FRERERCE BFLER S ERIBET
kR
1~ @EIRIFE I eng £ g ) TR %5
i E R T MR B T e
2~ p'}')ﬁ#{l-—ﬂJ, LEELATI SR TR
BEPBEERE T > 20 mﬁiﬁ’fﬁ TR R el Fr
TrREFEFTHEVARL s RFLEFTHPREEH D
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4214 & (Random dOBEP TR B FEE AL 12 2R
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S e R T e f (3 TP F BHEO)
(Registration Agency) mii ¥i ¢ %Fﬁé(uj PRAIR) 0 AB)E B (B
i EREFFRARE ML 0L 4 o)
BB AR AR (DARIRE R IRY A PR e i
FEa U 5. I %\"?'éﬁ“f‘?%&i%ﬁ‘(z)ﬁ— B /‘m‘ F"'}ukgiz
(Registered Agent) # B (Jurisdiction of Registration)shf = jedk b - A4y
T_s i)k d o
P PEE P EREE RN WM DT S a s TP B
(Registered Office) F i ﬂfr/z B2 Fagite po
s FmREEY s b AR Bl e A
3 FRAETF FREHER PP A TFLAFS
?.T_Jl'.t‘ ‘u. fFF2EREFEZFEF RO 2 BEIK
(Registration e
Authority, RA)
2~ 1 B8 f FHEELMRS SR 2 g
*IBEEF -
1~d 24 Bl n_.‘f‘ A 4B —km?iﬁ’&, ‘/,,\ﬁaﬁ{:
F A ‘sf_,:i\« el — X Mm%l o (EV SSL Certificate
Guidelines) o
A 2N ¥ AARFeL 2P H ¢ H LB FoR
(Registration Number) PR o B IO

A fdh B MR 0 A RSO 2 2 FORy
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LT R R

dER R VAR AR S RREEE A

(Regulated Financial o
Institution) Tri s e pisn -
41 #(Rekey(a |#e il s SLp® #2580 #1R % 2 S4k2 B o il
certificate)) #@ﬁ%@ﬁ%ma@ﬁ%gﬁﬁﬁ@ﬁxg$o
1~ B TEX 2 G2 & 2@%73:1 aﬁr;w N A
Mo AL R S R
ARz Pix(RE s BHE)E G AL A Y
[ e ﬁ""z(Relymg 2 ¥R /‘f c(BEFIFTEAERLP FF
Party) R ailf‘;%f:2u+,a,6:§)
NN S AISIEIE T 28 U A SN
FUA G T OB GRS E)L T
W A EF G R EE F oo

15 7% & 87 (Renew (a
certificate)

B BEATER R AR R RERTRRT
R i e

% 17 & (Repository)

1\’#111)(:_]]—;_19&;,},%“, p%.i ‘lb& #Eﬁ‘w i %7;?
% #g % 5L(Trustworthy System) o (1§ F 7% (¥ ¥
AERLPFFEDNS I F% 255 70)

20 ¢ ZABBRAEBHEIMFT DT HRE -

w11 32 (Request
Token)

d B 2 2 e 2 @ > % (bind)
R R AR R -
L& G ,3_1\7 SR B
7 R l!iﬁq'l?%ﬁﬁl
Fhpev e AU T AR E- o
FfReREA WP E 4518 30 % 2

e pRaF R P s HE - - @Y § o
A R AR Sk R
7o

%2 R RE G R R 2 3Kk
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TR feinie s
(Required Website
Content)

~ ke d BRI T

g IP i=nt
(Reserved IP
Addresses)

TIANA % Z_5 %5 0 IPv4 & IPv6 =4t » %8
http://www.iana.org/assignments/ipv4-address-space/
ipv4-address-space.xml &2
http://www.1ana.org/assignments/ipv6-address-space/
ipv6-address-space.xml

& 7 B 1+ (Revoke a

BRESG RN o e B R (F

Certificate)

Hefigr g L3 o ez et 1 47 x5 B(IETF)# (70— (7 F &
(Request for Gro @ 7 RERE  UNIX foie 2 e RALF DL
Comments,RFC) o Ty AR AR S B o

% > 48 A& K (Secure
Socket Layer)

d 4§ o 7 (Netscape)dt ) Web i1 50 & P #1d% 1) 9
FE e v '3@1%]*1’%?9 B GEFAND S DAY
FEERZ R FE RN RIRBE Y 2 T
/};ﬁ’;‘g] o

2R TR ATV AR R ThE A
M°£%m%?%%»w%mHﬁPﬁﬂ%RMa

) gfﬂgxmiiﬁﬁ%fﬁﬁixﬂ o&}:#@iﬁ_
%%i+. %%&ﬁwaﬁﬁbm AR
E R RARIRE LR PIRBREL T o LT

2 Mz -41 X % @] & % 2 (Transport Layer Security,
TLS)

% & 4(Secret Key)

i%ﬁ%“@m&%iéﬂﬁgﬁﬁywuféyﬁf_@g
B FE Y password ~PIN & &2 ifsh 1 (& PIRE)
LR enH B AR o

H-chgdgd &> £33 0 B3 % e iBiEn

A Jok S % R R LA o gL H A AR B

-

m
- t—!—_i'ﬁr "I'T%Fim,ﬁa /z‘i o™ o
B

ER 4 LR - 5 ikdy Tk ¥ A R L Ao el i
(Signing Authority) i+ 1"3 }Ei—%z o
T%f&?ﬁ%}ﬁ*ﬁ ftl”b}éj ?ﬁﬁéé’ﬁ’)ﬁ%ﬁ AR AERY > BED T 1B
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(Subordinate CA)

BREBHETES T HEE TN T LRSI
G S -

* = (Subscriber)

1‘ﬁ@%ﬂ#@?*ﬂw9;@’-h 2
AR E AR EL P R A Y o (B
Z*'F%é-g)f%i\ﬂgiﬁ}ﬂ 1% 1 -_‘q”—_i), 2158 5
%)
2~ BT A2 f@;gé‘r L E (e A FTE)B A~

’f#“lppﬁgg@ ,,;ZL’_%L
L”ﬁ@@J”%?W’.L@
BAe] L DR £ SRS TS £

A.

CAL72 g#lbEEH

F e ()
(Superior Government
Entity)

WG Ra g  JY A 57 g2 4
FArim S s () -

Pt A v ORI
(Technical
Non-Repudiation)

TR R T E R L E T T R

= %7 (Threat)

“j‘]‘?}‘% ARV T (R E - HREELY
R MR ARG IRAN)E P RN E o ¥ A L3R
@ % (Inside Threat) 7 *} % ¥ §*(Outside Threat) o N
Pl R 7 nbas@p Jr*mﬁ»

40 - Lt BB PRGAE %\'41"{';\ £ G
S d e bR Ay kg “’3#\““3‘/‘"\“}&’ L

WA SR G B 4 (f TR~ K
BT~ R 0 B Hg o JEETIR AN B A o

¥ 2 (Time stamp)

CARERES Rl S ARE Ll R L
QLR S iE = T B2 e e S Y

£ RSk ERE B 4L F R

gy 2 ¥
#3% 4 (Translator) LR B R
I — =3 S #- 127 %
Iﬁﬁl% . R‘ 1521"_:224:@6)1)z i—lﬁ ”Zj p TSST};) SSrI;IJi el
’ T' - =
(Transport Layer Tk-B A (Transport Layer

Security, TLS)

Security) > P % & 51 * ek A §_RFC 5246 > 7~
T TLS 1.2 #5 % 107 # 4 * IETF 2 2 B ATim + &
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TLS 1.3t 2 e

% ¥ i H (Trust List)

PG FE o RBEA Y I EEE -

" 15 7 16 7 (Trusted
Certificate)

% f—; g\'”?&:ﬁ.z P:’-r]':‘ i v "_"_E} b fg.f #i¥ 3 VB
18 g T o LL*\F&L{‘\:‘ Bre Z OB BT T
BT 2 Aski 0 A ALD G A -

GRER - )
(Trustworthy System)

B4

ETITR T RTINS B

1~ $30 0 &2 5% 5 4p % chiRdEs A o

2N BELEHPT M TR R D Fk (T o
3 F EHFIF RSN

A B1 AL AR E MR- K o
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g R % 4 & EV SSL Certificate Guidelines % 11.11.2 & 3
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Letter)

2 EHkREL LD % 4 & EV SSL Certificate Guidelines % 11.11.1 & 4L

(Verified Legal v it oo

Opinion)

W ehgh s ok = & W 11995 BV SSL Certificate Gu1dehne %13
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S
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