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CPS Certification Practice Statement & P'Ff AR AN
Hdsr 2 o
Ees - S SN 8-y e
CRL Certificate Revocation List 2&:&% =7 1
DN Distinguished Name FE- AW LA
.?l ijq? //:‘4 ‘-/L»’ %ﬁiix 5
DNS Domain Name System 2};&0 o F ik
DV Domain Validation PR FLHE2 o
P 3 fi g;ﬁ‘gl@ 74 ¢
eCA ePKI Root Certification Authority vl

107




CHTCA CPS

R > A IS &
EE End Entities E B A HER2 o
PKI Chunghwa Telecom ecommerce PERROR SGAAL
Public Key Infrastructure Ko FLHE2
FIPS (US Government) Federal (% BB 20 2 iR 8
Information Processing Standard F L e 2 o
2ohve L RR LA 20
FQDN | Fully Qualified Domain Name , l, F AR g
s 2 o
[ANA | Internet Assigned Numbers P R B LAS A R B AR
Authority, [ANA S0 a2 o
IDN Internationalized Domain Name R i3 L FLYER2 -
: . e MEREL O AR X G B
IETF Internet Engineering Task Force S0 D
v Individual Validation BAERE > FLFE2-
NIST (US Government) National Institute | (¥ B) K 7d& 3§ o iisr” 3
of Standards and Technology ENERE SR S
OCSP | Online Certificate Status Protocol SR T o T e
OID Object Identifier Pt ERuEg o KR HER2 o
ov Organization Validation R S 0 NhE 2 o
PIN Personal Identification Number A BB o
. SR EKBEEEE S
PKCS Public-Key Cryptography Standard 9 a2 -
SR & FX o 2
PKI Public Key Infrastructure o ;_'2‘ ﬁﬁﬁ‘k?{ w3
QGIS Qualified Government Information | & ¥ e kik » %
Source 0 2 o
QTIS Qualified Government Tax & R rT AR TR R
Information Source oo SRR o
RA Registration Authority PP SRR o
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MR Euyi B LA & Y
RFC Request for Comments ii;@ ELAS 2R
SSL Secure Sockets Layer ZFERR o FRE2
TLS Transport Layer Security i ﬁ%l &> SRR 2 o
UPS Uninterrupted Power System FETE AL RRHER2 -
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s ¥ 2z

'l‘f’_%?‘ 2 s P ‘3;‘, ﬁfp’ﬁ
7 B~(Access) AT IRASLE i 4 o
CRatsad oo v F o AR e faga F
(Access Control) | 3 & Se 3 ik i3 Bo 4R 'L B 42 o
Eads T ’&_’Bﬂ%@%ﬁ‘ngﬁ(m Yo # j\F'B}é-tf‘ mé}gﬁu( =

- FI‘ T —ﬁ Q y BE AN z = =
(Activation Data) g jr = i) T EHITE 2 R FRLERT

£ G
(American Institute
of Certified Public
Accountants,
AICPA)

B £ & g3HEF 2 ¢ X 375E The Trust Services
Principles and Criteria for Security, Availability,
Processing Integrity, Confidentiality and Privacy & 7]
E®2 8+ ¥ % WebTrust for CA ~ SSL Baseline
Requirement & Network Security #% 2 # = H {* o

¥ 3 (Applicant)

v EEWHY FEE A FARIEREF TEE
B % 2 oo

H(EALR Pﬁ’f I%#i%)/”\]x'ﬁzﬁ”“ﬁpﬁﬁffi'ml’?
¥ fin(Archive) B T OF R L EAEPIRIE T RIA N R IR
HET o
RULGHTBRT AR 2R AT [
#-7% (Assurance) A z&lfi%_ﬁﬁ%?\ MEFERE IS8 2ES 1
78 |
EEE & EAPEERERE 5P 2 K &%wLaﬁﬁi&ﬁ%

(Assurance Level)

AR AP R ERE |

47 (Audit)

PRl 4 SRR R B R R MRS
Y¥EARR X G ] ﬁi&iﬂhﬁﬁw%
sl a AP REE AL o

(Audit Data)

R A PEROE R 2k S S
NHEERF A RS 2

~%] (Authenticate)

(D%¢+@§ﬁﬁbéig%ﬁf%*ﬁm&§
- # 42 F - [A Guide to Understanding
Identification and Authentication in Trusted
Systems, National Computer Security Center]

2) % 5 BAgDT L oapE gL o

"\ N
FEiRHE B4 2
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(1) &= @™ H T E AL L AR ARR AR o
[NIST.SP.800-63-2 Electronic Authentication
Guideline] -

(2 * e FTABE LSRR 2 F 24

ﬂ'\%%pﬁ_]ﬁ A ;Il'i_»]’{;*—j;— 'j‘i#éé‘?‘—*\)m*gKQ7 = /é"— °

Ful fe =
ii tj}fijj . (3) #Fw| A w| aE M o [A Guide to Understanding
(Authentication) Identification and Authentication in Trusted
Systems]
@ #73) e4p 3 %] (Mutual Authentication, National
Computer Security Center) € 4p % 2 & {73 3%
B e > gl AR T EER] o
5 B i A
AT IE | 5L s Bk i1 2 (OCSP)w fis 7R B IR 1%
%(Authpnty kB BB ES ﬁgf#,\ 18 B B TR [T T ;\. >
Infomation Access, RE Y = O R ACE S NI RS F TR A F P
AIA) o ’ "
BT
* ’??B\ ﬁa—— .@;#& i e Bl L2 BE
BHEPHT &% e fﬂﬁ;ﬂiﬁaj L b h PRI
. .. _ |(DNS CNAME lookup) #r # % 2. FQDN #¥ i%
+ * el I % FQDN ~#
(Authorization FQDN® ™ & 2] st B e 902 Ao Q

Domain Name)

2T % 7o MBS e JAGA 12 FQDN
ﬁx;i%ﬁ%“’f“rp Fr 3ol ﬂ%fﬁ-?ﬁ\,; Gl
‘BRI S BRd(label) B T8 ] A A LA

X Vit TR A BEARY E‘J’Hg_ix?i |4 3 Bk TR
(P o

# i»(Backup) ;'3-? e fe 45 v BEFET EGRZT o
i e £ EFQDN) - fk it

A LR

(Base Domain
Name)

P % 47 41 (registry-controlled) & = B F & ( public
suffix) = % - Bis LfEE B b £ i
&> B3 k(6] 40 T example.couk | &

Mexample.com |)° % > v & Bkt ¢ ﬁ;(FQDN)ﬁ}»{«
¥ 2 et {4 2h(domain name node) > AH TP
1= 3% (registry agreement) 3 ICANN 2R#:. 13(ICANN
Specification 13)eid * 78 % e & H(gTLD) Pl
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R LR T L A AR L -

d  CA/Browser Forum #77% {7 ¢ [ The Baseline
& ~ & F(Baseline | Requirements for the Issuance and Management of
Requirements) Publicly-Trusted Certificates | 14 2 $Fi&i» % i #71%
SIE R 3T o

T o b et &b i b1 et
(Blndlng) H-ch B JFEI B e B e ‘% IF»L@ ,.:g;(‘s‘a‘ =3 )m@ A% o

)& ;ﬁ%*ﬁf& ?gﬁ' ® )7 o~ ;:4 J o
(CA Certificate) L i

. N
SEPIFERI | g ppn T REEBHEEL L 0P LR
(CA Key Pair) ik et - &

] - d £ B+ p X £ 2 + & (Carnegie Mellon
fed SRR R University) 7 # %8 1 4% # 7 #7 (Software

(Cap al.)ility Engineering Institute) p CMM 2_ (& #% 1! enig 374K
i\r/f‘?e t;;‘?i'oll\l/lodel ACMMI A5 2 B g * 20 id - B e 7%&
CMMI) ’ el S g R R JUR R AR s Y S )

i

(1) a7 EFREFH - * U
FRZLFAED [T F ‘é
]

(2 F2ZH=FR P F eI
AR HDRERE -

B-? ’.’”_7\ ?%ﬁ‘i\;,ﬁ/é,\ o

}

w c*‘

:%%&K_E’/A,\\
E % 21E% 6

1§ 7 (Certificate) Cv % th B &4 -
D&%z 7 % -
E BB gE -
AATFEARD R 2 hl g %%Hﬁ— [
ITUTX509V3 » 2 A d TRz Jiﬁ\J Wiee P
5 % )& ;ﬁﬁ’tﬁxiﬂ = —4 vjljlgm@
GHEPIE (O BB BELBY 2 [ AR S 255
(Certification 1
Authority, CA) 2 X
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(aé%“%%eezﬁé%ﬁ L T
7; ITU-T X.509 #£ 3¢ 2 \F'“!M‘ﬁ%lﬁ %2 B

’b‘gﬁ—%‘ L 41' G FE A TR o
PG RIS CAA & L f & 5L F /R % & (DNS Resource
w g% Record) i 3% Je 38 & 4L & sz p;;y«; ﬁ%ﬁi’ﬁ "fﬂ r
(Certification BHEBH(- BL I RB)ERBI RS - 75@_ %
Authority g o F CAADNS Resource Record o372 %
Authorization, B2 BT SR I ML 2 1§
CAA) % ok % o [RFC 8659]

(CRGA A Bl
' (Certification
Authority
Revocation List,
CARL)

RO AT St L
G TE)2 BB o

18 7R
(Certificate Policy,
CP)

(1) & LEHE T 24 % SR FL LR
E!'J GHAAERT DB TIAFENL LR
AR [BEFBTEAERLP EA

—?—E ¥ 1E% 2% 35]
(2) ’&Fﬂ;c‘aif’e SEEREE AT HTF AT
fogﬁﬁﬁm? LIS R A L
gc;a.,»&?ge_ EARM 2 2 2 AR B s
MALfES R R 2 H B8R LR o IR
FCRTT B R AIE G % > ko
WM G TR S o %’%d o4 B e
BHEFF N BEAKE B AP T

T EF TR TF E DPRIE o
(1) ¢ ;ﬁﬁﬁ%‘ﬁ- IPNESNN BV §is 2@;%‘,53,}#%1}
f&\:ﬂ_ﬁ 52‘]%“41‘_& L‘;’%)&?"‘;@@ 1 1 ;:.‘»;E.?jl‘ ]F%ﬁﬂljo[éﬁ
# (Certification FERER 2R T ]

Practice Statement,
CPS)

@
\*"\}

TR EEBEREFEL TERAE(FHEET
;?r ‘)%é FNEHp 2R T;gxg;)ﬁb*j;i% «}\(% ,:
FALRRR RS2 WA a2 g L) EA. 2

)& F-B-*)\—S' 97\‘ 3]
(Certificate Proﬁle)

K % » # {345 Baseline Requirements 73
L€7§r7‘i§§7ﬁ’§ BN FERES A R Ko
i FIHEERARY R -F P FREHE
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WSRO E R # o

& 7E R ARaR 2 0 &4 ALIR ~ B ET (misuse) H s fEEE
(Certificate ST BRI M BREAIM T 75 L,
Problem Reports) | 37 o

(1) G > N EF > X7 R W H
&R T R b%\,” Eg\;ljo['&%{?ﬁ,ﬁ%%ﬁ%
femﬁjate Lict FPEARERELFE 2 fr,'£ % 871]

evocation List,
CRL) (2) & &EBHE. ‘apﬁéwﬁiﬁf HYefid pgw
BT ESF D AR P 2 Mﬁt@ 2 B o

v £ & g LT
¢ (Chartered
Professional

Accountants
Canda, CPA)

BERE D ¢ 5 3758 The Trust Services
Principles and Criteria for Security, Availability,
Processing Integrity, Confidentiality and Privacy ,%
FIE %2 8 ¥ 5 WebTrust for CA ~ SSL
Baseline Requirement & Network Security # 3 2.
FRHE o E X PO TEY LA
Canadian Institute of Chartered Accountants ° ‘{ﬁ'@,
% CICA -

Et)?” F‘ﬁ;%/@/ﬁi'j\#\‘“j}:’}’% ‘;E);Pﬁ%j{i\;(?i
* N 2 ) > - S 2 ., N
(Compromise) B EAGRETL ‘5‘5 2 R B N 18R~ B
*E\‘iﬁiﬁ 0
ﬁﬁ@'rﬂ; 3 .
] /\—‘%1 #\ @1' !’}:7; Iy ‘\‘B‘"q‘} °
(Confidentiality) gﬁ SRR ARR B AT

% 3 837 (Cross-

i BRI E Y (Root CA)Z FaE = 17 4f B
- BEE > B - BEEPBHEERECA

rtificat .
Certificate) Certificate) » m L% = 1§ 3F o
TS e B~ e sl Sk s * UHFR
(Cryptographic BB R (0 FRBIALZ) TR T4
Module) ol SR ey 2 N
FH A M (Data | FHRAEX RAGRES L DL RN E A D
Integrity) e

A B
(Digital Signature)

MR SRS AER NEY L -

ERZEETHE NEF A2 PR AGHE SR
VR FEZT T EFLHE ,5%4‘3;155;?}5,3_% o [&
—?’,‘g,%iéaiz;f_ 3 #]
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Pl DHEBRA
(Domain Contact)

el L ALPRF% Start of Authority & 4-(DNS SOA
record) 2t E_ A A# ¢ L f2. WHOIS % 977 » &

HiF D RIS LR N BT e
o e —‘F’i‘ (Domain Name Registrant) ~ 5 85 & A

(technical contact) ~ & ¢ I B % 4 (administrative
contract)( &% _f RS TE B k32 % fE(ccTLD) ™ ¥ %

G4 ) ¢

45 ¢ H(Domain
Name)

AR LA AR 1 B & B (node) i
(label)e 7= T3k [P i=nt 5 L &7 % % efh2 ~ F ¢
W

e 38 ;ﬁg‘ﬂ' iﬁ
(Domain Name
Registrant)

FORARAL G R LA # (owner) > 2 £ 15 £
AT R AN R R RAARR R LRI i
(Domain Name Registrar)zZd 5 & 3 fEfi& * 3%
BOLAE o TR AR R AR R 4 & WHOIS
7 % TRegistrant | 2. p 2R 4 &% 4 o

# 4 (Domain

Name Registrar)

FXUT BB A FA R FRER (DR
PR L H A S5z ¢ < (the Internet Corporation
for Assigned Names and Numbers , I[CANN), (2) &
P L FFLP ¢ (a national Domain Name
authority/registry), # (3) % & 7 3 ¢ & ( Network
Information Center)% H 4c B! 4 ~ ke F ~ A & ~ %
KA RNREA ) TR L 97 W (Entity)
Rp AR

K %&- &k
(Domain Name
System, DNS)

*Okp B TP Rkl 2 LA T TR
BE o

ER L %&- ki
RIS %
& 72 5 % A (DNS
CAA Email
Contact)

~

Baseline Requirements A.1.1 & #7 %_3& 2_ #8143« gt o

R L %d’— & ke
TXT Record 3 %
A

(DNS TXT Record
Email Contact)

~

Baseline Requirements A.2.1 & #7 %_3& 2_ #8{% 3= gt o
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SSL B2 B3 &ul® ¢ 2 By i A g

3 S (Domain | W% 22 BN R A P4 el ‘J’—’% e Al
Valiadition, DV) SSL G282 fexk > ¥ % i TLS 4v il if > (e &2
:rt"lg’ \::KP&‘—_‘L'J:-\I}%’% —}5‘ {Eﬁt o
B 2 >t d T3 2xdp ' UAe4opF ) (notBefore) 2 5 »cdp '
<k pE R tAfter)s B H v ie S 2 G TE
(Duration) % 'o ) (notAfter)™ 1 + 4 | & E W
T &+ 7 A(E- R (ER LR RR)IRET §§ P
commerce) % AP BEPRAE o
BAARFERY ST AR

B A
(End Entity)

(1) £ 7 ez B*EEDT R EMHGIEF F

(2) 737 BALEREEB TR F GEDE =
(7 24 %iﬁﬁ%#‘a*p R {’ﬁpﬁ_%}ﬁ# )> 7
BB ﬁ@”*’ TRAR R
I (Account) i ’é (Site) -

X BREE
(End-Entity

ER BB BHOEE

Certificate)

PETEOR

o 2 HIE K AP i E T BT I EaAAR
(Chunghwa ,wanwa9ﬂ$Lﬁm§&$2$§%
Telecom o B RS R s R

ecommerce Public
Key Infrastructure,
ePKI)

L iz 1§ FE 5T
KEZLR§
(Chunghwa
Telecom
Certificate Policy
Management
Authority » § F-

ﬁﬁc%‘;%‘/@i Re)

L B2 peha 1R BT R758 22
B esgAAEXERERLE T+ 683 Wm+ﬁ
BXTHEBEBRSE LT ELEE ’St&ﬁém‘
VAR AR REET AT EARIT S EE
FRER -

':‘F}/-‘) 7% 4
&Pﬂ-;&

?iﬂﬂ'uwPKI

PETE OB EABAFEXINEH t&fﬁ(Root
Certlﬁcatlon Authority, Root CA) » eyt g & 3% 2 B
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Root CA, eCA)

ERAFERERY B ETE PR E S H 2
B &4 s T2 AR -

Ti 2R F A e JT
# (Federal

Information
Processing
Standard, FIPS)

 F BT EEOHI UG B 40 SO E
3R R e BT 2 TSR R H Y R
B > F RARE L FIPS % 140 3L45 2 (f 4% FIPS
140) > FIPS 140-2 #-3mice® A~ 5 11 55% > 3

FroE-BE2FTRFELVELIL4PE2ER

7 L 4 (Firewall)

BEATR(R )R 2R A R E L W R
B EE X

BN
#-(Fully Qualified

Domain Name °
FQDN)

I ¥ g TR B Y R ) P R
LR 2 AR L 7AW CHRIE
) B ® B LA R s e 1
ourserver.ourdomain.com.tw & ] > ourserver %£_3 %
# # > ourdomain.com.tw E_% ¥ ¢ F o H ¢
ourdomain £_% 3 & $ 3¢ & 4L > com B E_K Bl i
¢ #(Second-Level Domain) > tw B!| 2_F #§ 78 & 4 38
% #(Country Code Top-Level Domain, ccTLD) - =
rre LR LR - R A AW LR -

¥ 12 www.ourdomain.com & [ www E_ 3 % % F
ourdomain #_=t %8 %L > com P A * T s
¥ ¢ #(Generic Top-Level Domain, gTLD) -

¥R KGR R

BEWIET 57 4 BRI AL DN IR

(High Risk FHEEF AR BREFIOT 47 SRRy 4N
Certificate BARERTZARGNLFE FALDRIES
Request) (i 3 34 & B 0k e 3 ~ Miller Smiles 4 B 49 4.
71| % (Miller Smiles phishing list) & Google &% >
it 71 % (Google Safe Browsing list) » & 1§ & # # i
*H NI R G AR LR o
R ALK R SGR(R 5 )R 2 R &
F3 Ve [A Gulde to Understanding Identlﬁcatlon and
kel Authentication in Trusted Systems]
(Identification) , L
B dp e i 2 L?ﬁd——’r 'ﬁ @ 1 Ag W}*"m” 3 b
I g FREL L RS o
B A EE SSL & # ﬁ’?@ﬁ."t“‘ "‘f %E;‘”L*J‘?t’fi‘;_ JB nAr e
(Individual 2l LRFIEG T RRIGEDEE S B
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Validation, IV) BB gt 22 BAEL Lo B KB A KRET
SSL B2 4zt ¥4 & TLS 4 1§1E » ATiE 3%
Jerk 2 ¥ gjn— BATREGRET R 2
o
$FEW AR A E A SR 2L A R o
% B M (Integrity) | FAKRA QL > 5 @ F R Pl ER B AT

Befcenp B¢ 845 7 AL 5 e R -

e
(Internationalized
Domain Name,
IDN)

1%@5 P“ﬁxﬁf‘ r'%?— —L/]’é\? I'E}'*jriwpéﬁ
’?}}Pj‘\(SCI'lpt) s« 7 * F ~(Ahphabetic Character) > 7%
{s *2 punycode %#g > * > T X ASCIL 3 # 8 9
Bl LHPRAR o

e VS e B2 5N RE A

Ae 1% 4 (Internet FRpREREREERERY &% P nk ~ L
Assigned Numbers | f-% 3% % B v Sz w3 o

Authority, JANA)

s zg.ﬁﬁz feix T emep iRl g {odid o F 3 ki
%] % (Internet https://www.ictf.org/ » £ FEF £ HFd 2 WUF &2
Englneerlng Task | #iF~ BRFEAFR R P B PR EERE R
Force, IETF) B =R R G

EREEBE | HY 1 REBE T R REESBEPET
(Issuing CA) P BESDEEBERE -

& e ¥

e o X R S
Pﬂfwmm%ﬁWﬁﬁﬁW%?ﬂﬁﬁﬁﬁ’&
EERRDERER D BL LB RS

> s F

(Key Escrow) A0 F F0 SV BART - SRR T kI
RO T PG P b o

&M

- i U - IRRE gy R 2 o

(Key Exchange) TS a2 W
B EEF AN e B T AL
(1) 27 14 24" R Locg > a e gL

4 4% (Key Pair) R R G 1 d AT IfED o
(2 KHY 1 3 4840 | $ £45K3HE o

ERA )T Feno
77 B3 (Non- | HFRBE S REJEFEP Z FFHL SR
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Repudiation)

.‘-

BlES il AL Fa 5 BB R
FM% @wﬁ ’Fﬁ\#"”}.fif?ﬁ_} —ffﬂ?@m’&'ﬁa
iz F](1 117—4)5’;‘7"&?%3{'-%4\435%'1
U RBEREEROFRESER LA Y
Rethf % 4558 % o L 21 03 7 3 e
B2 RET AR S A -

o 2 e
(Object Identifier,
OID)

(D)1 3= s o4 2 - 3R > 37y
RGO e BRI e A3 R 2 3 R e 1
0 BTARY - 22 R BRF
S ,’&?ﬁ_f{?ﬁﬁ?ffpi‘ » H b (ARG EE R ;uﬁ—:
2 %L - [BET FHTERAERPPEAENS
13 % 2% 438]

(2) & F% a7 2 R84 (1ISO) 3P dhi w]a) 5t
AR R R FP AP a7 s
Bt RS R o Gl b S B SR
R T LR KA P R P g e A
O RARIF B2 o

B E A
Z( Online

Certificate Status
Protocol, OCSP)

& ¥ K & 2 %_(Online Certificate Status
Protoco)_1 Rt GG AR T @ RHGHEX
et AT AT R RGHE KA (B]dre B~
LEQE I

AR
T i PR E
(OCSP Responder)

BT R R R PIRE F
~mﬁﬁuﬁ@@@#ﬁﬁmit

G FEMN
T 77 (OCSP
Stapling)

- #4 TLS/SSL & 7Bk pP ¥ E # = (TLS
Certificate Status Request extensmn) TR G
#HA T (OCSP)= 5 ¥ - fatk & X509 &3 K
N e
Ak AiE sk 6 F A9 OCSP v i PR B
P85 TP L3 (4o 3 -] pF) 50 OCSP Response
TG T k> &# - = 7 TLS Handshake 7%~
beiE AR o fexb € -t 753 e OCSP Response i#
BHEF 2@ F LFTE) PR T &EZ OCSP
Response 13 #xitm 2 * g CA % i# OCSP 3
R et TRAY 2 E LR FIRE TLS e ban
7 &w CAi R H TLS/SSL @&k i o F ;‘Mrz
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CA i ¥ -

SAEH D TLS e xbd§ 3 CA OCSP w i IR
ETH EF 2 TLS/SSL &7 »afiit & >+ # L
OCSP w J& PR B ¥ 5t 7 ff')i TR H pé/ﬁ%
7% TLS k' f 5 g o

FARE E
(Out-of-Band)

A - ALENBEI L H B E S e b
TR AT AR Y ML L
RE XEA o

B ,?7%& R

SSL G & # 42" »'% 1 BB R R 22 e
r;f]e_j";# BT P RREFENFEE KBS E

(Organization B 22 -E'—]%“E\‘ B A Bz Bk f“"T’ 7
Validation, OV) SSL 1§72 fext > ¥ 4% ik TLS 4r i i > Frif 3%
rb2 Py K AR AR EET R R M
(na%i£%+ﬂ’%uﬁ4&ﬁ?i*$%°
% &4 (2) btef3 % RHY 0 T UHBH TR IEF 4
(Private Key) o °
RELE U AR Y Ty
(1) &% &p3t? » ¥ NRFEEZE T J g
‘[ﬁ o
N Q) ttefBp A4 ® Y NHBRTFT A BPE
(Public Key) &%

~H BB E
1% & (Public-Key

RSA & FLE 2 P T D RSA 953 5 R
£ Mg renid ¥ T’?}B’fé - AP B BT

Cryptography gL L, R L ER

Standard, PKCS) | 77 o 0 R s AT

SREMBEE e G AP AR KA RE R
# (Public Key ﬁﬁ»%ﬁkmﬁiﬁg’&%ﬁ?ij%%ﬁ*

Infrastructure . F

PKI) ’ RS RBE R NGB -

BT RH & L A & f(Baseline Requirements) % 8.2 & 2 %_
(Qualified Auditor) | z_ R o rEggE €3 LEF £ 52
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T L FTIRFORTEE LT B EVHRE

A - B NRET R OT R K gk
Lfenrc R | A B AN 2 R L F e AL
% i (Qualified GRS R SER S *’“ﬁhzéﬁﬁmiﬁ
Government R 7 E 2 R ) o CA/Browser Forum 2
Information Guidelines For The Issuance and Management of
Source, QGIS) Extended Validation Certificates # # i+ & #* % = -

R AT F Tkt 52 2 &
T AT e R o

& ¥o chrT Rrf e

ﬁ;%iw)iﬂ ERFEFFARAE FEMe gL e 4
(Qualified LB S B A AP B T T e B 4ot ) epd

Government Tax
Information
Source, QTIS)

7f —E\T}_L:‘ N @Z]m@?];fﬂ,)%‘:(IRS) °

“E% E(Random | 4 BEPBH I URELY FFEAL S 112 =
Value) 2§ B (% - Entropy)shiicig o

(1) é %HF'Q:§ pE- ’i'& Z. LA ,\ }%r} » 12 A
g E%‘)&ﬁw]?—&?F—W—T—v“""u{?fﬁaf
=T NN ,— v 5 4 . sk e s .
EE: istration e g‘%;{%}%g‘ﬁgifﬁ’ TR 21§
Authority, RA) IR SR

’ ()L BH > fFHIEEL M A 2 g
3 REEEE

41 = Rekey |Fe% LB AT AR P AT * 2 f4Rj2 Eod
(a certificate)) £ SV ;ﬁd HITehao B &4 6 F v kid o

1) RfarjeX 2 BHE 7 * BHEY “T{2 2B &
Wi M RELEE T F 0 S RREEY e
LA P R (RE R B BRAT AR &

R R A M By [BREF B TREARRLPF
(Relying Party) BEPELIFS 215% 638

(2) &~ & %%kﬂég Bz B g R (B
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EACLIRE S TS TR+

N

5

Q.

BB P (Renew | F5d E#ATERE MU E OB EGERFETRET
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(a certificate) L3 PR R o

(1)“ MG ERARENL B EAAM TALT
MR % ¥F % Fu(Trustworthy System) [& éﬁ“? jiz» ¥
(Repository) ARETPERERNS ¥ 20E% 73]

CEFESTIIEL T w&?ﬂmﬁﬁﬁo

EREE 4 S EA gurgg. $ 2 i o B2 (bind)
f*@ A R A Ukek
@$§F@$g%*ﬁ£%$zaﬁﬁﬁ°
Fhtiev e pERUL A

Hhtev e 22w F’“\ﬁm MEERH R 4

e 3
¢ 5 PR R R TR B 45 30 =
e P F R
(Request Token) PRSPk AR LA KRR
e FRERIGRPB s E - - @ * g e
BREBHS iz BT PREE BT PP R
e
PRSI SR EEXTREF IR RAR L
HEER AL ZABBEREIEFTEZ o
AR R b p -

% (Required
Website Content)

IANA % % 5 %7 0 IPv4 & IPv6 =kt > 28

g IP i=xut http://www.iana.org/assignments/ipv4-address-
(Reserved 1P space/ipv4-address-space.xml ey
Addresses) http://www.1ana.org/assignments/ipv6-address-

space/ipv6-address-space.xml

WG T3 R
& 7 A 1k (Revoke e FE S AR > L IGEEE

a Certificate)

ek az | dRFERRIEER ) E(ETR)H 70— k70§
(Request for R & 3 R s UNIX foie 2 e Ak 3 i
Comments, RFC) | §& ~ f4 %~ in A% cfh B4 % » 1L Bt o
RN d 4§ 2 7 (Netscape)dt &1 Web ] T % pF #74% 1 e
(Secure Sockets PR VA PR TR TR
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%

W

A}
B M &y

Layer)

e
f=
(“
dik
b
I

IPIPAE SRAC) ) N - R ]

3
i

(3
>
)

.

N\
ik

e
L

[e]

YRR RSl 5 AR sl SR R R @ R

o R i * K 1 € ()4 HTTP~FTP ~ Telnet
ﬁﬁiﬂ5“?*”8$ﬂ%£NJ°S$¢wL_%
R R 2 ke B S BFEE TR
et M RIRBIRGEL (Topt i T 2 iz X &
TLS(Transport Layer Security) - Z_°

E:D

s

)

Ex B

(Signatu ~B & i%,&?ﬁé ERRPR- & bl ;%h_(n*, 2E R 3 4y
lgna e j( sl _ﬁ 1 : 2 IV AR
Certificate) B RN L £
. Eipena B 4?@%3’\@%% PogzEd ¥ 1B
™ G e
FAGN 1 f!‘him*f‘ AN l; %
(Subordinate CA) *}\&ﬁ‘ TRE O E 1 157

#m@ EH I -

LA B o (A PN A~ R

et AR5V B R R

GV A SRR

b)¥er BRFEL TR £ HEZF R 4
%o

)AL EFBHELEB S o

* = (Subscriber)

BiFr e 7%
234 (Technical
Non-Repudiation)

DB AR BB LT

oz & D PRAE o

s

\\

=1 K
B FHAEGIRIP)NERRRATE T A G
R % 4 (Inside Threat) £2 ¢} 2% = 4 (Outside
Threat) o pr ﬁﬁﬁ‘g"v—f‘!\;}%? | % J2r 2 Y ¥ i 5B
PVﬂﬂ% g~ Fed ﬁ?ﬁﬁm%“&‘%
;1 EAEITA 2 27/ e S 4 %Kfj\’iﬁﬁ_\;}ﬁj\ﬁ oh 2R K

TR ART @ T (KR ER
27 N\ Y
;;v

>

-

= % (Threat)

&> ‘J-F'\P%;ju.—- ; ,{;;i;h& 4 (& %LL‘J'F"}‘I
LI s i s BIE & PEETRR AR ) 1B RY o

(7 e t&f?"/ﬁilﬁ’%‘\%%‘ EA =

pF &% (Time-stamp) ﬁﬁ:li'f’” A LR Ao

LR d IETF #-SSL3.0 #2437 5 RFC2246 > I #-H
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(Transport Layer # 5 TLS1.0 = {5 §* RFC 5246 2 RFC 6176
Security, TLS) { #T% 4 > 7 TLS 1.2 5 % - 2018 & IETF 24
BiTi< &~ RFC 8446 » ** TLS 1.3 5 2_e
T':F_' ﬁ'ﬁfﬁi‘ﬁ PN RLW) 222 E ﬁ' ¥ o) g 2%
. 1= g 38 2 9 1] g— %] i £ 2
(Trust List) FRAGEL 5 9 G A e

= 228

P RBEFTRIED S £ 27 R @;%:‘ﬁ—;—u

(Trusted 7l ’3%" KB 18 Zao B BT TR
Certificate) WE AT 2 Asde » * L5 RagASR o

54 T T GAT A ~ B R A
chapas | REEY g R i
(Trustworthy Q HELEEBHVH M NTREE T FEHFITo
System)

() ¥ ¥ 7 i

7 %ﬁ':ﬂ /f ‘j—u

i‘*ﬂ#&%ﬁdiﬁﬁm&yw TR R T

(Uninterrupted PREFTRALCT TR N A F I PIREL R

Power e R MR AR 'izggﬂﬂ T8 (o 0k iE

System,UPS) B4 > R ST REL D 4

% ¥# (Validation) A T T AT e Fp_ 33w (identification)
g Adp 2 gRY i AT Ry
5] o [RFC 3647]

WHOIS % #® RFC 3912 & WHOIS ~ RFC 7482 ¢
RDAP(Registry Data Access Protocol)z¢ HTTPS %
T S TR
(Registry) & #&HP-cnfi 3 o

. FRR TS TR A R TR

% {8 i+ (Zeroize)

b TR R oo
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%tk 3 1 CHTCA B3 2 P

CHTCA ## 2 &@ ¢ * 2 p 2tz B p 5 o & ITUT
X.509 ~ Baseline Requirements ~ SIMIME Certificate Profile Requirements
of Google ~ RFC 8550 ~ RFC 3161 ~ RFC 3628 2 RFC 5280 it ;%% 2.
A0 B R o

CHTCA # rnzF 2 TR B#E
(1) GFEZFHF = 7 802 BF 020 BpRIRE T,
(2 BFEZPFe F VR FECREBREIAGZRAET U KA
CHTCAZ%# 2.3 &,
Q) EFE LMW 2 E* tHFENBFEIBY EH HF ) 7
RO LALEN R IPaL o

s b CHTCA ™ plg 84 7 * 0 & & TLS/SSL g p - Rl
Huargrr TX509 v3 #Hoeif i) 22202 LB #HESE P A (Certificate
Transparency, CT) » &2 4 @

(1) T HiEEWHE B ERFC 69627 T T & 2 & A3tK e &)
R FRERIKBPERSP AP FEBY T R &
B

Q #ePFIHIFERTL FAAEFRMEIFELRAE
FEX500V3F L i T E BB RFETELE 2
NG EFITE

() it (TETH 2 2 FEE/EA WEHEEP A2 T X509 v3
FoetFEi 3F o B2 7R B ERFCH280H 2 1B 3 -
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4 3-1

CHTCA % % 2.

6 06
Pﬁ-ﬁg} ﬂf#]@ e & 2
H

EoTREEBEEES
AR B E 2P Hg

E‘l?& Fﬁ_%*ﬁ_g % 2& L‘tl}a ;? )&
LG 2 P P AT A
bR R R

ks >
S f&ﬁ%_’

(1) RERBHED 567

oo & B M4l mE
ER R TR )
z_ o> B &4 SHA-1 s2%
(Subject Key Required | FALSE 1 &2 o e
Identifier) .
1AL , Subject Type=CA
= ) #l ) Required | TRUE ubject ype )
(Basic Constraints) Path Length Constraint=None
LR IR | Sl Y T H V—’*?fﬁ
m keyCertSign £ cRLSign (Fg k)
‘ m digitalSignature ~ keyCertSign %
L4t 4 Required | TRUE cRL81gn (G » H %
I REGKETREERML
EEAD N NUE RO i
¢ 7 digitalSignature)
() BRI F B
i R SR | Bl R %

W £ 435 | Required | FALSE %‘r z:r““' GEP L 2B £4 SHA-1
~ : - EGDIE R = B £44 SHA-L
BRI - e Required | FALSE %;/ . F<
)‘Ei%'L 'Pl}?—#‘t!:‘ N 8

2 9, \ 4 27 R
(CRL Dlstrlbutlon Required | FALSE ; (:;Et2+ iﬁ:ﬂiﬁ\g‘ f#‘ A - L
Points) A

P LF e 7T S I

mAT(E)REREBED BBEL T
BEBETAFE Required | FALSE He kb

TR EEPE TR &M R

w1 LR PRI e st
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CEX It SR | MR R %

P g T RIEFT M T

TALBED R Y AR TR A P

7 CHTCA G#F i+ v ¥ A% 2

2 e ht o

Required | FALSE | ® * A #HZE R B HEFT L &2 975
&%ﬁﬁ#ﬁﬂwﬁ

WA AAHZRGHEICLS 2 ”Lrp
CA/Browser Forum 7_z& 2 & & 7%
i el

& F R
(certificate Policies)

L I Al Y R
Lkt Required | TRUE |#T(E)IREZEBHED & EFEZ £4
BPp LW AP o

Subject Type=CA

2 AL Required | TRUE _
Path Length Constraint=None

(3) T BB E WG

GBS I SR | M R %

B £ 443 9 | Required | FALSE | 19E#EWH2 = B £4SHA- 1322 &

THEEBEL 2B £4SHA-1 A

s
B

IR I P Required | FALSE

FUB B L 4 2 BB AL P T

QR F P 7 8L | Required | FALSE o

PP S 0T AR F

WG HEBH R BEEL T ey

m VRS TR L R B
¥ T h PRI e

BEBHT ERS Required | FALSE

PUR L R TR RS

REFEWRHERT Lerig * 2 i&?ﬁf’(

KA 2w > v e 3Tk 1 i# s

(- R A2 NS LR P Kﬁ»’@ &

2R LI A T

CHTCA BBP AT E AR NS 2
o Wk H 2 G IR LA

g :

u i\ﬁ&@ﬁ* BEIFCR T2 B FEIT
AR

B 7T Required | FALSE

127 PEL LRGP



CHTCA CPS

U ES 1 SR | M R %
WA HEREBHEITK T 2
CA/Browser Forum %_% 2_ 1§ 78 7T ik
Pl P
pARI09E 9 P4 TREEBE
BEF e gl BFEPF
Forire T BB E B R 2
EdrrT o HY
mETRHEEWEEET Y T EH
TLS/SSL &% » Ao 3 o s
T AR
> ’f # 7 id-kp-serverAuth
>ATE G
v id-kp-codeSigning
v" id-kp-timeStamping
v' id-kp-emailProtection
v anyExtendedKeyUsage
> 7 & 7 id-kp-clientAuth » # s 2f
WA RTIERB Y o
mETREEBEERET YRR
/ ‘ S/MIME & 3% » B2~ 4 o A ks
(i)iiefdﬁiﬁ(i Usage) Required | FALSE = i%i : .
> Jf ¢ % id-kp-emailProtection
> AV & gl
v' id-kp-serverAuth
v" id-kp-codeSigning
v id-kp-timeStamping
v anyExtendedKeyUsage
mE T REEBREERET TR
g RSP s BT
R
> JE ¢ % id-kp-timeStamping
> * ¥ ¢ 7 id-kp-serverAuth
mE T REBEBEEELATY TR
TLS/SSL &% ~ S/MIME !§ % & p*
RIBH - RIS S LT
R
> * ¥ ¢ 7 id-kp-serverAuth
> ¥ ¢ 7 ' id-kp-serverAuth 12 *F 2
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7 BN

SR | M

r %

W AR A EREES
SR AMT BB FR

[Eig
&

]
B

Required | TRUE

PN T S TRAY - 4

m keyCertSign £ cRLSign ()

m digitalSignature ~ keyCertSign 2%
cRL81gn(’r B 2§
FrFRAEGETRL BERLER
TR LPE > L IF L Y
7 digitalSignature)

PNy

Required | TRUE

Subject Type=CA
Path Length Constraint=i& T J§ & 7 1
W R 2 B EESE R IR T

(4) 23 5%

%;‘bﬁf_“; :%_Q:}‘_‘:L Mﬁat’j‘ P\ 'ig
VG P ST b4 1 e
B £ 4 545 | Required | FALSE G E B B &4 SHA-1 jei=

L
12}

3 RE & RS

Required | FALSE

LI RFEEFERHE L 2 F £4f SHA-
1 %izé‘ IR

B LGP E T B

Required | FALSE

125 Bﬁgﬁ ENR -8 L)‘Fi.}u 4
e b

BB T

Required | FALSE

”“J}?%/uﬁ}gl“' l’fr%lé‘ﬁ‘;

BB BT Fau
m G A 2 L IG E
,J:\T'f: LE Féj PRF3 el

B IR

Required | FALSE

PEIE L N ET R

BREREERER LT
2B BICR P B E > T 8 51;@

1%"%@ﬁﬁ§%ﬁ$wm’j
ARG KR e

ﬁTCHmA@ﬁ?ﬁm;é}A%
2 Hent o ¥R K 2 QABITR Y

B & g :

mAAHEREBHEAR LEH2ZERE
FOR P 12 3w g

WA AHEKEER G 2

™
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oo

:{/S-g 't}_

L E Jea

r %

CA/Browser Forum #_& 21§ Z# 5c
LR P

&R
(Policy Mappings)

Required

FALSE

PP A TR I NBER
B E B EB L B
EM TG 1B S BEERKH
FBBEILH T -HF HEM
GG EICL S LB AN A
AAZREBERIAPER Y 2 5%
AP ERUMBEIIRBEEREY

Heril g2 G R K 2 AR

S
&

3
B

Required

TRUE

PR Ep T R THERY - 4

m keyCertSign £ cRLSign (Fg3K)

m digitalSignature ~ keyCertSign %
cRLSign (2 7 ;R B P Hax i
PR AR PR AKESF RS
EREETY B LE RIREE
7 digitalSignature)

TENAET

Required

TRUE

Subject Type=CA

Path Length Constraint=1% 2 7 u2% &
FEWHATE 2 B EE A R UK
T2 o
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e 3-2 1 * 2 E

CHTCA T Blasisti s #2» “ B HBB2 Hrlfizm

BRI A AT

(1) TLS/SSL & %

oo % B M4l R %
1§ 7 5T R 3 %] 45 (policyldentifier)
ARG T R TR T

BHEFCH Required | FALSE | = » # 2% &+ CHTCA &7’)& i
PG ET A TE AR
B

CHTCA -+ " ’731:)&*#7 )&%’fwﬁ_)%\
ALY 3 FR:}Z-m HTTP URL

P e F T A

W CHTCA ™ /6 i {4 OCSP

&AL P % # 8L | Required | FALSE

B f? T B Required | FALSE ¥ J& PR B 7 HTTP URL
W CHTCA ™ BhiE# B2 &%
s HTTP URL
0 4 g ) Subject Type=EE
B A Optional | FALSE N )
7 18 ¢ 7 pathLenConstraint # =
FAGEIe @ F hAMY B mA L
keyCertSign ¥ cRLSign
£ & Optional | TRUE Y 8 8
2% Z_keyEncipherment £
digitalSignature
i i 2k Z_serverAuth ¥ clientAuth
W R4 R Required | FALSE
7 173k %_anyExtendedKeyUsage
LI E G- B A AR
ZEl EA
B £ Required | FALSE * ¥ ¢ 7z — B authorityCertlssuer

g« authorityCertSerialNumber #

(&

(2) SSMIME & %

HAw e SR Matl r%
& FFT R Required | FALSE | Gapci @ium v L EH T Kit
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oo & B M4t R %
“ﬁﬁﬁ%mii’“*ﬁ%
CHTCA ™ & Z W EET i+
EEAELL L e

CHTCA TREBEBEL BER

Ak PRFE e HTTP URL

P g T ARIEFR
B CHTCA ™ & #1f OCSP

B A FP F B | Required | FALSE

BT TP Required | FALSE ¥ fi 7 PR % e HTTP URL
W CHTCA T B ## 2 8%
e HTTP URL
4 oeq ) Subject Type=EE
7P Optional | FALSE N .
7 1# ¢ 7 pathLenConstraint # =
& Jp ¢ 7 digitalSignature % /g
nonRepudiation
E4m* i Required | TRUE | ¥ 3 Z_dataEncipherment % /&\
keyEncipherment
B =172 @R T
% ZF 3k Z_emailProtection
uE gAY i Required | FALSE " & T serverAuth »
codeSigning ~ timeStamping ~ ¥
anyExtendedKeyUsage
3) G
ﬁ;‘b’lﬁ‘f_‘i n'!s_tat’_:}_ Mﬁ:ﬁ_ P\ ?

& ﬁ\""\‘ LT AR E T K
i f&wj(ﬁ\m T H A %i‘rl"r
CHTCA ~™ & F}l’}'}&*«#‘)& 5 H A
TR AL 2 2 en

CHTCA TG %{‘_’f}ﬁﬁ- 2 16 E A

b PRI: e HTTP URL

P g T AIEF R
B CHTCA ~ & % ’}§‘§T§_ OCSP

& 7K Required | FALSE

@R P 3 B | Required | FALSE

BEBET A Required | FALSE ¥ Jik 7 PR % 1 HTTP URL
B CHTCA T hiE B2 &%
s HTTP URL
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oo & B M4t R %
Subject Type=EE
- Optional | FALSE 3, ) Ayp . )
% % ¢ 7 pathLenConstraint f >
P iiieit h P4kt R
keyCertSign ¥¥ cRLSign
Ltk 2 Optional | TRUE | o0 ° s
3k Z_digitalSignature %
contentCommitment
. 3K %_id-kp-timeStampin
W g Required | TRUE |7+ <1C°KP ping
equire (1.3.6.1.5.5.7.3.8)
4) 2Tk
S ES 1 SR | MR -
G N TALG RS Rt
2 2 5 : FREFCR L 0 H AR
& IR i o
oA Required | FALSE CHTCA = %5 ?‘;‘iﬁﬁﬁf& 9 ih
FERAFEST 2 Ry
S L s ¢ . CHTCA TREEBEL GER
e Sl S #* al,
S Required | FALSE e FRzZ»mHTTP URL
PP F e T S IR
B CHTCA ™ & # #1f OCSP
BT3B Required | FALSE ¥ i 5 PR % ¢h HTTP URL
B CHTCA ™ Bl &%
e HTTP URL
Subject Type=EE
B A Optional | FALSE ,J , /\yp . )
7 18 & 7 pathLenConstraint # i+
FAGEIe @ F hAMY B mA L
i keyCertSign ¥7 ¢cRLSign
£ % Optional | TRUE Y s 8 L
LREREEL AT R LS
6.1.7 &
W EET Optional | FALSE | #& 3% %_anyExtendedKeyUsage
YRE 7 - B AR
2E1 ;; o
B & A Required | FALSE % 3 i authf)rltyCertIssuer
g authorityCertSerialNumber ##
i+
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